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Abstract of the contribution: Discusses the system impacts for the distribution of Ciphering Keys for Broadcast of Positioning Assistance Data.

1. 
Introduction
A new work item on "UE Positioning Accuracy Enhancements for LTE" was approved at RAN#75 [1] and updated at RAN#76 [2]. The objectives of this work item include support for broadcast of positioning assistance data (with SA2 impacts): 

· Broadcasting of assistance data [RAN2, RAN3, SA3, SA2]
· Specify a new SIB to support signalling of positioning assistance information for A-GNSS, RTK and, as second priority, UE-based OTDOA assistance information. 

· Specify optional encryption procedure for broadcast assistance data, including mechanism for delivery of UE-specific encryption keys. 

At RAN2#99bis, two LSs were sent to SA2:

· "(Reply) LS on encrypting broadcasted positioning data" [3]: This LS provides some answers on questions raised by SA3 for designing a suitable ciphering algorithm. In particular:

· The E-SMLC performs the ciphering.

· RAN2 requires a solution that supports multiple subscription levels.
· No particular assistance information information needs to be added at the eNB.
· "LS on provisioning of positioning assistance data via LPPa for broadcast" [4]: This LS provides some information on assistance data System Information Blocks (SIBs) and asks SA2 to investigate ciphering key management and distribution. 
In this contribution, we discuss the general broadcast procedure, the basic SIB content, and the distribution of ciphering keys to suitably subscribed UEs.
2. 
Background

Broadcast of positioning assistance data (e.g., GNSS, OTDOA/E-OTD) is supported in GSM [5] and UMTS [6]. In UMTS, broadcast of assistance data is supported via multiple RRC System Information Blocks (SIBs 15.x [7]). 

To allow control of access to the assistance data, parts of the broadcast assistance data may be ciphered. In both, GSM and UMTS a standard 56-bit Data Encryption Standard (DES) algorithm is used for this purpose, as described in [6], subclause 6.6.4.1.6. 
The UMTS 56-bit DES algorithm is rather weak and for LPPe, OMA decided to use the stronger 128-bit Advanced Encryption Standard (AES) algorithm (with counter mode) [8], which could also be used for LTE [9]. However, this decision needs to be made in SA3 [3].

It is noted that the ciphering procedure (and indeed broadcast of assistance data via GERAN or UTRAN) seems not to have been deployed by any operator. Hence, there may be no prior implementation.
3. 
General Broadcast Procedure

The Figure 1 below shows an example procedure for broadcasting positioning assistance data in LTE. This is not yet final in RAN2. However, the following general agreements have been made in RAN2:

· The E-SMLC performs the ciphering [3][4].
This is related to Step 1 in Figure 1 below.
· New LPPa [11]procedure(s) are needed to convey the (possibly encrypted) assistance data from the E-SMLC to the eNB for broadcasting [4].
This is related to Step 2 in Figure 1 below. The corresponding LPPa procedures are currently discussed in RAN3 [10].
· Assistance data are broadcasted using System Information Blocks (SIBs), per the work item description (Step 3 in Figure 1 below).

· Given that the E-SMLC performs the ciphering, the ciphering keys need to be delivered to the MME for distribution to UEs (Step 4 in Figure 1 below). The MME would then need to distribute the ciphering keys to suitably subscribed UEs as further discussed in section 5 below. 
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Figure 1: Broadcast Procedure.
1. The various assistance data elements for each supported positioning method are collected, processed and formated at the E-SMLC. E.g., the E-SMLC may gather data from GNSS reference stations and other sources (e.g. eNBs, O&M). The E-SMLC may then encode and potentially cipher the System Information Block (SIB) content.

2. The assistance data SIB information is provided to the eNB using new LPPa [11] procedures.

3. The eNB includes the received assistance data SIB in the corresponding RRC [12] System Information (SI) Messages. The UE applies the system information acquisition procedure to acquire the assistance data information that is broadcasted.
4. The E-SMLC provides the cipering keys being used to MMEs for distribution to suitably subscribed UEs, as further discussed in section 5 below.
4. 
Assistance Data SIB Content and Ciphering Key Data
The SIB definition is not yet final in RAN2. However, some general information required were summarized in [4]. A possible SIB definition could be as follows (GNSS Navigation Model assistance as example) [13]:
-- ASN1START

SystemInformationBlockTypeXX-r15 ::=
SEQUENCE {

cipheringKeyData-r15



CipheringKeyData-r15

OPTIONAL,

assistanceDataSegmentType-r15

ENUMERATED {notLastSegment, lastSegment},


assistanceDataSegmentNumber-r15

INTEGER (0..63),


gnss-NavigationModel-r15


OCTET STRING,


lateNonCriticalExtension


OCTET STRING



OPTIONAL

}

-- ASN1STOP

	SystemInformationBlockTypeXX field descriptions

	cipheringKeyData
If present, indicates that the gnss-NavigationModel octet string is ciphered.

	assistanceDataSegmentType

Indicates whether the included gnss-NavigationModel segment is the last segment or not.

	assistanceDataSegmentNumber

Segment number of the gnss-NavigationModel segment contained in the SIB. A segment number of zero corresponds to the first segment, one corresponds to the second segment, and so on.

	gnss-NavigationModel

GNSS Navigation Model assistance data as defined in LPP [14].  


The ciphering key data depends on SA3 decision [3]. If a solution similar to LPPe would be used (128-bit Advanced Encryption Standard (AES) with counter mode, as mentioned in section 2 above), the cipheringKeyData could be defined as follows [9]:
-- ASN1START

CipheringKeyData ::=
SEQUENCE {

cipherSetID 




INTEGER (0..65535),


d0 







BIT STRING (SIZE (1..128)),

...
}

-- ASN1STOP

	CipheringKeyData field descriptions

	cipherSetID 
This field identifies a cipher set comprising a cipher key value and the first component C0 of the initial counter C1.

	d0
This field provides the second component for the initial ciphering counter C1. This field is defined as a bit string with a length of 1 to 128 bits. A target first pads out the bit string if less than 128 bits with zeroes in more significant bit positions to achieve 128 bits. C1 is then obtained from D0 and C0 (defined by the cipherSetID) as:

C1 = (D0 + C0) mod 2128 (with all values treated as non-negative integers).



The cipherSetID would also serve as an identity of the ciphering key used, which would enable an operator to use different ciphering keys for different SIBs (as required by RAN2 to support multiple subscription levels [3]) and to change the value of a ciphering key without disrupting UE broadcast acquisition (e.g., if the new key was provided to UEs in advance). 

The first component for the initial ciphering counter would be provided point-to-point (see step 4 in Figure 1 above, and section 5 below). Multiple Cipher Sets may be provided to the target device, each containing information relevant to ciphering of a particular System Information Block (i.e., different SIBs could have different ciphering keys to support multiple subscription levels [3]). Each set may include (at least) the following information [9]:

Table 1: Cipher Set Data for a particular assistance data SIB.

	Cipher Set

	cipherSetID
	INTEGER (0..65535)
	This field specifies the cipher set ID.

	cipherKey
	BIT STRING (SIZE (128))
	This field specifies a cipher key as a bit string of size 128 bits.

	c0
	BIT STRING (SIZE (1..128))
	This field specifies the first component of the initial ciphering counter C1. If less than 128 bits, c0 is padded out with zeroes in more significant bit positions to achieve 128 bits.

	sibType
	INTEGER(1..32)
	This field specifies the SIB Type for which the Cipher Set data is applicable.

	Time of applicability & validity time
	E.g., System Frame Number (SFN), UTC, etc.
	


A UE with proper subscription would receive multiple Cipher Sets as defined above (i.e., one set for each SIB type the UE has a subscription for receiving broadcast of assistance data). Therefore, some UEs may have access to all data while other UEs can only access a subset, depending on their subscription portioning [3]. 

The Cipher Sets may typically be PLMN or tracking area specific, dependent on desired deployment. 
Note, as mentioned at the beginning of this section, the SIB definition is not yet final in RAN2 and the ciphering algorithm has not been decided in SA3. However, independent of the details, it seems obvious that (possibly multiple) ciphering key data sets need to be distributed point-to-point to suitably subscribed UEs, where the data contains at least a cipher key value together with applicable SIB Type information, similar to Table 1 above. 

5. 
Cipher Set Data Distribution
For GSM and UMTS assistance data broadcast, two methods for ciphering key data distribution have been (at least partly) specified
:
Option 1:
Ciphering keys are distributed using a mobility management procedure (location update; [6] sub-clause 6.6.4.1.6).

Option 2:
Ciphering keys are distributed using the MO-LR procedure ([15] section 9.2.1/9.2.2).
Option 2 above is supported in Supplementary Services specifications [16], [17] (for the 56-bit Data Encryption Standard (DES) algorithm used in UMTS [6]). However, Option 1 seems not to be supported in Stage 3 specifications [18].
Option 1 corresponds to an unsolicited ciphering key distribution mechanism, where the network pushes the ciphering keys for broadcast assistance data to suitably subscribed UEs, whereas Option 2 corresponds to an solicited ciphering key distribution mechanism where each UE in the network has to request the ciphering keys from the E-SMLC.
Both methods above could be extended to LTE:

1. Ciphering Set Data could be delivered using mobility management procedures [19]. For example, one or more Cipher Set Data could be included in an Attach Accept or Tracking Area Update Accept message.
2. Ciphering Set Data could be delivered using the EPC-MO-LR procedure. The EPC-MO-LR procedure in [15] sub-clause 9.2.6 could be extended to allow a UE request for ciphering key data set(s).

Figure 2 below shows an example procedure for delivering the Ciphering Set Data during a Tracking Area Update. 
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Figure 2: Cipher Set Data Distribution (Option 1).
1.
The E-SMLC provides the ciphering keys being used for broadcast of assistance data to MMEs using a new LCS-AP [20] Ciphering Key Data message. Information for each key might include an identification of applicable SIBs, a key value, a key value identifier, and a time of applicability (see Table 1 in section 4 above). 
2.
The UE triggers a Tracking Area Update. For example, if the UE starts in RRC idle mode, the Tracking Area Update Request message is sent within the RRC Connection Setup Complete message. 

3.
The eNodeB derives the MME from the RRC parameters and forwards the Tracking Area Update Request message together with the TAI+ECGI of the cell from where it received the message to the (old or new) MME.

4.
The MME verifies the subscription data for the UE (e.g., if it is a new MME the MME may send an Update Location Request message to the HSS) and includes the Ciphering Key Data for those SIBs for which the UE has a subscription in the Downlink NAS Transport/Tracking Area Update Accept message send to the eNB.   

5.
The eNB forwards the Tracking Area Update Accept message together with the Ciphering Key Data to the UE in a Downlink Information Transfer container.

LCS exception procedures in 3GPP 29.171 [20] may need to be updated. For example, a recovery procedure may be needed for the case where an MME loses previously received E-SMLC cipher key data. This could be supported as an extension to the current LCS-AP RESET procedure [20] – e.g. a new RESET cause could be added to indicate use of RESET only to recover cipher key data with other existing cause values indicating both loss of synchronization for location transactions and loss of cipher key data. 
The Ciphering Key Data could be included as a new IE in an Attach Accept and in an Tracking Area Update Accept message [19]. 
For  Option 2, the EPC-MO-LR procedure specified in [15] sub-clause 9.2.6  could be extended, as illustrated in Figure 3 below. 
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Figure 3: Cipher Set Data Distribution (Option 2).
1.
The UE sends a NAS PDU containing an MO-LR Request inside an RRC UL Information Transfer message to the eNB. The eNB forwards the MO-LR Request to the MME inside an S1AP Uplink NAS Transport message.   The MOLR-Type is set to deCipheringKeys [17].  
2.
The MME verifies the subscription data for the UE and sends a Location Request message to a suitable E-SMLC to request the ciphering keys for the UE requested assistance data SIBs. 
NOTE:
The MME might need to know which E-SMLC to query for the ciphering keys. It may be necessary that also in this Option 2 the E-SMLC provides the ciphering keys to MMEs in advance, as in Step 1 in Figure 2 above. In that case, Steps 2 and 3 might not be needed.
3.
The E-SMLC returns the ciphering keys to the MME in a Location Response message. 

5.
The MME returns a NAS MO-LR Result message to the UE carrying the requested ciphering keys.

By comparing Option 1 (Figure 2) and Option 2 (Figure 3) the following can be observed:
· Option 1 seems to create less signalling traffic. The ciphering keys would be distributed using messages/procedures the UE and network would anyhow perform. Whereas for Option 2, (potentially many) UEs in the network would have to perform an additional MO-LR procedure to obtain ciphering keys. 

· For Option 1, the network provides the ciphering keys unsolicited to suitably subscribed UEs only, whereas for Option 2, a UE may send a request for ciphering keys even for assistance data SIBs for which it does not have a subscription, generating unnecessary signalling traffic. 

· EPC-MO-LR procedures seem not to have been deployed by any operator. Therefore, Option 2 may require more implementation effort. 
· If ciphering keys are tracking area specific, an additional EPC-MO-LR procedure may be needed after a Tracking Area Update anyhow to obtain the (new) ciphering keys, which could be avoided if the (new) ciphering keys are distributed using Option 1.
Option 1 seems to have small SA2 specification impacts to include location cipher key data as one of the parameters that may be included in an Attach Accept or TAU Accept in TS 23.401 [21] and to reference the distribution of cipher keys in TS 23.271 [15]. There will also be an impact to TS 29.171 owned by CT4 and to TS 24.301 owned by CT1.
6. 
Proposal

In this contribution, we discussed the general assistance data broadcast procedure, the basic assistance data SIB content, and the distribution of ciphering keys to suitably subscribed UEs. The comparison of key distribution options led to the following proposal:
Proposal 1:
Ciphering Set Data should be delivered to suitably subscribed UEs using mobility management procedures. The Ciphering Key Data should be included as a new IE in an Attach Accept and in an Tracking Area Update Accept message.
It is thus suggested that SA2 decide whether the above proposal is acceptable and if so, reply as such to the LS from RAN2. RAN2 may then have to consult CT1 and CT4 for any detailed changes (e.g., once the ciphering details have been decided and completed).
A draft response LS according to the proposal above is provided in S2‑178488 [22].
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