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1. Discussion
This document presents in more detail the proposed EAP-5G solution that enables UEs to register to 5GC via non-3GPP access (both untrusted and trusted). Some of the presented details are stage-3 details. They do not mean to influence or substitute the stage-3 work but only to verify that the EAP-5G protocol is simple to specify and can easily handle several failure and success registration scenarios. They also mean to provide a better understand of how the EAP-5G works.
2. EAP-5G Packet Format
A possible format of an EAP-5G packet is shown in figure 2-1 below. This format is used as an example here in order to explain in more details how the EAP-5G protocol can operate. Of course, it is up to subsequent stage-3 work to define the appropriate packet format for EAP-5G.
The EAP-5G packet considered here contains:

· Three flags (S, C and F flags);

· An EAP-5G Type field; and
· Optionally, one or two Attributes. 
Currently, it is assumed that the EAP-5G Type field in all EAP-5G packets is the same, e.g. encoded as 0000. However, more EAP-5G Type fields may be defined e.g. in order to report UE errors and to support future extensions.
The following flags are considered: 

· The Start flag (S) which is only set by the N3IWF to signal the initiation of an EAP-5G session. An EAP-5G packet with the Start flag set does not include any other information (i.e. contains no attributes).
· The Complete flag (C) which is only set by the UE to signal the completion of an EAP-5G session in the UE. An EAP-5G session is completed in the UE when the EAP-5G layer in the UE receives an N3IWF key from the upper layer (i.e. NAS layer). An EAP-5G packet with the Complete flag set may include a NAS message (i.e. a NAS-PDU attribute).

· 
An EAP-5G packet with the Complete flag set is like a "success result indicator" (as defined in RFC 3748) being sent from the UE to N3IWF. After the EAP-5G layer in the UE receives an N3IWF key from the NAS layer, it sends this "success result indicator" to N3IWF.
· The Failure flag (F) which is only set by the UE to signal the failure of an EAP-5G session in the UE. An EAP-5G session is failed in the UE when the EAP-5G layer in the UE receives an indication from the upper layer (i.e. NAS) that an N3IWF key cannot be delivered. As an example, the UE can set the Failure flag when the N3IWF key cannot be derived due to authentication failure. An EAP-5G packet with the Failure flag set may include a NAS message (i.e. a NAS-PDU attribute).

· 
An EAP-5G packet with the Failure flag set is like a "failure result indicator" being sent from the UE to N3IWF. After the EAP-5G layer in the UE receives an indication from the NAS layer that an N3IWF key cannot be provided (e.g. due to EAP-AKA' failure), it sends this "failure result indicator" to N3IWF.
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Fig. 2-1: Example format of an EAP-5G packet
The following attributes are considered:

· AN-Params attribute: This is included in an EAP-5G packet when the UE wants to send access network parameters (AN parameters) to N3IWF to be used for AMF selection. The use of AN parameters during a 5G registration are specified in TS 23.502, clause 4.2.2.2.
· NAS-PDU attribute: This is included in an EAP-5G packet to encapsulate a NAS message.

An EAP-5G packet can include:

· No attributes: This is the case when the Start flag is set, which signals the start of an EAP-5G session.

· Both the AN-Params attribute and the NAS-PDU attribute: This is the case where the UE needs to send the first NAS message and the associated access network parameters, which are used by the N3IWF to perform AMF selection.

· Only a NAS-PDU attribute: This is the most common case where the EAP-5G packet carries only a NAS message that should be transparently relayed by N3IWF to the AMF.

3. EAP-5G Normal Operation

A 5G registration by using the EAP-5G protocol between the UE and N3IWF is shown in Fig. 3-1. The depicted flow corresponds to a scenario where the AMF decides to authenticate the UE. Note that the EAP-AKA' exchange (steps 7-9) is executed between the UE and the AUSF and the EAP-AKA' packets are encapsulated within NAS Authentication Request/Response messages, as in the case when the EAP-AKA' is executed over 3GPP access.
The EAP-5G protocol runs only between the UE and N3IWF and its primary purpose is to transparently relay NAS messages between the UE (over NWu) and the AMF (over N2). In addition, it is used to perform AMF selection, as shown in step 4.
The EAP-5G session between the UE and N3IWF is successfully completed when the EAP-5G layer in the UE receives the N3IWF key from the NAS layer and the EAP-5G layer in the N3IWF receives the N3IWF key from AMF. In this case, the UE sends an EAP-5G packet with the Complete flag set, which causes the EAP-5G layer in the N3IWF to send an EAP-Success. After that, the EAP-5G layer in the UE and the EAP-5G layer in the N3IWF forward the common N3IWF key to the lower layer (IKEv2), which is further used for establishing an IPsec security association (step 13). The UE sends the SMC Complete message after the IPsec SA is established (step 14).

Note that in step 2 the N3IWF can include its certificate in the IKEv2 CERT payload. The UE shall then validate the N3IWF certificate, confirm that the N3IWF identity matches the N3IWF selected by the UE (i.e. the N3IWF in PLMN-x) and shall send message 3 only when the N3IWF identity is confirmed. This avoids sending NAS-layer information to an N3IWF whose identity is unknown (and could possibly be a malicious N3IWF).
Note also that all EAP-5G messages received by the UE (except the first one with the Start flag set), must contain a NAS message that is forwarded by the EAP-5G layer to the NAS layer. If the UE receives an EAP-5G message (other than the first one) without a NAS message (i.e. without a NAS-PDU attribute), the UE shall terminate the EAP-5G session by sending an EAP-5G packet with the Failure flag set. After that, the UE shall accept only an EAP-Failure packet; all other packets are silently discarded. This behaviour prevents a malicious N3IWF from sending non-NAS messages to UE over EAP-5G.
In addition, the EAP-5G layer in the UE shall only send an EAP-5G response packet when it receives a NAS message from the NAS layer. It shall not respond to an EAP-5G request packet received from N3IWF without receiving a NAS message from the NAS layer. Therefore, it is not possible for a malicious N3IWF to create an endless EAP Request / EAP Response exchange with the UE. Such endless EAP Request / EAP Response exchange is prevented by the NAS protocol.
[image: image2.emf]N3IWF AMF/SEAF

UE

Untrusted 

non-3GPP

Access Network

2. IKE_AUTH Res (EAP-Req/

EAP-5G Type = NAS

Start Flag = Set)

3. IKE_AUTH Req (EAP-Res/

EAP-5G Type = NAS

Attribute AN-Params=[S-NSSAI, SUPI or Temp Id, ...],

Attribute NAS-PDU=[NAS Reg. Request])

5. N2 msg 

(NAS Reg. Request)

1. IKE_AUTH Req (UE Id, without AUTH)

(or other lower-layer trigger, e.g. IEEE 802.1X Start)

11. IKE_AUTH Res (EAP-Success)

10. IKE_AUTH Req (EAP-Res/

EAP-5G Type = NAS

Complete Flag = Set)

7. N2 msg 

(NAS Auth. Request 

(EAP/AKA’-Challenge))

7. IKE_AUTH Req (EAP-Req/

EAP-5G Type = NAS

Attribute NAS-PDU=[NAS Auth. Request 

(EAP/AKA’-Challenge)])

8. IKE_AUTH Req (EAP-Res/

EAP-5G Type = NAS

Attribute NAS-PDU=[NAS Auth. Response 

(EAP/AKA’-Challenge)])

8. N2 msg 

(NAS Auth. Response

(EAP/AKA’-Challenge))

9. N2 msg 

(N3IWF key,

SMC Request

(EAP-Success))

9. IKE_AUTH Req (EAP-Req/

EAP-5G Type = NAS

Attribute NAS-PDU=[SMC Request

(EAP-Success)])

T

r

a

n

s

p

a

r

e

n

t

l

y

 

r

e

l

a

y

 

N

A

S

 

m

e

s

s

a

g

e

s

11. Since the Complete flag is 

set and the N3IWF key has been 

received, it responds with EAP-

Success

10. NAS layer sends 

to EAP-5G layer the 

N3IWF key

AUSF

6. AAA Key 

Request

(SUPI)

7. AAA msg

(EAP/AKA’-

Challenge)

8. AAA msg

(EAP/AKA’-

Challenge)

9. AAA Key

Response

(SEAF key,

EAP-Success)

12. EAP-5G session 

finishes. EAP-5G layer 

passes the N3IWF key 

to lower layer (IKEv2)

12. EAP-5G session 

finishes. EAP-5G layer 

passes the N3IWF key 

to lower layer (IKEv2)

4. Use AN-Params 

attribute for AMF 

Selection

6. AMF decides to 

authenticate the UE

In ALL cases the IKE_AUTH exchange starts withoutthe 

AUTH payload meaning EAP signaling will be used.

10. EAP-5G layer 

receives the N3IWF 

key from AMF

13. IKE_AUTH (with AUTH)

The IPsec SA is established 

by using the N3IWF key.

14. [NAS over IPsec] SMC Complete

14. Subsequent NAS messages carried over the IPsec SA

14. N2 msg 

(SMC Complete)

N3IWF tells to UE to start sending NAS 

messages by using the EAP-5G protocol. 

N3IWF can include its certificate in IKE 

CERT payload.


Fig. 3-1: 5G registration with the EAP-5G protocol (full authentication)
Another example of a 5G registration via untrusted non-3GPP access with the EAP-5G protocol is shown in Fig. 3-2. In this case, there is no EAP-AKA' authentication. The successful integrity check at the AMF (in step 6) confirms that the UE and the AMF possess the same NAS security context. Again, the EAP-5G session is completed when the NAS layer in the UE sends the N3IWF key to the EAP-5G layer (step 9). This triggers an EAP-5G packet with the Complete flag set (step 10) and also the transmission of an EAP-Success message (step 11). The UE sends the SMC Complete message after the IPsec SA is established (step 14). As discussed above, the UE shall validate the N3IWF certificate included in the IKE_AUTH response (message 2), confirm that the N3IWF identity matches the N3IWF selected by the UE (i.e. the N3IWF in PLMN-x) and shall send message 3 only when the N3IWF identity is confirmed. 
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Fig. 3-2: 5G registration with the EAP-5G protocol (NAS integrity check)

The EAP-5G layer in the UE and N3IWF behave as follows:
The EAP-5G layer at the N3IWF side:

· Initiates an EAP-5G session by sending an EAP-5G packet with the Start flag set.

· Performs AMF selection by using the information in the AN-Params attribute.
· When it receives a NAS message over N2, it constructs an EAP-5G packet with a NAS-PDU attribute (that contains the received NAS message), and sends the EAP-5G packet to the UE.

· When it receives an EAP-5G packet over NWu, it extracts the NAS messages contained in the NAS-PDU attribute and transparently forwards the NAS message to AMF over N2.

· When it receives an EAP-5G packet over NWu that has the Complete flag set, it closes the EAP-5G session by sending an EAP-Success packet to UE (when it has received an N3IWF key from AMF) or by sending an EAP-Failure packet to UE (when it has not received an N3IWF key from AMF).
· After sending an EAP-Success to UE, it sends the received N3IWF key to the lower layer (IKEv2).

· When it receives an EAP-5G packet over NWu that has the Failure flag set, it closes the EAP-5G session by sending an EAP-Failure packet to UE. It also sends a failure indication to the lower layer (IKEv2).
· When it receives an N2 release request from the AMF, closes the EAP-5G session by sending an EAP-Failure packet to UE. It also sends a failure indication to the lower layer (IKEv2).
The EAP-5G layer at the UE side:

· When it receives a NAS message from the NAS layer, it constructs an EAP-5G packet with a NAS-PDU attribute (that contains the received NAS message), and sends the EAP-5G packet to N3IWF. If the NAS layer provides also an N3IWF key, the EAP-5G layer sets the Complete flag in the EAP-5G packet.
· When it receives an EAP-5G packet over NWu, it extracts the NAS messages contained in the NAS-PDU attribute and transparently forwards the NAS message to the NAS layer.

· When it receives an indication from the NAS layer that an N3IWF key cannot be derived, it constructs an EAP-5G packet, sets the Failure flag and sends the EAP-5G packet to N3IWF.
· After receiving an EAP-Success packet, it forwards the N3IWF key (received from NAS layer) to the lower layer (IKEv2).

· After receiving an EAP-Failure packet, it notifies the lower layer (IKEv2) that the EAP session has failed. It also notifies the NAS layer that it cannot forward NAS messages to the network.
Protocol stacks during 5G registration

The protocol stacks during the 5G registration are shown in Fig. 3-3 for the case when the lower layer is IKEv2. Note that the EAP-5G protocol is used before an IPsec SA is established between the UE and N3IWF (Fig. 3-3a). After the establishment of the IPsec SA, all NAS messages are exchanged via this IPsec SA (ESP) and the EAP-5G is not needed any more (Fig. 3-3b). Whether GRE encapsulation is needed in Fig. 3-3b is FFS.
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Fig. 3-3: Protocol stacks during 5G registration with the EAP-5G protocol

4. EAP-5G Failure Cases

An EAP-5G session completes successfully when both the EAP-5G layer in the UE and the EAP-5G layer in the N3IWF receive the N3IWF key. The EAP-5G layer in the UE receives the N3IWF key from the NAS layer and the EAP-5G layer in the N3IWF receives the N3IWF key from AMF. The N3IWF key is then provided to the lower layer (IKEv2) for establishing a secure connection (e.g. an IPsec SA) between the UE and the N3IWF.

An EAP-5G session fails in the following cases:

· When the EAP-5G layer in the UE receives an indication from the NAS layer that an N3IWF key cannot be provided, e.g. due to failed authentication. In this case, the EAP-5G layer in the UE sends an EAP-5G packet with the Failure flag set (failure result indicator) which causes the EAP-5G layer in the N3IWF to send an EAP-Failure. In addition, the EAP-5G layer in the UE and in the N3IWF inform the lower layer (IKEv2) that the EAP procedure has failed, which triggers the termination of the IKEv2 session.
· When the EAP-5G layer in the N3IWF receives an EAP-5G packet with the Complete flag set (success result indicator) but it has not received an N3IWF key from the AMF. In this case, the EAP-5G layer in the N3IWF sends an EAP-Failure. In addition, the EAP-5G layer in the UE and in the N3IWF inform the lower layer (IKEv2) that the EAP procedure has failed, which triggers the termination of the IKEv2 session.
· When the N3IWF receives an indication from the AMF over N2 to release the N2 association for the UE and the EAP-5G session is still active. In this case, the N3IWF sends an EAP-Failure packet to the UE. Again, the EAP-5G layer in the UE and in the N3IWF inform the lower layer (IKEv2) that the EAP procedure has failed, which triggers the termination of the IKEv2 session.

· When the UE receives an EAP-5G message (other than the first one with the Start flag set) without a NAS message, the UE shall terminate the EAP-5G session by sending an EAP-5G packet with the Failure flag set. After that, the UE shall accept only an EAP-Failure packet; all other packets are silently discarded.

Figure 4-1 below shows an EAP-5G failure case triggered by an authentication failure (invalid RES from the UE). It is assumed that the UE provided its (encrypted) SUPI so the identification procedure does not start after the RES is determined invalid. Note that the failure is triggered by the NAS layer in the UE which cannot provide an N3IWF key to the EAP-5G layer (step 10). In turn, the UE sends a failure result indication (Failure flag set) to N3IWF, which then terminates the EAP-5G session with an EAP-Failure packet. Both the EAP-5G layer in the UE and the EAP-5G layer in the N3IWF inform the lower layer (IKEv2) that the EAP procedure has failed.
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Figure 4-1: EAP-5G failure triggered by authentication failure in the network
Another failure case is shown in Figure 4-2. In this case, the EAP-5G failure occurs after the AMF decides to release the N2 association (e.g. due to congestion). The EAP-5G layer in the UE informs the lower layer (IKEv2) that the EAP procedure has failed and, in addition, it informs the NAS layer that it cannot forward NAS messages to the network.
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Figure 4-2: EAP-5G failure triggered by N2 release
5. Concerns
The main concerns brought up about EAP-5G during past discussions are the following:

1) EAP-5G requires “EAP-in-EAP” operation, which may create complexity.
2) The new EAP-5G protocol would be complex to be specified.

3) IETF involvement might be needed.

4) EAP is only used for authentication.

We discuss these concerns below.

1) “EAP-in-EAP” operation

It is indeed true that, when the UE attempts to register via non-3GPP access and the network decides to authenticate the UE with EAP-AKA', then the EAP-AKA' packets should be transferred within NAS Authentication messages that are encapsulated in EAP-5G packets. This creates the need to perform an EAP-AKA' procedure inside an EAP-5G session and to encapsulate EAP-AKA' packets inside EAP-5G packets as shown below.
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Fig. 5-1

However, we believe that this type of operation is very similar to the operation over 3GPP access when EAP-AKA' authentication is used. In this case, as shown in the figure below, the EAP-AKA' packets are transferred within NAS Authentication messages that are encapsulated in RRC PDUs. And the EAP-AKA' procedure is executed inside an RRC connection. As the RRC protocol is used to encapsulate NAS messages and EAP-AKA' packets over 3GPP access, similarly, the EAP-5G protocol is used to encapsulate NAS messages and EAP-AKA' packets over non-3GPP access (trusted and untrusted).
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Fig. 5-2

We also believe that having two EAP processes (EAP-5G and EAP-AKA') operating simultaneously is not a concern because there is no dependencies between these two processes and they can operate completed independently and transparently to each other. 
Note that EAP implementations are not mandated to adhere to the "switch" model presented in RFC4137. This RFC is only informational and it states that "The state machine and associated model are informative only. Implementations may achieve the same results using different methods." However, even if an EAP implementation wants to adhere to the "switch" model in RFC4137, the two EAP procedures can be implemented by using two independent EAP switches as shown in the figure below. 
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Fig. 5-3

2) The EAP-5G protocol would be complex to be specified
Since the EAP-5G protocol is essentially a generic NAS encapsulation scheme (not an authentication protocol), its specification should be very simple. We included clauses 2-4 in this document in order to verify that, indeed, there is no much work needed to specify EAP-5G.
3) IETF involvement might be needed

As explained above, the EAP-5G protocol can be specified as a “vendor-specific” EAP method and we do not see any need for IETF involvement. 3GPP could specify the EAP-5G by following the same procedures used for the specification of EAP-LWA (see TS 33.401, Annex G) and the specification of EAP-3GPP-TWAN-emergency (see TS 33.402, clause 13.4). Both of them were specified a 3GPP “vendor-specific” methods without IETF involvement.
4) EAP is only used for authentication
This is not true. Several EAP methods have been specified which are not used for authentication. For example, the EAP-WSC (WiFi Simple Configuration) has been defined by WiFi Alliance to enable the WiFi Protected Setup (WPS) feature. In this case, the EAP-WSC is used only to provision a UE with the necessary security material (e.g. a pre-shared key) required for accessing a WiFi network. So, EAP is already used for tasks other than authentication.

6. Conclusion
Based on the above discussion we conclude that the EAP-5G solution is a good solution for supporting 5G registration via non-3GPP access for the following reasons:

1. It enables NAS message exchange between the UE and AMF over several lower-layer protocols (see next figure) and therefore it can be applied for 5G registration over both untrusted and trusted non-3GPP accesses.
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2. It supports 5G registration via non-3GPP access by using the same NAS message exchanges between the UE and the AMF as in the case of 5G registration via 3GPP access. So it aligns very well with the registration over 3GPP access and can support all kinds of registration scenarios (e.g. registration with 5G-GUTI and Identity request, registration with 5G-GUTI and re-authentication, etc.).
3. It uses the same IKE procedure for both initial registration (with SUPI) and for subsequent registration (with 5G-GUTI) so it results to simpler procedures. Indeed, in both cases, the IKE_AUTH exchange starts without an AUTH payload meaning that EAP-5G signalling always takes place over IKE. 

4. For authentication via non-3GPP access, it can support EAP-AKA' (as required in Rel-15) but also 5G AKA, if this is necessary in a future release.
5. It can be specified in a way that can easily handle several failure cases (as discussed in clause 4).

6. It does not require new NAS behaviour in the AMF or in the UE. The same NAS behaviour that is used for 5G registration via 3GPP access is applied.

7. It fulfils the “common N2” requirement because the signalling messages exchanged over N2 are the same as the signalling messages exchanged over N2 during the 5G registration via 3GPP access.

8. It does not require changes to the IKEv2 stack already implemented in many UEs. 

9. The required EAP-5G protocol is essentially a generic NAS encapsulation scheme (not an authentication protocol), and its specification and implementation should be very simple. This is justified by clauses 2-4 in this document.

10. It does not transmit NAS-layer information to N3IWF before the identity of N3IWF is confirmed to match with the N3IWF selected by the UE (e.g. an N3IWF in PLMN-x). This prevents the UE from sending NAS-layer information to a malicious N3IWF.

11. The proposed new EAP method (EAP-5G) can be specified as a vendor specific EAP method without any IETF involvement. 
a. 
Note that 3GPP has already defined two "vendor-specific" EAP methods: 1) EAP-LWA (see TS 33.401, Annex G) and 2) EAP-3GPP-TWAN-emergency (see TS 33.402, clause 13.4). Both of them use the existing 3GPP vendor-id (10415) registered with IANA under the SMI Private Enterprise Code registry (see https://www.iana.org/assignments/enterprise-numbers/enterprise-numbers).
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