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1. Introduction
Nudr interface is defined for UDM, PCF and NEF to read, update (including add, modify), delete, subscribe to notification of data changes and notify the data changes from the UDR.
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Figure 4.2.5-2: Data storage architecture for structured data
This architecture is simply an evolution of the architecture proposed in previous versions of 3GPP system, where it has been detected that the direct access to the database back end has been either seldom adopted by operators (e.g. Ud interface in EPC) or even not standardised (like Sp interface in EPC).

The contributors of this proposal believe that many different database technologies may exist in the deployed networks and different protocols are currently used to access the contents of those databases. In order to facilitate easy updates of the products deployed (i.e. avoiding complete swap of database technologies in some cases), the database technology and the protocols used to access the contents of the database should not be addressed in 3GPP specifications.

However, the demands of the 5GC architecture impose rationalisation, without the burden of accessing multiple NF services in NFs not having any logic related to the data accessed. 
It is thus proposed that Network Functions access the data store directly for the data relevant to their logic, via a 3GPP specified interface. I.e. subscription data, policy data, and data for exposure, as these are the type of data with associated network logic in 5GC. These types of data are critical to the operation of the network. Thus, for security and privacy reasons, the interface to the data store must support authentication and authorisation for access to specific operations (e.g., read, update, delete) as well as access to portions of the data (hereafter referred to as views) that are appropriate for each consumer NF.
2. Proposal

It is proposed to approve the following changes in TS 23.501.
>>>Start Changes in 23.501<<<
4.2.5
Data Storage architectures

As depicted in Figure 4.2.5-1, the 5G system architecture allows any NF to store and retrieve its unstructured data into/from a UDSF (e.g. UE contexts). The UDSF belongs to the same PLMN where the network function is located. CP NFs may share a UDSF for storing their respective unstructured data or may each have their own UDSF (e.g. a UDSF may be located close to the respective NF).
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Figure 4.2.5-1: Data storage architecture for unstructured data from any NF

NOTE 1:
3GPP will specify (possibly by referencing) the N18/Nudsf interface.

As depicted in Figure 4.2.5-2, the 5G system architecture allows the UDM, PCF and NEF to store data in the UDR, including subscription data and policy data by UDM and PCF, structured data for exposure and application data (including Packet Flow Descriptions (PFDs) for application detection, application request information for multiple UEs) by the NEF. UDR can be deployed in each PLMN and it can serve different functions as follows:
-
UDR accessed by the NEF belongs to the same PLMN where the NEF is located.

-
UDR accessed by the UDM belongs to the same PLMN where the UDM is located if UDM supports a split architecture.

-
UDR accessed by the PCF belongs to the same PLMN where the PCF is located.

NOTE 2:
The UDR deployed in each PLMN can store application data for roaming subscribers.
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Figure 4.2.5-2: Data storage architecture

NOTE 3:
There can be multiple UDRs deployed in the network, each of which can accommodate different data sets or subsets, (e.g. subscription data, subscription policy data, data for exposure, application data) and/or serve different sets of NFs. Deployments where a UDR serves a single NF and stores its data, and, thus, can be integrated with this NF, can be possible.
NOTE 4: The internal structure of the UDR in figure 4.2.5-2 is shown for information only.
The Nudr interface is defined for the network functions, such as UDM, PCF and NEF, to access a particular set of the data stored and to read, update (including add, modify), delete, and subscribe to notification of relevant data changes in the UDR. 
Each NF service consumer accessing the UDR, via Nudr, shall be able to add, modify, update or delete only the data it is authorised to change. This authorisation shall be performed by the UDR on a per data set and NF service consumer basis and potentially on a per UE, subscription and/or roaming agreement granularity.
The following data sets exposed via Nudr to the respective NF service consumer and stored in the UDR shall be standardized:
· Subscription Data,
· Policy Data,
· Structured Data for exposure,
· 
· application request information for multiple UEs (as defined in clause 5.6.7).
Editor’s note: Relevant reference in 5G specification, for each data set, needs to be provided.
Editor’s note: Application data set is ffs.
The content and format/encoding of the 3GPP defined information elements exposed by the data sets shall be standardized.
In addition, it shall be possible to access operator specific data sets by the consumers from the UDR as well as operator specific data for each specific data set, The content and format/encoding of these data or data sets is not subject for standardization.
NOTE 5:
The organisation of the different data stored in the UDR is not to be standardized.
>>>Next Change in 23.501<<<
6.2.4
PCF

The Policy Control Function (PCF) includes the following functionality:

-
Supports unified policy framework to govern network behaviour.

-
Provides policy rules to Control Plane function(s) to enforce them.

-
Accesses subscription information relevant for policy decisions in a Unified Data Repository (UDR).
NOTE:
The PCF accesses the UDR located in the same PLMN as the PCF.
6.2.5
NEF

The Network Exposure Function (NEF) supports the following functionality:

-
It provides a means to securely expose the services and capabilities provided by 3GPP network functions for e.g 3rd party, internal exposure/re-exposure, Application Functions, Edge Computing as described in clause 5.13. In addition, it provides a means for the Application Functions to securely provide information to 3GPP network, e.g. Mobility Pattern, communication pattern. In that case the NEF may authenticate, authorize and throttle the Application Functions.

-
It translates between information exchanged with the AF and information exchanged with the internal network function. For example, it translates between an AF-Service-Identifier and internal 5G Core information such as DNN, S-NSSAI, as described in clause 5.6.7.

-
The Network Exposure Function receives information from other network functions (based on exposed capabilities of other network functions).  The NEF stores the received information as structured data using a standardized interface to a Unified Data Repository (UDR) (interface to be defined by 3GPP). The stored information can be accessed and "re-exposed" by the NEF to other network functions and Application Functions, and used for other purposes such as analytics.
NOTE:
The NEF can access the UDR located in the same PLMN as the NEF.
The services provided by the NEF are specified in clause 7.2.8.
>>>Next Change in 23.501<<<
6.2.7
UDM

The Unified Data Management (UDM) includes support for the following functionality:

-
3GPP AKA Authentication Credential Processing.

-
User Identification Handling.

-
Access Authorization.

-
Registration/Mobility management.

-
Subscription management.

-
SMS management.
The UDM uses subscription data and authentication data that may be stored in UDR, in which case a UDM implements the application logic and does not require an internal user data storage and then several different UDMs may serve the same user in different transactions.

NOTE 1:
The interaction between UDM and HSS is implementation specific.
NOTE 2:
The UDM is located in the HPLMN of the subscribers it serves, and access the information of the UDR located in the same PLMN.
>>>Next Change in 23.501<<<
6.2.11
UDR
The Unified Data Repository (UDR) supports the following functionality:

-
Storage and retrieval of subscription data by the UDM.
-
Storage and retrieval of policy data by the PCF.
-
Storage and retrieval of structured data for exposure, and application data (including Packet Flow Descriptions (PFDs) for application detection, application request information for multiple UEs), by the NEF.
The Unified Data Repository is located in the same PLMN as the NF service consumers storing in and retrieving data from it using Nudr. Nudr is an intra-PLMN interface.
NOTE 1:
Deployments can choose to collocate UDR with UDSF.

>>>Next Change in 23.501<<<
7.2.10
UDR Services
The following NF services are specified for UDR:
Table 7.2.10-1: NF Services provided by UDR

	Service Name
	Description
	Reference in TS 23.502 [3]
	Example Consumer

	Nudr_Unified Data_Management
	This service allows NF service consumers to retrieve, create, update, subscribe for change notifications, unsubscribe for change notifications and delete data stored in the UDR, based on the set of data applicable to the consumer.
This service may also be used to manage operator specific data.

	5.2.11
	UDM, PCF, NEF, Provisioning Entity
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