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Abstract of the contribution: This contribution introduces a high level procedure for registration over untrusted non-3GPP. The P-CR aims at defining the registration procedure at the system level without delving into protocol details, to enable SA2 to progress with its work independently of any technical votes in SA2.
1.
Discussion

In previous meetings the discussion on Registration procedure over untrusted Non-3GPP access could not be concluded. Two different "protocol centric" solutions were discussed [references here] but no conclusion could be made in SA2 or SA3.
This paper proposes a way forward that enables SA2 to capture the main aspects of relevance to SA2 (stage-2) with regard to the registration over non-3GPP access, and allows the groups that are tasked with security and protocol expertise to select the details of the solution (respectively, SA3 and CT1). The aspects that are impending the progress are in fact very related to security aspects and protocol decisions, which to be fair do not belong to SA2 and is therefore not appropriate (based on SA2 ToR) for SA2 to have a technical vote.

The key aspects of the solution proposed are:

· The Registration procedure entails the establishment of a security association between the UE and the N3IWF

· When triggering the establishment of the security association, the UE sends a NAS Registration Request

· As part of the establishment of security association, the UE performs authentication with the network (if the UE has not been registered over 3GPP access. A successful authentication results in a successful establishment of the security association
· The Registration procedure may continue with signaling exchanged over the established secure link
2
Proposals

It is proposed to accept the following changes to TS 23.502.

START OF CHANGES

4.12
Procedures for non-3GPP access
Editor's note:
Including interworking procedures with untrusted non-3GPP access, i.e. the differences south of N2 compared to what is described in other procedures e.g. Registration procedures.

Editor's note:
HO/Mobility procedures between 3GPP AN and non-3GPP and vice versa is to be added.

4.12.1
General

4.12.2
Registration via Untrusted non-3GPP Access

This clause specifies how a UE can register to 5GC network via an untrusted non-3GPP access network. It is based on the registration procedure specified in clause 4.2.2.2.
In registration and subsequent registration procedures via untrusted non-3GPP access, the NAS messages are always exchanged between the UE and the AMF. When possible, the UE can be authenticated by reusing the existing UE security context in AMF.
 
4.12.2.X
Registration via Untrusted non-3GPP Access
The procedure depicted in figure 4.12.2.x-1 below describes the initial registration procedure and subsequent re-registration of the UE with 5GC over untrusted non-3GPP access. 
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Figure 4.12.2.X-1: Initial Registration via untrusted non-3GPP access

1.
The UE connects to an untrusted non-3GPP access network with procedures outside the scope of 3GPP and it is assigned an IP address. Any non-3GPP authentication method can be used, e.g. no authentication (in case of a free WLAN), EAP with pre-shared key, username/password, etc. 
2.
When the UE decides to attach to 5GC network, the UE discovers the IP address of N3IWF in a 5G PLMN as described in TS 23.501 [2], clause 6.3.6. 

3. 
The UE proceeds with the establishment of security association with the N3IWF as defined in TS 33.xyz [x] . After the security association is established, the UE shall include the AN Parameters and the NAS Registration Request message. The AN Parameters include the encrypted Permanent User ID (SUPI) for initial registration to 5GC (i.e. if the UE is not already registered to 5GC network via either a non-3GPP access or via a 3GPP access in the same PLMN), or the 5G-GUTI if the UE has previously registered over 3GPP access or non-3GPP access to the 5GC in the same PLMN. The UE may also include in AN parameters the network slice selection assistance information (NSSAI). If the UE is already registered to a PLMN via 3GPP access and the N3IWF selected in step 1 is not located in this PLMN, then the UE shall not include its 5G GUTI. The UE shall include the same UE identifier as in the NAS Registration Request message.
NOTE: NAS Messages are exchanged between the UE and the AMF transparently to the N3IWF.
4.
The N3IWF shall select an AMF based on the received registration parameters and local policy, as specified in TS 23.501 [2], clause TBD. 
5.
The N3IWF shall forward the NAS Registration Request message to the AMF over the N2 interface. The NAS Registration Request message is encapsulated in a N2 message that sets up a N2 relationship between the AMF and the N3IWF for this UE and that contains the Access Type (AT), i.e. "untrusted non-3GPP access". 
6.
[Conditional] The AMF may decide to authenticate the UE. In this case, the AMF shall select an AUSF as specified in TS 23.501 clause 6.3.4 by using the UE identifier provided in step 3, and shall send a key request to the selected AUSF. 

7.
[Conditional] The AUSF shall authenticate the UE, e.g. based on UE subscription information and information included in the NAI of UE. The AUSF may retrieve UE subscription information from UDM. The authentication messages are exchanged between the UE and AUSF. 
8.
The establishment of security association is completed. The keys in UE and in the AMF/SEAF are derived as in TS 33.xyz [x]. The security key for N3IWF is used by UE and N3IWF for establishing the security association. 
9.
All subsequent NAS messages (as specified in clause 4.2.2.2.2) are exchanged between the UE and AMF via the established signaling security association.
END OF CHANGES
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