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Abstract of the contribution: Discusses the EAP vrs IKE approach and suggests a way forward for non-3GPP registration.
Discussion

In SA2 #121 two basic approaches for conveyance of the NAS registration (or NAS re-registration) messages were presented, one method using EAP to carry the registration message, and an alternative using IKE; however it was agreed to postpone a decision on which method to use to allow for further investigation.
After review T-Mobile observed the following points:

1) EAP is an Authentication Protocol not a transport protocol, while use of IKE as a transport protocol is well documented.
2) Using EAP to transport NAS messages would impact EAP state model, which could introduce security risks.

3) N3IWF is untrusted Entity (as identified in SA3 LS to SA2).

4) EAP success is expected to be sent by a trusted entity (N3IWF is not).

5) EAP message exchange is between an “EAP Peer” (the entity been authenticated) and “EAP Server” (which is part of the entity performing the authentication) – the N3IWF is neither.

Additionally, while symmetry between Trusted and Untrusted Wi-Fi is a nice to have (one of the stated benefits of the EAP approach) – it would only extend as far as the registration message exchange, afterwards untrusted Non-3GPP will use NAS over IP-Sec, and trusted would use something else (what is not yet defied).

For these reasons it is proposed that for release 15 the IKE based approach is documented.

Proposal
It is proposed that SA2 adopt the IKE based approach for release 15.
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