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--------------------------------begin first change--------------------------
4.4.8
Service Capability Exposure Function

The Service Capability Exposure Function (SCEF) provides a means to securely expose the services and capabilities provided by 3GPP network interfaces. The SCEF provides a means for the discovery of the exposed services and capabilities. The SCEF provides access to network capabilities through homogenous network application programming interfaces (e.g. Network APIs) defined over T8 interface. The SCEF abstracts the services from the underlying 3GPP network interfaces and protocols.

Individual instances of SCEF may vary depending on what service capabilities are exposed and what API features are supported.

The SCEF is always within the trust domain. An application can belong to the trust domain or may lie outside the trust domain. The functionality of the SCEF may include the following:

-
Authentication and Authorization:

-
Identification of the API consumer,

-
Profile management,

-
ACL (access control list) management.

NOTE 1:
The details of security aspects of T8 interface are outside the scope of this specification.

-
Ability for the external entities to discover the exposed service capabilities

-
Policy enforcement:

-
Infrastructural Policy: policies to protect platforms and network. An example of which maybe ensuring that a service node such as SMS-SC is not overloaded.

-
Business Policy: policies related to the specific functionalities exposed. An example may be number portability, service routing, subscriber consent etc.

-
Application Layer Policy: policies that are primarily focused on message payload or throughput provided by an application. An example may be throttling.

-
Assurance:

-
Integration with O&M systems,

-
Assurance process related to usage of APIs.

-
Accounting for inter operator settlements.

NOTE 2:
The details of accounting aspects of T8 interface are outside the scope of this specification.

-
Access: issues related to external interconnection and point of contact

-
Abstraction: hides the underlying 3GPP network interfaces and protocols to allow full network integration. The following functions are among those that may be supported:

-
Underlying protocol connectivity, routing and traffic control,

-
Mapping specific APIs onto appropriate network interfaces,

-
Protocol translation.

NOTE 3:
Abstraction is applied only in cases where required functionality is not natively provided by 3GPP network
· Group enforcement: External Group operations requested by SCS/AS. 
The SCEF shall protect the other PLMN entities (e.g. HSS, MME) from requests exceeding the permission arranged in the SLA with the third-party service provider.

When needed, the SCEF supports mapping between information exchanged with SCS/AS (e.g. geographical identifiers) and information exchanged with internal PLMN functions (e.g. cell-Id / ENB-Id / TAI / MBMS SAI , etc.). This mapping is assumed to be provided by the SCEF based on local configuration data.

--------------------------------end first change--------------------------

--------------------------------begin second change--------------------------

4.5.x
External Group enforcement via SCEF

The SCS/AS may request the creation, update or deletion of an External Group via the SCEF which would result, if authorized, in an update to the HSS depending on the requested operation:

· If the request is for group creation, the SCS/AS provides the list of External Identifiers or MSISDNs to be part of the External Group. The SCEF forwards the request to the HSS which authorises the creation of the External Group Identifier and associates it to an IMSI Group Identifier that is also created at the same time.

· If the request is for the update of an existing External Group, the SCS/AS provides an External Group Identifier (pertaining to the group to be updated) and a list of External Group Identifiers to be added to or deleted from the existing group.

· If the request is for the deletion of an existing External Group, the SCS/AS provides an External Group Identifier identifying the the group to be deleted. 
The specific procedure for Network Parameter Configuration via SCEF is described in clause 5.y.
--------------------------------end second change--------------------------

--------------------------------begin third change--------------------------

5.19
Procedures for External Group enforcement via SCEF

5.y.1
Procedure for Creating External Group

Figure 5.y.1-1 shows the procedures for External Group creation via SCEF using T8 reference point.
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Figure 5.19.1-1: Procedure for Creating External Group via SCEF using T8
1.
The SCS/AS sends a Create External Group Request (External Identifier(s) or MSISDN(s), SCS/AS Identifier, Suggested External Group ID Local Identifier, TTRI) T8 message to the SCEF to request the creation of an External Group. The Suggested External Group ID Local Identifier is the group name that is proposed by the SCS.  If accepted by the network, it will be used to assign the Local Identifier Part of the External Group ID.
2.
The SCEF stores the received SCS/AS Identifier and TTRI and determines if this SCS/AS is authorized to perform this operation. In case the SCS/AS is authorized, the SCEF sends a Create group message to the HSS. 
3.
The SCEF sends a Create External Group Request (External Identifier(s) or MSISDN(s), SCS/AS Identifier, Suggested External Group ID Local Identifier) to the HSS to create the External Group ID and IMSI-Group identifier parameters in the HSS. The External Group ID is formed with a Domain Identifier and a Local Identifier as described in clause 4.6.3. The Local Identifier is assigned the Suggested External Group ID Local Identifier.  

4.
The HSS examines the request and identifies if the SCS/AS (based on its SCS/AS Identifier) is authorized to create a group for the provided External Identifier(s) or MSISDN(s). In case that the SCS/AS is authorized, the HSS creates an IMSI-Group Identifier and assigns it to the subscriptions of the UE(s) that were identified by the External Identifier(s) or MSISDN(s) provided in step 1 and links the IMSI Group Identifier to the External Group Identifier (assigned during this HSS handling). 
5.
The HSS sends a Create group response (External Group Identifier) to SCEF.
6.
SCEF sends a Create External Group Response (External Group Identifier, TTRI) to SCS/AS and confirms to the SCS/AS the External Group Identifier to be used for subsequent interactions on the T8 reference point. 
5.y.2
Procedure for Updating External Group

Figure 5.y.2-1 shows the procedures for Updating External Group via SCEF using T8 reference point.
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Figure 5.19.2-1: Procedure for Updating External Group via SCEF using T8

1.
The SCS/AS sends an Update External Group Request (External Identifier(s) or MSISDN(s), SCS/AS Identifier, TTRI, External Group Identifier, add/delete indication) T8 message to the SCEF to request the update of an External Group. 

2.
The SCEF stores the received SCS/AS Identifier and TTRI and determines if this SCS/AS is authorized to perform this operation.

3.
The SCEF sends an Update External Group Request (External Identifier(s) or MSISDN(s), SCS/AS Identifier, External Group Identifier, add/delete indication) to the HSS to update the parameters on the HSS.  

4.
The HSS resolves the External Group Identifier to an IMSI Group Identifier then examines the request to identify if the SCS/AS (based on its SCS/AS Identifier) is authorized to update the group. In case the SCS/AS is authorized, the HSS updates the subscription information of the UE(s) identified by External Identifier(s) or MSISDN(s) in step 3 by adding or deleting the IMSI Group Identifier from their subscriptions. Whether to add or delete is determined by the add/delete indication that was provided in step 3. 
5.
The HSS sends an Update External Group Response (External Group Identifier) to SCEF.

6.
SCEF sends an Update External Group Response (External Group Identifier, TTRI) T8 message to SCS/AS and confirms to the SCS/AS the External Group update. 
5.y.3
Procedure for Deleting External Group

Figure 5.y.3-1 shows the procedures for Deleting External Group via SCEF using T8 reference point.
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Figure 5.y.3-1: Procedure for Deleting External Group via SCEF using T8

1.
The SCS/AS sends a Delete External Group Request (External Group Identifier, SCS/AS Identifier, TTRI) T8 message to the SCEF to request the deletion of an existing External Group. 

2.
The SCEF stores the received SCS/AS Identifier and determines if this SCS/AS is authorized to perform this operation.

3.
The SCEF sends a Delete External Group Request (SCS/AS Identifier, External Group Identifier) to the HSS to delete the parameters on the HSS.  

4.
The HSS resolves the External Group Identifier to an IMSI Group Identifier then examines the request to identify if the SCS/AS (based on its SCS/AS Identifier) is authorized to delete the External Group. In case the SCS/AS is authorized, the HSS deletes the existing group. The HSS updates the subscription information of the UE(s) in the External Group by deleting the IMSI Group Identifier from their subscriptions.
5.
The HSS sends a Delete External Group Response (External Group Identifier) to SCEF.

6.
SCEF deletes any stored subscription and monitoring information pertaining to the group that is deleted.

7.
SCEF sends a Delete External Group Response (External Group Identifier, TTRI) T8 message to SCS/AS and confirms to SCS/AS the External Group deletion. 
--------------------------------end third change--------------------------
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