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1. Overall Description:

SA3 thanks SA2 for their LS and would like to reply as follows:
High priority:

1. Does SA3 foresee a need to change security function(s) mapping in the overall system architecture as specified in TS 23.501 clause 4.2? Current assumptions in SA2 are as follows:
a) SEAF and SCMF defined by SA3 are currently allocated by SA2 to NF AMF

b) AUSF defined by SA3 is currently allocated by SA2 to NF AUSF

c) ARPF defined by SA3 is currently allocated by SA2 to NF UDM
SA3 reply: SA3 confirms 1 a), b), c).
2. Do we need an update to overall architecture due to security function(s) mapping?
a) Should SEAF be present in the HPLMN? 
b) Should AUSF be present in the VPLMN? 

SA3 reply: SA3’s reply to both question is No.
3. Shall 5G System be designed in such a way that it enforces the following requirement? 
“IMSI is never sent in clear over the air, including paging messages (considering non-3GPP and 3GPP access)” 
SA3 reply: SA3’s reply to this question is Yes.
4. SA2 would like to understand what mechanism SA3 is working on for supporting user identity confidentiality protection in phase 1? 
(Background:
Editor’s note in TS 23.501:

“Whether User identity confidentiality protection is part of security function is FFS”)

SA3 reply: The interim agreements in the area of subscription privacy that SA3 has reached so far can be found in S3-171300, S3-171513, S3-171550, and S3-171552 (attached). 
These interim agreements are summarized as follows:
· It is agreed in phase 1, routing information related to the permanent subscription identifier is not privacy protected, e.g. MCC/MNC are sent in clear-text over-the-air.
· Subscription identifier privacy shall be based upon home network asymmetric key solution in phase 1.
· Solutions for subscription identifier privacy based on symmetric keys (home network pseudonyms), serving network asymmetric key and PKI, serving network attributes (asymmetric key) and TA(s), or serving network identity (asymmetric key) and KMS, are not pursued in 5G phase 1. 

· It is mandatory to use 5G-CN temporary identifiers.
· Refreshment of 5G-CN temporary or short-term subscription identifiers (in context of SN, i.e. 5G-GUTI) should be addressed in Phase 1.

· The NSSAI shall be confidentiality protected whenever a NAS security context is available (as far as regulation allows).
5. SA2 has defined that a UE served by the same PLMN over 3GPP and N3GPP access is served by a single AMF. In such case, should there be a separate NAS security context in the AMF for 3GPP and non-3GPP access?
SA3 reply: SA3 agreed that key stream repetition over different NAS legs needs to be avoided. This could be achieved either by using different NAS keys per NAS leg or using one NAS key with different parameters that are input to the generation of the key stream and serve to distinguish the different NAS legs. These variants are currently under study. 
6. The SMF may initiate authentication and/or authorization at PDU session establishment with the DN exchanging information over NAS Session Management signalling to support user authentication, thus SA2 would like to understand the security impact on architecture for interaction with external DN for authentication/authorisation purposes and whether any architectural modifications are required.

SA3 reply: SA3 approved the solution in S3-171505 (attached) for inclusion in TS 33.501. 
Medium priority:

7. SA2 is working on specifying interworking solution with EPS based on two modes: single-registration mode and dual-registration mode. SA2 assumes security context mapping between source and target systems. Thus, SA2 would like to understand if there are system impact due to security aspects during inter-system handover between 5GS and EPS.
SA3 reply: SA3 has so far done little work in this area, but security context mapping between 5G and 4G similar in nature to the mechanism used in security interworking between 4G and 3G is envisaged. 
2. Actions:

To SA2 group.

ACTION:
SA3 kindly asks SA2 to take the above answers to the questions raised by SA2 into account. 
3. Date of Next SA3 Meetings:
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