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1. Introduction
In TR 23.733 Annex B, a summary of how L3 Relay architecture defined in TS 23.303 could be used to satisfy the objectives of REAR study. Several issues were also identified in Annex B.6 regarding the use of L3 Relay architecture. 

This contribution provides some further details on the necessary normative changes needed for the existing specification, and the potential further enhancements to addresses those identified issues. 

2. Specification changes required for using L3 Relay Arch 

2.1 Overall L3 Relay operation description

The following features defined in TS 23.303 are used for supporting the use of L3 UE-to-Network Relay for REAR.
- UE-to-Network Relay Discovery, as defined in clause 5.3.7. No change is required. 
- Identifiers used for the UE-to-Network Relay discovery and selection is as defined in clause 4.6.4.3. 
- Specifically, Relay Service Code (RSC) is configured on the Relay and the Remote UE, as in clause 4.5.1.1.2.3.2. 

- Direct Communication via ProSe UE-to-Network Relay as in 5.4.4. No change is required. 

- After discover and select a Relay as in 5.3.7, the Remote UE establishes a secure layer-2 link over PC5, as in clause 5.4.5.2.      

2.2 Support of Non-IP Data delivery
For a Remote UE that requires Non-IP Data Delivery, it should search for a Relay with a Relay Service Code (RSC) corresponding to the desired APN.  

In the Non-IP operation mode, ProSe UE-to-Network Relay does not need to perform the IP router function. Rather, it simply forwards the non-IP data between its PDN Connection and the layer-2 link over PC5 with the Remote UE. 
Therefore, in the Establishment of secure Layer-2 link over PC5 procedure defined in clause 5.4.5.2 of TS 23.303, the Direct Communication Request (step 1) needs to indicate to the ProSe UE-to-Network Relay that this link is used for non-IP data and therefore no IP address allocation negotiation is required. Corresponding PC5_S message contents should be updated. 

Alternatively, the ProSe UE-to-Network Relay could infer the use of non-IP data from the RSC, and thus does not offer IP address management in the link establishment. The choice between the two can be decided in normative phase. 

In addition, for non-IP Data support, it is expected that the Relay will always establish a new PDN connection for each of the Remote UE, since the traffic from different Remote UEs cannot mixed over the same PDN connection.  

2.3 IP address preservation
Session continuity has been studied extensively in ProSe-Ext for the support for the public safety use including the mission critical applications, e.g. MCPTT. It was concluded that there is no need for IP address preservation, and upper layer mechanism should be used to support session continuity. Therefore, same conclusion would apply to most other applications for REAR use.  

However, even if IP address preservation is required for a certain REAR application, there are potential solutions to address that, e.g. tunnel the traffic between the GWs as in S2‑151727 with some simplifications. In such schemes, the impact is limited to only the Remote UE, Relay UE, and the enhanced P-GW. The core network, MME only needs to ensure same P-GW is selected with the specific APN. 
2.4 Security protection over the PC5
As described in TS 33.303 clause 6.7.3, the attaching procedure of the Remote UE will result in a KD derived for this particular layer-2 link with the Relay. The security protection mechanism in clause 6.5.6 is used to protect both the signalling and data traffic between the Remote UE and Relay. Existing PDCP layer security function is reused, same as that of the Uu interface. Signalling messages are integrity protected and may be confidentiality protected. Confidentiality protection is provided for the data traffic between the Remote UE and the Relay.  
2.5 Normative changes for using L3 Relay for REAR

Following clauses in TS 23.303 need to be updated to allow the ProSe Direct Communication to be used for non-public safety use, i.e. for Indirect 3GPP Communication as defined in SA1 for REAR: (NOTE: some of the changes are common for L2 Relay architecture as well.)

Actual text changes to these clauses are included in the annex. It is clear that minimum changes are required.

Clause 4.3.1:

PC3 definition needs to be updated: 

Clause 4.4.1.1:

Definition of DPF needs to be updated:

Clause 4.4.2:

Functional Entity definition for the UE needs to be updated

Clause 4.4.3:

Definition of the ProSe UE-to-Network Relay needs to be updated

Clause 4.5.1.1.2.3:

The provisioning information definition needs to be updated.  

Clause 4.5.2

The Subscription to ProSe needs to be updated.

Clause 4.5.4:
ProSe UE-to-Network Relaying definition needs to be updated to allow use for Indirect 3GPP Communication.
Clause 5.3.7

Direct Discovery for Public Safety use should be updated to allow its use for Indirect 3GPP Communication as well.

Clause 5.4.4.5:

Update text to allow the Cell ID announcement procedure to be used for Indirect 3GPP Communication as well.

Optionally, when non-IP Data delivery is required, following updates is also needed:

Clause 5.4.5.2: To add the corresponding support of non-IP Data indication in step 1 and description of the Relay behaviour. 

3. Proposal
It is proposed to accept the following changes to TR 23.733.
FIRST CHANGE

B.1
General

This solution is based on L3 ProSe UE-to-Network Relay architecture as defined in TS 23.303 [6]. 
- UE-to-Network Relay Discovery, as defined in clause 5.3.7. 

- Identifiers used for the UE-to-Network Relay discovery and selection is as defined in clause 4.6.4.3. 

- Specifically, Relay Service Code (RSC) is configured on the Relay and the Remote UE, as in clause 4.5.1.1.2.3.2. 

- Direct Communication via ProSe UE-to-Network Relay as in 5.4.4. 

- After discovering and selecting a Relay as in 5.3.7, the Remote UE establishes a secure layer-2 link over PC5, as in clause 5.4.5.2. 

Details on how the L3 Relay architecture satisfies the objectives of the study are provided in the following clauses. 

Editor's Note: The solution documented in Annex Y is used as the baseline for the evaluation of other solutions.
Second CHANGE

B.X
Support of Non-IP Data delivery
Based on Relay operation specified in TS 23.303, Non-IP data delivery over user plane is supported as described below. 
For a Remote UE that requires Non-IP Data Delivery, it should search for a Relay with a Relay Service Code (RSC) corresponding to the desired Non-IP APN.  

In the Non-IP operation mode, ProSe UE-to-Network Relay does not perform the IP router function, i.e. it does not allocate IP address to Remote UE and does not inspect the IP header of the packet. Rather, it simply forwards the non-IP data between its PDN Connection and the layer-2 link over PC5 with the Remote UE. 

Therefore, in the Establishment of secure Layer-2 link over PC5 procedure defined in clause 5.4.5.2 of TS 23.303, the Direct Communication Request (step 1) needs to indicate to the ProSe UE-to-Network Relay that this link is used for non-IP data and the IP address allocation negotiation is skipped. Corresponding PC5_S message contents should be updated in stage 3, e.g. a new type to be added. 

Alternatively, the ProSe UE-to-Network Relay could infer the use of non-IP data from the RSC, and thus does not offer IP address management in the link establishment. Such protocol details can be decided by Stage 3. 

In addition, for non-IP Data support, it is expected that the Relay will always establish a new PDN connection for each of the Remote UE, since the traffic from different Remote UEs cannot mixed over the same PDN connection as of existing Rel-13 specification.  

B.YY
Security protection over the PC5
Existing security mechanism in TS 33.303 clause 6.7.3 and 6.5.6 can provide integrity and confidentiality protection for the signalling between Remote UE and Relay, and confidentiality protection for the data traffic. This offers the same level of security protection as that over the Uu PDCP layer. No enhancement is required.    

B.Z
Identified Issues 

The following issues are identified:

-
Privacy protection of eRemote UE's traffic: For L3 Relay, packets of the Remote UE's traffic is visible to the Relay UE. To protect the eRemote UE's traffic, a upper layer security mechanism, (e.g., IPSec, TLS, etc.) is needed. 

-
The L3 Remote UE authentication involves both CN and Relay UE and the security key material for the Remote UE is visible by Relay UE.





-
IP address preservation: With application session continuity support, IP address preservation is not required for L3 Relay. 
-
Bearer level QoS support over side link: This issue applies to PC5 interface, regardless of the Relay architecture. Currently the PC5 design (i.e., PPPP) does not support LTE-Uu like bearer level QoS, since there is no lower layer control and feedback. To support bearer level QoS, RAN needs to entirely redesign PC5.
B.ZZ
Normative specification impacts

Following clauses in TS 23.303 need to be updated to allow the ProSe Direct Communication to be used for non-public safety use, i.e. for Indirect 3GPP Communication as defined in SA1 for REAR: 

Clause 4.3.1: PC3 definition needs to be updated: 

Clause 4.4.1.1: Definition of DPF needs to be updated:

Clause 4.4.2: Functional Entity definition for the UE needs update:

Clause 4.4.3: Definition of the ProSe UE-to-Network Relay needs to be updated:

Clause 4.5.1.1.2.3: The provisioning information definition needs to be updated.  

Clause 4.5.2:  The Subscription to ProSe needs to be updates.

Clause 4.5.4: ProSe UE-to-Network Relaying definition needs to be updated to allow use for Indirect 3GPP Communication.
Clause 5.3.7: Direct Discovery for Public Safety use should be updated to allow its use for Indirect 3GPP Communication as well.

Clause 5.4.4.5: Update text to allow the Cell ID announcement procedure to be used for Indirect 3GPP Communication as well.
Optionally, when non-IP Data delivery is required, following updates is also needed:

Clause 5.4.5.2: To add the corresponding support of non-IP Data indication in step 1 and description of the Relay behaviour. 
END OF CHANGES
4. Annex: Normative changes to be made to TS 23.303
Following changes to TS 23.303 are needed to allow the ProSe Direct Communication to be used for non-public safety use: (NOTE: some of the changes are common for L2 Relay architecture as well.)

Clause 4.3.1:

PC3 definition needs to be updated with the following change: 

PC3:
The reference point between the UE and the ProSe Function. PC3 relies on EPC user plane for transport (i.e. an "over IP" reference point). It is used to authorise ProSe Direct Discovery and EPC-level ProSe Discovery requests, and perform allocation of ProSe Application Codes / ProSe Restricted Codes corresponding to ProSe Application Identities used for ProSe Direct Discovery. It is used to define the authorisation policy per PLMN for ProSe Direct Discovery (for Public Safety and non -Public Safety) and communication (for Public Safety or Indirect 3GPP Communication) between UE and ProSe Function.

Clause 4.4.1.1:

Definition of DPF needs the following change:

-
Direct Provisioning Function (DPF) is used to provision the UE with necessary parameters in order use ProSe Direct Discovery and Prose Direct Communication. It is used to provision the UEs with PLMN specific parameters that allow the UE to use ProSe in this specific PLMN. For direct communication used for Public Safety or Indirect 3GPP Communication DPF is also used to provision the UE with parameters that are needed when the UE is not served by E-UTRAN. For restricted ProSe Direct Discovery, it also generates and maintains the ProSe Discovery UE ID (PDUID).
Clause 4.4.2:

Functional Entity definition for the UE needs following change:

Any ProSe-enabled UE may support the following functions:

-
Exchange of ProSe control information between ProSe-enabled UE and the ProSe Function over PC3 reference point.

-
Procedures for open and restricted ProSe Direct Discovery of other ProSe-enabled UEs over PC5 reference point.

The ProSe-enabled Public Safety UE or UE supporting Indirect 3GPP Communication may support the following functions:

Clause 4.4.3:

Definition of the ProSe UE-to-Network Relay needs to be updated as following:

4.4.3
ProSe UE-to-Network Relay for Public Safety and authorized Indirect 3GPP Communication
Clause 4.5.1.1.2.3:

The provisioning information definition needs to be updated as following:  

4.5.1.1.2.3
Provisioning for ProSe Direct Discovery and ProSe Direct Communication (Public Safety UE and UE authorized for Indirect 3GPP Communication)

4.5.1.1.2.3.1
General

The content of clause 4.5.1.1.2.3 is applicable to ProSe-enabled Public Safety UEs and UE authorized for Indirect 3GPP Communication only.

Clause 3 provides the definition of a ProSe-enabled Public Safety UE. To comply with international and national regulations, the HPLMN shall endeavour to ensure that the UE only uses the specific Public Safety capabilities in territories in which the HPLMN is authorised to permit such rights to the UE.

For Public Safety usage or authorized Indirect 3GPP Communication the operator may pre-configure ProSe-enabled UEs with the required provisioning parameters for ProSe Direct Discovery and ProSe Direct Communication, without the need for the ProSe-enabled UEs to connect to the ProSe Function to get this initial configuration. The following apply:

Clause 4.5.1.1.2.3.2:

4.5.1.1.2.3.2
Additional provisioning information for ProSe Direct Discovery

In addition to the parameters indicated in clause 4.5.1.1.2.2, the ProSe-enabled Public Safety UE or UE authorized for Indirect 3GPP Communication is provisioned with the following information:

….

4)
ProSe UE-to-Network Relay Discovery parameters:

-
Include the parameters that enable the UE to perform ProSe UE-to-Network Relay Discovery when provisioned in ME from DPF or configured in UICC:

-
User Info ID: For Model A, this corresponds to the Announcer Info parameter when the UE is acting as an announcing UE. For Model B, this corresponds to the Discoverer Info in Solicitation messages and the Discoveree Info in Response messages, when the UE is acting as a discoverer or discoveree UE respectively.

-
Relay Service Code(s): A Relay Service Code identifies a connectivity service the ProSe UE-to-Network Relay provides to Public Safety or authorized Indirect 3GPP Communication applications. The Relay Service Codes are configured in the ProSe UE-to-Network Relays that provide connectivity services to Public Safety applications or authorized Indirect 3GPP Communication. The Relay Service Codes are configured in the Remote UEs interested in related connectivity services.

-
Alternatively these parameters can be provided from the 3rd party public safety provider application server (e.g. GCS AS as in TS 23.468 [26]). If UE receives the same set of data from AS that has been previously provided by DPF then UE uses the data set provided by AS for ProSe UE-to-Network Relay Discovery.

Clause 4.5.2

The Subscription to ProSe needs to be updates as following:

4.5.2
Subscription to ProSe
The user's profile in the HSS contains the subscription information to give the user permission to use ProSe.

At any time, the operator can remove the ProSe UE subscription rights from user's profile in the HSS, and revoke the user's permission to use ProSe.

The following subscription information is defined for ProSe:

-
subscription for open ProSe Direct Discovery:

-
open ProSe Direct Discovery Model A.

-
subscription for restricted ProSe Direct Discovery:

-
restricted ProSe Direct Discovery Model A;

-
restricted ProSe Direct Discovery Model A with application-controlled extension;

-
restricted ProSe Direct Discovery Model A with "on demand" announcing;

-
restricted ProSe Direct Discovery Model B.

-
subscription for EPC-level ProSe Discovery.

-
subscription for EPC support WLAN direct discovery and communication.

-
subscription for one-to-many ProSe Direct Communication, applicable only to Public Safety subscribers.

-
subscription for one-to-one ProSe Direct Communication, applicable only to Public Safety subscribers.

-
subscription for ProSe UE acting as UE-to-Network Relay, applicable only to Public Safety subscribers and subscribers authorized to be involved in Indirect 3GPP Communications.

-
subscription for Remote UE access to ProSe UE-to-Network Relay, applicable only to Public Safety subscribers and subscribers authorized to be involved in Indirect 3GPP Communications.

Additional parameters related to the ProSe Direct service may be stored in the user's profile, such as:

-
the list of the PLMNs where the UE is authorised for open Direct Discovery Model A, i.e. to announce or monitor or both.

-
the list of the PLMNs where the UE is authorised for restricted ProSe Direct Discovery Model A, i.e. to announce or monitor or both.

-
the list of the PLMNs whether the UE is authorized for restricted ProSe Direct Discovery Model B , i.e. to perform Discoverer operation or Discoveree operation or both.

-
the list of the PLMNs where the UE is authorised to perform one-to-many ProSe Direct Communication, applicable only to Public Safety subscribers and subscribers authorized to be involved in Indirect 3GPP Communications.

-
the list of the PLMNs where the UE is authorised to perform one-to-one ProSe Direct Communication, applicable only to Public Safety subscribers and subscribers authorized to be involved in Indirect 3GPP Communications.

Clause 4.5.4:

4.5.4
ProSe UE-to-Network Relaying

…

In order to use a ProSe UE-to-Network Relay a ProSe-enabled Public Safety UE or a UE supporting Indirect 3GPP Communication shall include the following functions:

…

Clause 5.3.7

Update the text as following:

5.3.7
Direct Discovery for Public Safety and Indirect 3GPP Communication use

5.3.7.1
General

The following functions for public safety or Indirect 3GPP Communication direct discovery are supported:

…

Public Safety and Indirect 3GPP Communication discovery for ProSe UE-to-Network Relay Discovery and Public Safety discovery for Group Member Discovery uses the PC5-D protocol stack that is depicted in Figure 5.1.1.5-1.

...

Depicted in Figure 5.3.7.1-1 is the procedure for public safety or Indirect 3GPP Communication direct discovery with Model A.

…

Figure 5.3.7.1-1: Public safety or Indirect 3GPP Communication direct discovery with Model A

…

Depicted in Figure 5.3.7.1-2 is the procedure for public safety or Indirect 3GPP Communication direct discovery with Model B.

…

Figure 5.3.7.1-2: Public safety or Indirect 3GPP Communication direct discovery with Model B

Clause 5.4.4.5:

Update text with following changes:

5.4.4.5
Cell ID announcement procedure

The following procedure outlined in figure 5.4.4.5-1 allows an authorized ProSe-enabled Public safety UE or a UE authorized for Indirect 3GPP Communication, based on application requirements outside the scope of the present procedure, to request a ProSe UE-to-Network Relay to announce the EUTRAN Cell Global ID (ECGI) of the Cell serving the ProSe UE-to-Network Relay.
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