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Abstract of the contribution: Updated solution to clarify, remove EN. 
1 Discussion

Solution updated with the following clarifications

1) EN in step4: It is a stage 3 decision, whether a new PC5 signalling message is needed or not. 
2) EN is step5: Remove the EN, since the solution assume that a relay in ECM CONNECTED mode are able to offer relay functionality no matter what service the UE originally connected for. Therefore no need to introduce a new cause value for the Service Request in this step. 

3) #1 EN in step10: Remove the EN by adding an note explaining that that it depends on final selection of idle mode operation whether the eNB attach the eRelay-UE identifier or any other information to the S1_MME control message

4) #2 EN in step10: Remove the EN by adding an note in step11 that it depends on final selection of idle mode operation whether the MME stores the eRelay-UE identifier or any other information in the eRemote UE context.

5) #1 EN in step 11: Remove EN, will be addressed in Idle mode solution.
6) #2 EN in step 11:Remove EN, will be addressed in Idle mode solution. 

Furthermore evaluation text have been added.

2 Proposal

It is proposed to include the following changes to TR 23.733
* * * Start of changes * * * *

6.1.5
Solution 5: Independent UE Authentication and Authorisation for Indirect 3GPP Communication via MME

6.1.5.1
Description

6.1.5.1.1
General

This solution applies to key issue #1, specifically on how the network authorises an eRelay-UE to act as a relay and authorises an eRemote-UE to receive network service indirectly via the eRelay-UE.

Editor's note:
It is FFS whether and how initial attached of the eRemote-UE can be supported via indirect 3GPP communication. This depends partly on the response from SA3 how UE identities can be shared with another UE.

As the authentication and authorisation functions resides in the core network, this solution proposes that the MME and the ProSe Function performs the authentication and authorisation functions of an eRemote-UE and eRelay-UE Independently when the eRemote-UE and eRelay-UE are in the E-UTRAN coverage. 
6.1.5.1.2
Independent Authorisation

In this authorisation approach, the eRelay-UE and the eRemote-UE authorisations are performed independently according to legacy procedures in TS23:401 [4] and TS23:303 [6] with changes described below before the eRemote-UE can send a NAS message to the network.
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Figure 6.1.5.1.2-1: Independent Authorisation for the Indirect Communication

1.
The eRelay-UE and the eRemote-UE (initial) attaches to the network according to legacy attach procedures in TS 23.401 [4]. A UE context is created in respective MME and a GUTI is assigned to the respected UE. The Layer 2 relay authorisation information, ProSe Authorized IE, is sent from the eRelay-UE’s MME to the eNB during initial attach procedure.
2.
The eRelay-UE and the eRemote-UE performs service authorisation with the ProSe Function using legacy procedures in TS 23.303 [6]. Service authorisation for indirect 3GPP communication is provided. The ProSe Function will furthermore explicitly provide permission and provide specific information used to decrypt the restricted discovery message in step 3. This will enable that only UEs that have specific trust relations will discover each other.

NOTE 1:
This step can be omitted if the UE have already been (pre)provisioned and (pre)authorised.
The subsequent steps in this solution shows the UE transitions when both eRemote-UE and eRelay-UE has gone to idle mode after step 1 and 2 above. The example shown in the figure is the Service Request, but can be other NAS procedures e.g. Attach Request and TAU Request. The example intends to show that the legacy functionality of the ProSe Authorized IE is reused.
3.
The eRemote-UE and eRelay-UE perform PC5 discovery procedure. The eRemote-UE is in ECM_IDLE and the eRelay-UE can be in either ECM_IDLE or ECM_CONNECTED (e.g., stayed in ECM_CONNECTED since step1).

4.
Triggered by upper layers the eRemote-UE initiate one-to-one communication with the eRelay-UE, by sending an INDIRECT_COMMUNICATION_REQUEST to the eRelay-UE.

NOTE 2: It is up to stage 3 to decide whether a new PC5 signalling message is needed or not

5.
Triggered by the request received from the eRemote-UE, the eRelay-UE sends the Service Request message (eRelay-UE identity e.g. GUTI, S-TMSI) to eRelay-UE's MME, requesting authorisation to perform indirect 3GPP communication service with the role of L2-Relay. The NAS Request message is encapsulated in a RRC message to the eNB. The eNB use the eRelay identity to derive the eRelay MME identity and forwards the NAS message in a S1-MME control message.

NOTE 3:
If the eRelay-UE is already in ECM_CONNECTED and is authorised to perform eRelay service then step 5 to 8 can be omitted.


6.
The MME performs authentication of the eRelay-UE based on NAS message validation and if needed the MME checks the subscription data.

7.
The MME sends an S1-AP Initial Context Setup Request message including the ProSe Authorized IE to the eNB. 

8.
The eNB sends the RRC Connection Reconfiguration message including the EPS Radio Bearer Identity to the eRelay-UE.

9.
The eRelay-UE sends the INDIRECT_COMMUNICATION_RESPONSE message to the eRemote-UE.

10.
If the INDIRECT_COMMUNICATION_REQUEST was accepted the eRemote-UE sends a Service Request message (eRemote-UE identity, e.g., GUTI, S-TMSI) to the eRemote-UE's MME. The NAS message is encapsulated in a RRC message to the eNB. The eRelay-UE forwards the message to the eNB using RAN specified L2 relay method. The eNB uses the eRemote-UE’s identity (i.e. GUTI) to derive the eRemote MME identity and forwards the NAS message in a S1-AP message by including the Layer 2 relay access indication. 
NOTE 4: Whether the eNB attaches the eRelay-UE’s identifier or any other information to the S1-MME control message, depends on the final selection for eRemote-UE Idle mode operation and charging solution.


11.
The MME performs authentication of the eRemote-UE based on NAS message validation and, if needed, the MME checks the subscription data.


12.
The MME sends an S1-AP Initial Context Setup Request message including the ProSe Authorized IE to the eNB. 

13.
The eNB sends the RRC Connection Reconfiguration message including the EPS Radio Bearer Identity to the eRemote-UE. The eRelay-UE forwards the message to the eRemote-UE using RAN specified L2 relay method.

6.1.5.2
Impact analysis

eRemote-UE:

-
No impact

eRelay-UE:

-
No impact

eRemote-UE’s MME:

-
Depending on final selection of idle mode operation and charging solution the MME needs to aAdd eRelay-UE identifier or any other information to eRemote-UE context.. 

eRelay-UE’s MME:

-
No impact

eNB:

-
Based on the ProSe Authorized IE the eNB needs to authorise the UEs to use radio resources for the L2-Relaying/Indirect 3GPP Communication. 
- 
Depending on final selection of idle mode operation and charging solution the eNB needs to add Layer 2 relay access indication, eRelay-UE identifier or any other information to the S1_AP message corresponding to the eRemote-UE NAS message.
HSS:

-
The ProSe Authorized IE is updated with new entry to show Indirect 3GPP Communication authorization for the eRemote-UE.

-
The ProSe Authorized IE is updated with new entry to show L2 UE-to-Network Relay authorization for the eRelay-UE
6.1.5.3
Evaluation

6.1.5.3
Evaluation

This solution, offers minimum impact to already existing core network functions, by reusing existing procedures in TS23.401 [4] and 23.303 [6] as much as possible. In particular re-using the service request procedure for each UE to authorise the service via legacy NAS validation, expanding that the ProSe Functionality to provide service authorisation for the UEs requesting to use L2 relay functionality, and expanding the ProSe Authorized IE is updated with two new entries to show: L2 UE-to-Network Relaying for the eRelay-UE and Indirect 3GPP Communication for the eRemote-UE. Reusing the restricted discovery procedures, to create a solution that only enable UEs with specific trust relation to find each other, is again providing minimum impact to the core network. Legacy procedures for setting up the PC5 can also be reused. 
All in all, only small additions to the R13 EPC functionality is needed, e.g. to store the eRelay-UE identify or any other information in the eRemote-UE context. Note that in R13 23.303 [6] there is already support for storing the remote-UE identifier in the relay-UE context.
Furthermore is shall be noted that from an authorization point of view step 2 could be made optional, it would be enough to only check subscription in step 1 and use the ProSe Authorized IE forwarding by the MME. However then the PC5 provisioning should be supported by other means e.g. another OMA DM server.
This solution only works when the eRemote-UE is in E-UTRAN coverage.
* * * End of changes * * * *
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