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1
Discussion

The IP address allocation
The IP address allocation for a PDU session in this document refers to the IP address allocated to the UE.

In 4G CUPS it is the CP that is responsible of allocating the IP address for a PDN connection.

(for a given DNN) IP forwarding at N6 is related with IP address ranges defined on a per UPF basis, i.e. the IP @ range for a DNN has to be split up between sub-ranges corresponding to each UPF acting as PSA for the access to that DNN;
In case of deployments with highly distributed UPF (n UPF) and SMF (m SMF), it is needed to 

1. (for a given DNN) split up the IP address “space” range corresponding to an UPF into m sub-ranges (one sub-range per SMF) in order to avoid conflicts between SMF allocating IP addresses within the same range associated with a given UPF.
2. re-configure the IP address ranges considered by each SMF each time a new SMF or UPF instance is created (scale-out) or removed (scale-in)

It is thus proposed as an option that the SMF may leave it up to the UPF to allocate the IP address for a PDU session. This avoids the é drawbacks listed above in bullets 1 and 2
Traffic forwarding at the UPF
Traffic routing rules sent by the SMF to the UPF may be associated with a realm information.

NOTE1:
The Realm information may be used by the UPF acting as PDU Session Anchor connecting several enterprises corresponding to the (private) IP subnet: based on the Realm information the UPF can apply different tunelling protocols, or traffic forwarding rules, etc…to  the different corporate networks that the UPF  is serving 

NOTE2:
The Realm information may be used for N3/N9 traffic e.g. in case different forwarding policies apply to traffic to eNB(s) / gNB(s)  that belong to different operators (shared networks) and thus may be in different IP domains. The same may apply to N9 traffic (that could be local to the PLMN or correspond to traffic on a N9 interface to an UPF from a different PLMN)

This relates to the Virtual Routing and Forwarding concept, which is widely used in the industry. This concept allows separate interfaces, separate protocols, separate firewalls, etc. 

Grey highlights depict the start / end of the modified text corresponding to this feature.
2
Proposal

It is proposed to modify 23.501 as follows… 

* * * * Next Change * * * *
5.8.2
User Plane Function(s)
User Plane Function(s) (UPF(s)) handle the user plane path of PDU sessions. An UPF that provides the interface to a Data Network supports the functionality of a PDU session anchor.

The number of UPFs for a PDU Session is not restricted by the3GPP specifications but specifications support deployments with a single UPF or multiple UPFs for a given PDU session.

Deployments with one single UPF used to serve a PDU session do not apply to the Home Routed case and may not apply to the cases described in clause 5.6.4.

Deployments where a UPF can only be controlled by a single SMF, and deployments where a UPF can be controlled by multiple SMFs (for different PDU sessions) are both supported.
UPF traffic detection capabilities may be used by the SMF in order to control at least following features of the UPF:

-
Traffic reporting (e.g. allowing SMF support for charging).
-
QoS enforcement.
-
traffic routing (e.g.as defined in clause 5.6.4. for UL CL or IPv6 multi-homing).
Traffic routing rules sent by the SMF to the UPF may be associated with a realm information.

NOTE1:
The Realm information may be used by the UPF acting as PDU Session Anchor connecting several enterprises corresponding to the same (private) IP subnet: based on the Realm information the UPF can apply different tunelling protocols, or traffic forwarding rules, etc…to  the different corporate networks that the UPF  is serving 

NOTE2:
The Realm information may be used for N3/N9 traffic e.g. in case different forwarding policies apply to traffic to eNB(s) / gNB(s)  that belong to different operators (shared networks) and thus may be in different IP domains. The same may apply to N9 traffic (that could be local to the PLMN or correspond to traffic on a N9 interface to an UPF from a different PLMN)
The UPF traffic detection capabilities may detect traffic based on traffic pattern for mapping at least any combination of:

-
PDU session.

-
5QI.

-
802.1q header (in case of PDU session Type Ethernet).

-
Source/destination IP address or IPv6 network prefix.

-
Source / destination port.

-
Application Identifier: The Application ID is an index to a set of application detection rules configured in UPF.

-
protocol ID of the protocol above IP.

-
Type of Service (TOS) (IPv4) / Traffic class (IPv6) and Mask.

In the pattern:

-
a value left unspecified in a filter matches any value of the corresponding information in a packet.

-
an IP address or Prefix may be combined with a prefix mask.

-
port numbers may be specified as port ranges.

UPF selection is described in clause 6.2.

The SMF is responsible of allocating IP address(es) for a PDU session of IP PDU type, but may in case the UPF supports this feature, leave it up to the UPF acting as PDU session anchor to allocate the IP address for a PDU session. In that case the SMF indicates to the UPF in which Realm the IP address needs to be allocated.
When the SMF delegates to the 
UPF the allocation of the address to be used over N3 or N9, the SMF indicates in which Realm the IP address needs to be allocated.
* * * * Next Change * * * *
5.8.1
IP address management

5.8.1.1
General

The UE IP address management includes allocation and release of the UE IP address as well as renewal of the allocated IP address, where applicable.

The UE sets the requested PDU type during the PDU Session Establishment procedure based on its IP stack capabilities and configuration as follows:

-
A UE which is configured for the DNN to support IPv6 and IPv4 shall set the requested PDU type to "IP".

-
A UE which is configured for the DNN to support only IPv4 shall request for PDU type "IPv4".

-
A UE which is configured for the DNN to support only IPv6 shall request for PDU type "IPv6".

-
When the UE is not configured for the DNN to support a specific IP version, the UE shall request a PDU type based on its IP stack capabilities. For example, a UE with an IP stack capable of IPv4 and IPv6 shall request a PDU type "IP".

-
When the UE is not configured for the DNN to support a specific IP version and the IP version capability of the UE is unknown in the UE (as in the case when the MT and TE are separated and the capability of the TE is not known in the MT), the UE shall request for PDU type "IP".

The SMF selects PDU type of the PDU Session as follows:

-
If the SMF receives a request with PDU type set to "IP", the SMF selects either PDU type "IPv4" or "IPv6" based on DNN configuration and operator policies. A SMF also provides a cause value to the UE to indicate whether the other IP version is supported on the DNN. If the other IP version is supported, UE may request another PDU Session to the same DNN for the other IP version.

-
If the SMF receives a request for PDU type "IPv4" or "IPv6" and the requested IP version is supported by the DNN the SMF selects the requested PDU type.

An SMF shall control IP address management procedure based on the selected PDU type. If IPv4 PDU type is selected, an IPv4 address is allocated to the UE. Similarly, if IPv6 PDU type is selected, an IPv6 prefix is allocated. For Roaming case, the SMF in this clause refers to the SMF controlling the UPF acting as IP anchor point. i.e. H-SMF in home routed case and V-SMF in local breakout case. The SMF shall process the UE IP address management related messages, maintain the corresponding state information and provide the response messages to the UE. In case the UE IP address is obtained from the external data network, additionally, the SMF shall also send the allocation, renewal and release related request messages to the external data network and maintain the corresponding state information. In case the UE IP address is obtained from the UPF acting as IP anchor point, the SMF is responsible of sending to the UPF the related N4 requests for IP address allocation and release.
The 5GC elements and UE support the following mechanisms:

a.
During PDU session establishment procedure, the SMF sends the IP address to the UE via SM NAS signalling. The IPv4 address allocation and/or IPv4 parameter configuration via DHCPv4 can also be used once PDU session is established.

b.
/64 IPv6 prefix allocation shall be supported via IPv6 Stateless Autoconfiguration according to RFC 4862 [10], if IPv6 is supported. IPv6 parameter configuration via Stateless DHCPv6 (according to RFC 3736 [14]) may also be supported.

In order to support DHCP based IP address configuration, the SMF shall act as the DHCP server towards the UE for both HPLMN assigned dynamic and static IP addressing and for VPLMN assigned dynamic IP addressing. When DHCP is used for external data network assigned addressing and parameter configuration, the SMF shall act as the DHCP server towards the UE and the DHCP client towards the external DHCP server. The PDU session anchor does not have any DHCP functionality. It forwards DHCP packets between the UE and the SMF over the user plane.
The IP address/prefix is released by the SMF upon release of the PDU session.
The 5GC may also support the allocation of a static IPv4 address and/or a static IPv6 prefix based on subscription information in the UDM or based on the configuration on per-DNN basis.

If the static IP address/prefix is stored in the UDM, during PDU session establishment procedure, the SMF retrieves this static IP address/prefix from the UDM. Similarly, the SMF also delivers the configured IP address/prefix This IP address/prefix is delivered to the UE in the same way as a dynamic IP address/prefix. It is transparent to the UE whether the PLMN or the external data network allocates the IP address and whether the IP address is static or dynamic.

For IPv4 or IPv6 PDU type the following applies:

-
During PDU establishment, the SMF may receive an IP Index from the PCF, the SMF may use this to assist in selecting how the IP address is to be allocated when multiple allocation methods, or multiple instances of the same method are supported. In the case of roaming, it is the SMF controlling the UPF acting as IP anchor that is responsible for IP allocation, therefore it is this SMF that may receive the IP index from the PCF (in its own network).

Editor's note:
It is FFS to include the IP Index in the PCC definitions of Annex A.
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