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Abstract of the contribution: Proposes a solution for the privacy considerations raised by SA3.
1 Discussion
At the last SA2 meeting, SA2 has approved S2-174055 containing privacy requirements for the use of NSSAI for slicing. The requirements were derived from the SA3 LS in S2-172650 that was sent to SA2 by SA3 in response to SA2 LS to SA3 in S2-170687 (S3-170604) with questions regarding privacy of registration and slice selection information. 

1.1 Analysis of SA3 Input

The following aspects of the LS were not handled and addressed by SA2:
· “In 5GS, SA3 has concluded that all NAS messages, including the initial registration and the subsequent messages shall always be integrity protected. The only possible exception is, in addition to the NAS messages related to unauthenticated emergency services, the NAS messages that are required to establish a valid security context between the UE and the AMF when there is no such context is available in the UE (e.g., no stored security context available at the UE from a previous successful registration). In other words, when there is no valid security context stored at the UE, the registration message shall only include information that are required to establish the security context (e.g., subscription identifier, UE security capabilities).“
· “If there is a valid security context available at the UE, then all NAS messages shall always be integrity protected. In addition, except for the information required for the AMF to identity the UE and the security context (e.g., subscription identifier, Key Set Identifier), the rest of the information in the NAS message shall always be ciphered.” 
· “With regards to including NSSAI / S-NSSAI (or parts of it) used for slicing in the initial registration and subsequent NAS messages, SA3 concluded … including such information in the non-integrity protected NAS messages shall be avoided … including such information in non-confidentiality protected NAS messages compromises the privacy as information about the slicies that are being used by the UE/user is leaked. While such privacy may not be needed for all slices, access to some network slices or slice types that are considered privacy sensitive requires privacy protection – e.g., access to public safety related slice(s), enterprise or dedicated private slice(s).”

· “… the security and privacy threats are also applicable when NSSAI related information is included in unprotected RRC signaling messages. Therefore, including NSSAI related information in such unprotected RRC signaling should be avoided when possible and shall be avoided when privacy of such information (e.g., when UE is accessing privacy sensitive slices) is required.” 
· “SA3 understands that if NSSAI (or part of it) is not included in the initial unprotected NAS messages or unprotected RRC messages due to the privacy requirement of the slice(s) being requested by the UE, it may result in a non-optimal initial selection of the AMF (e.g., default AMF) with potential AMF relocation when the full requested NSSAI is sent by the UE in a later protected NAS message after the security context is established between the UE and the AMF. This a tradeoff between performance and privacy when the requested NSSAI requires privacy protection. “
The following conclusions apply:

· Conclusion 1: the UE needs to be aware of which slices/S-NSSAI(s) require privacy

· Conclusion 2: any sensitive S-NSSAI (i.e. for the S-NSSAIs that require privacy) should not be sent in NAS signalling until a NAS security context is established between the UE and the AMF. This requires the UE to not include the S-NSSAI(s) that require privacy in the Requested NSSAI in NAS unless the Requested NSSAI is sent during the Registration procedure after the security context has been established

· Conclusion 3: any sensitive S-NSSAI cannot be sent in RRC signalling, since at RRC connection establishment the UE and the RAN do not share a security context 

1.2 5G Temporary ID

The 5G Temporary ID is expected to contain a value that identifies the AMF or AMF group serving the UE. The Temporary ID is sent in clear in RRC Connection Request messages, and can be used to infer the slices that a UE connects to, thus revealing slice information also for slices that require privacy.

Conclusion 4: the 5G Temporary ID must be created in a way that it does not reveal the slice(s) the UE is connecting to. 
1.2. Way Forward
It is evident that a solution is needed to enable S-NSSAI/slice privacy for slices that require privacy, while at the same time enabling the design in SA2 where the UE provides a Requested NSSAI in RRC to enable AMF selection based on slicing information, and in NAS to provide to the AMF the request for slices from the UE. 

The following is proposed:

· The Configured NSSAI in the UE contains, for each S-NSSAI, an indication of whether the S-NSSAI requires privacy

· The Allowed NSSAI provided by the serving PLMN may modify the privacy setting of an S-NSSAI from “not requiring privacy” to “requiring privacy”. The PLMN does not modify the privacy setting from “requiring privacy” to “not requiring” privacy to avoid breaking privacy requirements of the HPLMN

· no S-NSSAIs requiring privacy can be provided by the UE in NAS signalling until a NAS security context is established between the UE and the AMF, or until a security context previously established (e.g. at a previous authentication) is proven valid (e.g. at re-registration)

· this applies to both 3GPP and non-3GPP access (in which case it means that the S-NSSAIs that require privacy cannot be provided until the IPSec is established)

· any sensitive S-NSSAI information (i.e. for the S-NSSAIs that require privacy) is not be sent in NAS signalling unless a NAS security context is established between the UE and the AMF
· this means the UE can send the Requested NSSAI containing S-NSSAIs that require privacy only after the NAS security mode command is executed (e.g. in the “complete” message from the UE to the AMF) when there is no security context, or in the initial registration if a security context exists (since the Required NSSAI would then be encrypted)
· in RRC signalling used to establish connectivity, the UE does not include in the Requested NSSAI (here called RRC Requested NSSAI) any S-NSSAIs that require privacy. The UE however includes such S-NSSAIs in the Required NSSAI (here called NAS Requested NSSAI) in NAS signalling. The RAN selects an AMF solely based on the RRC Requested NSSAI. The selected AMF, based on the NAS Requested NSSAI, may need to be relocated to another serving AMF.
2
Proposal

It is proposed to adopt the following in TS 23.501. 

* * * * First Change * * * *
5.15
Network slicing

5.15.1
General

A Network Slice may include:

-
the Core Network Control Plane and user plane Network Functions, as described in clause 4.2,
-
the 5G Radio Access Network described in TS 38.xxx [x],

-
the N3IWF functions to the non-3GPP Access Network described in clause 4.2.7.2.
Network slicing support for roaming is described in clause 5.15.6.
Network slices may differ for supported features and network functions optimisations. The operator may deploy multiple Network Slice instances delivering exactly the same features but for different groups of UEs, e.g. as they deliver a different committed service and/or because they may be dedicated to a customer.

A single UE can simultaneously be served by one or more Network Slice instances via a 5G-AN. A single UE may be served by at most 8 Network Slices at a time. The AMF instance serving the UE logically belongs to each of the Network Slice instances serving the UE, i.e. this AMF instance is common to the Network Slice instances serving a UE.

Editor's note:
The following text is FFS:
-
The AMF discovery and selection for the set of slices for a UE is triggered by the first contacted AMF in a registration procedure and it may lead to change of AMF. SMF discovery and selection is initiated by the AMF when a SM message to establish a PDU session is received from the UE. The NRF is used to assist the discovery and selection tasks.

A PDU session belongs to one and only one specific Network Slice instance per PLMN. Different Network Slice instances do not share a PDU session, though different slices may have slice-specific PDU sessions using the same DNN.

5.15.2
Identification and selection of a Network Slice: The S-NSSAI and the NSSAI

5.15.2.1
General

An S-NSSAI (Single Network Slice Selection Assistance information) identifies a Network Slice.

An S-NSSAI is comprised of:

-
A Slice/Service type (SST), which refers to the expected Network Slice behaviour in terms of features and services;
-
A Slice Differentiator (SD). which is optional information that complements the Slice/Service type(s) to allow further differentiation for selecting an Network Slice instance from the potentially multiple Network Slice instances that all comply with the indicated Slice/Service type. This information is referred to as SD.

The S-NSSAI can have standard values or PLMN-specific values. S-NSSAIs with PLMN-specific values are associated to the PLMN ID of the PLMN that assigns it. An S-NSSAI shall not be used by the UE in access stratum procedures in any PLMN other than the one to which the S-NSSAI is associated.

Editor's note:
Whether a single value which is a representation of a collection of the S-NSSAIs could also be used as NSSAI is FFS.
The NSSAI is a collection of S-NSSAIs (Single Network Slice Selection Assistance Information). There can be at most 8 S-NSSAIs in the NSSAI sent in signalling messages between the UE and the Network. Each S-NSSAI assists the network in selecting a particular Network Slice instance. 
The same Network Slice instance may be selected by means of different S-NSSAIs. 

Based on the operator’s operational or deployment needs multiple Network Slice instances of a Network Slice may be deployed in the same or in different registration areas for the same S-NSSAI. Whenever a UE is associated with an S-NSSAI, it will be served by only one instance at a time out of any of the corresponding deployed multiple Network Slice instances.
The CN part of a Network Slice instance(s) serving a UE is selected by CN.
The (R)AN may use Requested NSSAI in access stratum signalling to handle the UE Control Plane connection before the 5GC informs the (R)AN of the Allowed NSSAI. The Requested NSSAI is not used by the RAN for routing when the UE provides also a Temporary User ID.

Editor's note:
Whether (R)AN uses Requested NSSAI is to be checked with RAN WGs.
When a UE is successfully registered, the CN informs the (R)AN by providing the whole Allowed NSSAI for the Control Plane aspects.

Editor's note:
The need for informing the (R)AN by providing the whole Allowed NSSAI is to be checked with RAN WGs.
When a PDU session for a specific slice instance is established, the CN provides to the (R)AN the S-NSSAI corresponding to the slice instance that this PDU session belongs to enable the RAN to perform access specific functions.

NOTE:
The details of how the RAN uses NSSAI information is described in TS 38.xxx[x].
5.15.2.2
Standardised SST values

Standardized SST values provide a way for establishing global interoperability for slicing so that PLMNs can support the roaming use case more efficiently for the most commonly used Slice/Service Types. 

The SSTs which are standardised are in the following Table 5.15.2.2-1.
Table 5.15.2.2-1 – Standardised SST values

	Slice/Service type
	SST value
	Characteristics.

	eMBB (enhanced Mobile Broadband)


	1
	Slice suitable for the handling of 5G enhanced Mobile broadband, useful, but not limited to the general consumer space mobile broadband applications including streaming of High Quality Video, Fast large file transfers etc. It is expected this SST to aim at supporting High data rates and high traffic densities as outlined in Table 7.1-1 “Performance requirements for high data rate and traffic density scenarios” in TS 22.261[x]

	URLLC (ultra- reliable low latency communications)
	2
	Supporting ultra-reliable low latency communications for applications including, industrial automation, (remote) control systems.

This SST is expected to aim at supporting the requirements in Table 7.2.2-1 “Performance requirements for low-latency and high-reliability services.” in TS 22.261[x] related to high reliability and low latency scenarios



	MIoT (massive IoT)
	3
	Allowing the support of a large number and high density of IoT devices efficiently and cost effectively.

	
	
	


NOTE 1: The support of all standardised SST values is not required in a PLMN.

Editor’s Note: Whether some of these SSTs are not fully supported in Rel-15 specifications is TBD. The Characteristics may be further updated based on feedback from other WGs and/or further company inputs.

5.15.3
Subscription aspects

Subscription data include the S-NSSAI(s) of the Network Slices that the UE subscribes to. One or more S-NSSAIs can be marked as default S-NSSAI. At most 8 S-NSSAI can be marked Default S-NSSAI. However, the UE may subscribe to more than 8 S-NSSAI. If an S-NSSAI is marked as default, then the network is expected to serve the UE with the related Network Slice even when the UE does not send any S-NSSAI to the network in a Registration request.
Editor's note:
The following is FFS:

-
The UE subscription data may contain a default DNN value for a given S-NSSAI.
The NSSAI the UE provides in the Registration Request is verified against the user's subscription data.

5.15.4
UE NSSAI configuration and NSSAI storage aspects

A UE can be configured by the HPLMN with a Configured NSSAI per PLMN. A Configured NSSAI can be PLMN-specific and the HPLMN indicates to what PLMN(s) each Configured NSSAI applies, including whether the Configured NSSAI applies to all PLMNs, i. e. the Configured NSSAI conveys the same information regardless of the PLMN the UE is accessing (e.g. this could be possible for NSSAIs containing only standardized S-NSSAIs). When providing a Requested NSSAI to the network upon registration, the UE in a given PLMN shall only use S-NSSAIs belonging to the Configured NSSAI, if any, of that PLMN. Upon successful completion of a UE's Registration procedure, the UE may obtain from the AMF an Allowed NSSAI for this PLMN, which may include one or more S-NSSAIs. These S-NSSAIs are valid for the current Registration Area provided by the serving AMF the UE has registered with and can be used simultaneously by the UE (up to the maximum number of simultaneous Network Slices or PDU sessions).

The Allowed NSSAI shall take precedence over the Configured NSSAI for this PLMN. The UE shall use only the S-NSSAIs in the Allowed NSSAI corresponding to a Network Slice for the subsequent Network Slice selection related procedures in the serving PLMN, as described in section 5.15.5. 
For each PLMN, the UE shall store the Configured NSSAI and, if any, the Allowed NSSAI. When the UE receives an Allowed NSSAI for a PLMN, it shall store it and override any previously stored Allowed NSSAI for this PLMN.
5.15.5
Detailed Operation Overview

5.15.5.1
General

The establishment of User Plane connectivity to a Data Network via a Network Slice instance(s) comprises two steps:

performing a RM procedure to select an AMF that supports the required Network Slices

establishing one or more PDU session to the required Data network via the Network Slice Instance(s)

5.15.5.2
Selection of a Serving AMF supporting the Network Slices

5.15.5.2.1
Registration to a Set of Network Slices

5.15.5.2.1.1
UE with Configured or Allowed NSSAI for the PLMN

When a UE registers with a PLMN, if the UE for this PLMN has a Configured NSSAI or an Allowed NSSAI f, the UE shall provide to the network in RRC and NAS layer a Requested NSSAI containing the S-NSSAI(s) corresponding to the slice(s) to which the UE wishes to register, in addition to the Temporary User ID if one was assigned to the UE. 

The UE provides in Access Stratum signalling (e.g. RRC) an Access Stratum (AS) Requested NSSAI, and in NAS a NAS Requested NSSAI. The AS Requested NSSAI may differ from the NAS Requested NSSAI, as described in section 5.15.5.4.
A Requested NSSAI may be either:

-
the Configured-NSSAI, or a subset thereof as described below, if the UE has no Allowed NSSAI for the current PLMN; or

-
the Allowed-NSSAI, or a subset thereof as described below, if the UE has an Allowed NSSAI for the current PLMN, or

-
the Allowed-NSSAI, or a subset thereof as described below, plus one or more S-NSSAIs from the Configured-NSSAI for which no corresponding S-NSSAI is present in the Allowed NSSAI and that were not previously permanently rejected (as defined below) by the network for the present tracking area.

The subset of Configured-NSSAI consists of a combination of S-NSSAIs including one or more S-NSSAI(s) in the Configured NSSAI applicable to this PLMN, if the S-NSSAI was not previously permanently rejected (as defined below) by the network for the present tracking area, or was not previously added by the UE in a Requested NSSAI.

The subset of Allowed NSSAI consists of a combination of S-NSSAIs including one or more S-NSSAI(s) in the last Allowed NSSAI for this PLMN.

The UE may provide in a Requested NSSAI an S-NSSAI from the Configured NSSAI that the UE previously provided to the serving PLMN in the current registration area.

The UE shall include the AS Requested NSSAI at RRC Connection Establishment and the NAS Requested NSSAI in NAS messages. The RAN shall route the NAS signaling between this UE and an AMF selected using the AS Requested NSSAI obtained during RRC Connection Establishment. If the RAN is unable to select an AMF based on the Requested NSSAI, it routes the NAS signalling to an AMF from a set of default AMFs.

If the UE provides no Requested NSSAI, the network behaviour is the same as described in section 5.15.5.2.1.2.
Upon successful Registration, the UE is provided with a Temporary ID by the serving AMF. The UE shall include this Temporary ID in any RRC Connection Establishment during subsequent initial accesses to enable the RAN to route the NAS signalling between the UE and the appropriate AMF.

Editor's note:
Aspects of uniqueness of the Temporary ID are addressed in the discussion on registration management.
The serving PLMN may also return a new Allowed NSSAI identifying the Network Slices permitted by the serving PLMN for the UE in the current Registration Area provided by the serving AMF considering subscription information, RAN capabilities in the Registration Area and other locally available information. The UE shall store this new Allowed NSSAI and override any previously stored Allowed NSSAI for this PLMN, as described in clause 5.15.4.
The network may individually reject an S-NSSAI provided by the UE in the Requested NSSAI with a rejection cause. The network may also indicate if the rejection is permanent (e.g. the S-NSSAI is not supported by the PLMN in at least the current registration area) or temporary (e.g. the Network Slice corresponding to the S-NSSAI is temporarily unavailable).

NOTE:
The exact details of rejection causes will be defined by stage 3.

When receiving from the UE aa AS Requested NSSAI and a Temporary ID in RRC, if the RAN can reach an AMF corresponding to the Temporary ID, then RAN forwards the request to this AMF. Otherwise, the RAN selects a suitable AMF based on the AS Requested NSSAI provided by the UE and forwards the request to the selected AMF. If the RAN is not able to select an AMF based on the AS Requested NSSAI or the UE does not provide an AS Requested NSSAI, then the request is sent to a default AMF.
5.15.5.2.1.2
UE without any NSSAI for the PLMN

When a UE registers with a PLMN, if for this PLMN the UE has no Configured NSSAI or Allowed NSSAI, the RAN shall route all NAS signalling from/to this UE to/from a default AMF. The UE shall not indicate any AS Requested NSSAI in RRC Connection Establishment or any NAS Requested NSSAI in Initial NAS message unless it has a Configured NSSAI or Allowed NSSAI for the corresponding PLMN. Upon successful Registration, the UE is provided with a Temporary ID by an AMF in this PLMN as well as with an Allowed NSSAI identifying the slices permitted by the serving PLMN for the UE, which are part of the subscribed default S-NSSAI(s) of the UE. The UE shall include this Temporary ID in any RRC Connection Establishment during subsequent initial accesses to enable the RAN to route the NAS signalling between the UE and the appropriate AMF.
5.15.5.2.2
Modification of the Set of Network Slice(s) for a UE

The set of Network Slices for a UE can be changed at any time while the UE is registered with a network, and may be initiated by the network, or the UE under certain conditions as described below. In this release it is assumed that the registration area allocated by the AMF to the UE shall have homogeneous support for network slices.
The network, based on local policies, subscription changes and/or UE mobility, may change the set of permitted Network Slice(s) to which the UE is registered. The network may perform such change during a Registration procedure or trigger a notification towards the UE of the change of the supported Network Slices using an RM procedure (which may trigger a Registration procedure). The Network provides the UE with a new Allowed NSSAI and Tracking Area list.
NOTE 1:
The details of the RM procedure used to notify the UE of a changes of the supported NSSAI are to be defined.

If the UE enters an area where a network slice is no longer available, the CN releases the PDU sessions for to the S-NSSAI corresponding to the slice that is no longer available via a network-triggered PDU session release procedure, as defined in TS 23.502 section 4.3.4.
When PDU sessions corresponding to a slice that is not available anymore are released, the UE uses UE Policy to determine whether existing traffic can be routed over PDU sessions belonging to other slices.

In order to change the set of S-NSSAIs being used, the UE shall initiate a Registration procedure as specified in clause 5.15.5.2.1.1.

Change of set of S-NSSAIs to which the UE is registered (whether UE or Network initiated) may lead to AMF change subject to operator policy.
Editor's note:
The condition under which the UE is able to request the change of the Network Slices, and what it is able to request, are FFS.
5.15.5.2.3
AMF Relocation due to Network Slice(s) Support

During a Registration procedure in a PLMN, in case the network decides that the UE should be served by a different AMF based on Network Slice(s) aspects, then the AMF that first received the Registration Request shall redirect the Registration request to another AMF via the RAN or via direct signalling between the initial AMF and the target AMF. The redirection message sent by the AMF via the RAN shall include information for selection of a new AMF to serve the UE.
For a UE that is already registered, the system shall support a redirection initiated by the network of a UE from its serving AMF to a target AMF due to Network Slice(s) considerations. Operator policy determines whether redirection between AMFs is allowed.
5.15.5.3
Establishing connectivity PDU session to the required Network Slice Instance(s)
The establishment of a PDU session in a Network Slice to a DN allows data transmission in a Network Slice. A Data Network is associated to an S-NSSAI and a DNN.
The network operator may provision the UE with Network Slice selection policy (NSSP). The NSSP includes one or more NSSP rules each one associating an application with a certain S-NSSAI. A default rule which matches all applications to a S-NSSAI may also be included. When a UE application associated with a specific S-NSSAI requests data transmission, then:

-
If the UE has one or more PDU sessions established corresponding to the specific S-NSSAI, the UE routes the user data of this application in one of these PDU sessions, unless other conditions in the UE prohibit the use of these PDU sessions. If the application provides a DNN, then the UE considers also this DNN to determine which PDU session to use.

If the UE does not have a PDU session established with this specific S-NSSAI, the UE requests a new PDU session corresponding to this S-NSSAI and with the DNN that may be provided by the application. In order for the RAN to select a proper resource for supporting network slicing in the RAN, RAN needs to be aware of the Network Slices used by the UE.

The AMF selects an SMF in a Network Slice instance based on S-NSSAI, DNN and other information e.g. UE subscription and local operator policies, when the UE triggers the establishment of a PDU session. The selected SMF establishes a PDU session based on S-NSSAI and DNN.
5.15.5.4
Slice Privacy Considerations

In order to support network-controlled privacy of slice information for the slices the UE accesses, when the UE is aware or configured that privacy considerations apply to NSSAI:

· the UE shall not include NSSAI in NAS signalling unless the UE has a NAS security context

· the UE shall not include NSSAI in unprotected RRC signalling 


Editor’s Note: it is FFS whether considering slice privacy has impact on the allocation and management of the 5G GUTI and whether security considerations need to be studied by SA3.
In order to support slice privacy and avoid providing confidential slice information over the access, the following applies:

· For S-NSSAI(s) in the Configured NSSAI that require privacy, the HPLMN configures an indication of whether the S-NSSAI requires privacy (e.g. “not requiring privacy” or “requiring privacy”).
· The UE shall not provide any S-NSSAIs requiring privacy in the NAS Requested NSSAI in NAS signalling until a NAS security context is established between the UE and the AMF (i.e. until a Security Mode Command procedure is completed), or in the initial registration if a security context exists.
NOTE: this applies to both 3GPP and non-3GPP access.
· in RRC signalling used to establish connectivity, the UE does not include in the AS Requested NSSAI any S-NSSAIs that require privacy. The UE however includes such S-NSSAIs in the NAS Required NSSAI in NAS signalling as described above. 
· The RAN selects an AMF solely based on the AS Requested NSSAI. The selected AMF, based on the NAS Requested NSSAI, may need to be relocated to another serving AMF.
· The Allowed NSSAI provided by the serving PLMN may modify the privacy setting of an S-NSSAI from “not requiring privacy” to “requiring privacy”. The PLMN shall not modify the privacy setting from “requiring privacy” to “not requiring privacy” to avoid breaking privacy requirements of the HPLMN, and the UE shall reject such changes.

· The Temporary User ID is allocated and managed by the AMF in such a way that the Temporary User ID does not reveal information about slices that require privacy.

Editor’s Note: it is FFS how the Temporary User ID can be created to meet this requirement.
5.15.6
Network Slicing Support for Roaming

For roaming scenarios, the Network Slice specific network functions in VPLMN and HPLMN are selected based on the S-NSSAI provided by the UE during PDU connection establishment as following.

-
If a standardized S-NSSAI is used, then selections of slice specific NF instances are done by each PLMN based on the provided S-NSSAI.

-
Otherwise, the VPLMN maps the S-NSSAI of HPLMN to a S-NSSAI of VPLMN based on roaming agreement (including mapping to a default S-NSSAI of VPLMN). The selection of slice specific NF instance in VPLMN are done based on the S-NSSAI of VPLMN, and the selection of any slice specific NF instance in HPLMN are based on the S-NSSAI of HPLMN.

Editor's note:
The case where the HPLMN (based on roaming agreements) configured non-standard S-NSSAI values of the VPLMN in the Configured NSSAI for that PLMN is FFS
* * * * End of Changes * * * *
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