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Abstract of the contribution: This discussion paper elaborates on the issues of applicability of APN Rate Control to MO Exception Data.
1.
Introduction
In SA2#120:

-
it has been clarified that Serving PLMN Rate Control does not apply to MO Exception Data (see S2-172381 [1]).

-
it has been agreed that the MME, in order for the P-GW to properly apply APN Rate Control to MO Exception Data, the MME may immediately send the MO Exception Data Counter to the Serving GW (see S2-172743 [2]).
Unfortunately, the change agreed in S2-172743 only partially solve the problem of properly applying or not APN Rate Control since, while on one hand the P-GW can receive an immediate notification of an incoming MO Exception Data PDU, on the other hand in case of multiple incoming PDUs, it cannot know which one(s) is/are MO Exception Data.
Issue 1: the PGW does not know if the counter requires to exclude the PDUs from rate control (or whether it is just for charging purposes) and if so, to which PDUs received vi S11-U the counter applies; 

In addition, another potential issue is related to the fact that, as of now, the MO Exception Data Counter is incremented only every time the UE is establishing an RRC connection with cause “MO Exception Data”. See the excerpt from subclause 7.2.7 of TS 29.274 [3]:

The MME shall increment the "MO Exception data counter" by one each time the MME has received the RRC cause "MO Exception data".
this means that the MO Exception data counter sent by the MME to the S-GW and in turn to the P-GW is not indicating how many MO Exception Data PDUs have been sent, rather how many times the UE established an RRC connection for sending MO Exception Data. Furthermore, the MO Exception data counter covers both cases using CP CIoT optimization and UP CIoT optimization.
Issue 2: Currently in TS 29.274 it is written that the counter is increased when the RRC Connection Establishment cause is set to 'MO Exception Data'. However, during this RRC connection, one or more PDUs can be sent by the UE. Therefore, the MME does not count the MO Exception Data PDUs but only the MO Exception Data RRC connections.
This paper proposes some solutions to the above mentioned Issue 1. It is proposed to discuss also Issue 2 and, if agreed, some solutions can be proposed later on.
2.
Discussion

2.1
Solution to Issue 1: Indication to MME and P-GW that a PDU is MO Exception Data
It essential for the P-GW to know if a certain PDU is MO Exception Data so that, in case APN Rate Control does not apply to MO Exception Data and the APN Rate Control limit has already been reached, it can decide to let the PDU through anyway.

Solution – part 1: A simple and effective solution consists in inserting an optional flag in the GTP-U header indicating that a certain PDU is MO Exception Data.

This would affect the S11-U interface, in particular the GTP-U protocol specified in TS 29.281 [4], TS 23.401 [6] as well as MME, S-GW and P-GW.
NOTE: 
A similar mechanism can be applied over T6a interface towards SCEF.

The MME needs to be aware of whether a certain PDU is for MO Exception Data because it needs to indicate this to the P-GW immediately (so that the P-GW can decide whether to exclude that PDU from APN Rate Control or not);
Solution – part 2: A potential solution is based on adding a new IE/flag in the NAS: ESM Data Transport message indicating whether the embedded PDU is MO Exception Data or not.

This would affect the UE and the MME, the NAS protocol specification TS 24.301 [5] and TS 23.401 [6].

2.2
End-to-End message flow
The S11-U interface between the MME and the S-GW in CIoT supports the GTP-U protocol, and the data can be transferred between the two network entities. Therefore, the MO exception data and the indication can be forwarded to the MME via the NAS message on the control plane. Then the MME carries the indication in the GTP-U extension header, and then the data to the S/P-GW. After the S/P-GW decapsulates it, the MO exception data can be found. The solution described in subclause 2.1 can be captured in example an end-to-end message flow as in Figure 2.2-1.

Figure 2.2-1: APN Rate control of MO Exception Data over CP
0. 
The network side initiates APN rate control to the UE and the UE performs rate control. 
1a.
The UE detects abnormal conditions and sends MO exception data to the network side by skipping APN rate control. If the UE is in the ECM idle state, the MO exception data and an indication that this PDU is related to MO exception data  are sent to the MME via the Control Plane Service Request message. The indication can be done, e.g., by adding a new IE.
1b. Similarly, if the UE is in the ECM connected state, the MO exception data and an indication that this PDU is related to MO exception data are sent to the MME via the ESM Data Transport message. The indication can be done, e.g., by adding a new IE.
2. 
After receiving the NAS message with the MO exception data indication information, the MME adds a new GTP-U extension header type (MO exception data indicating information) to the GTP-U encapsulation.
3. 
The MME sends the extended encapsulated data (which carries the MO exception data indication) to the S-GW.
4. 
The S-GW forwards the data to the P-GW. 
5. 
After receiving the data, the P-GW decapsulates and reads the MO exception data indication in the GTP-U extension. The P-GW understands that the received user packet is MO exception data. Based on this indication and in accordance with the Additional exception reports (AER) in the APN rate control parameters previously indicated by the P-GW to the UE in the ePCO (see TS 24.008), the P-GW can decide whether or not to perform APN rate control, and continue to send the MO exception data to the network side accordingly.

2.3
Handling of MO Exception Data over UP
The APN Rate Control can be also applied to UP CIoT optimizations and hence the UE can also sent the MO Exception Data to the P-GW over DRB and S1-U. Therefore the same issues observed in Section 1 exist for the UP case as well. 

However, the proposed solution in Section 2.1-2.2 cannot work well for the UP case due to it requires the extension of PDCP between the UE and the eNB and the extension of GTP-U between the eNB and the S-GW over S1-U interface. We believe the extension of PDCP is not straightforward and would require RAN2 involvement.

Proposal: SA2 to discuss and decide whether the issues for the UP case need to be resolved or not.
3.
Conclusion and proposal

This paper highlighted two issues which we propose to tackle separately.
Issue 1: the PGW does not know if the counter requires to exclude the PDUs from rate control (or whether it is just for charging purposes) and if so, to which PDUs received vi S11-U the counter applies; 

for which the following solutions have been proposed:

Solution – part 1: Insert an optional flag in the GTP-U header indicating that a certain PDU is MO Exception Data. Solution – part 2: Add a new IE/flag in the NAS: ESM Data Transport message indicating whether the embedded PDU is MO Exception Data or not.

We propose to capture this solution both for the P-GW and for the SCEF case, starting from Rel-13. The solution is presented in S2-174318 to S2-174323 [7-12] (three mirror CRs vs. TS 23.401 and three mirror CRs vs. TS 23.682).
Solution 2 only covers cases using CP CIoT optimization. As these solutions require stage 3 changes, CT1 and CT4 should be informed (see LS Out in S2-174693 [13]).
Issue 2: Currently in TS 29.274 it is written that the counter is increased when the RRC Connection Establishment cause is set to 'MO Exception Data'. However, during this RRC connection, one or more PDUs can be sent by the UE. Therefore, the MME does not count the MO Exception Data PDUs but only the MO Exception Data RRC connections.

This issues should be further discussed and, if SA2 agrees to address it, solutions can be proposed in the next meeting.
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5. Transmit the MO exception data to the data network based on the indication (applies/does not apply APN rate control in line with the Additional exception reports (AER) of TS 24.008)








2. Adds the indication to the GTP-U extension header
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1a. ECM Idle: Control Plane Service Request (MO Exception Data, MO exception data indication)
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