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Abstract of the contribution: In this contribution, the service authorization information is analyzed to clarify the FFS.
1. Discussion
In Section 6.2.6 TS23.501, one FFS is maintained: whether service authorization information is included in every NF profile or in an independent authorization profile, is FFS.
According to Section 7.1.4 in TS23.501, Service authorization information is one of the components in NF profile of the NF Service Producer, and it shall include the NF type (s) allowed to consume NF Service(s) of NF Service Producer. The service authorization information of NF service producer is utilized in two steps:
· NF service discovery procedure per NF granularity by NRF
· Check whether the NF Service Consumer is permitted to access the requested NF Producer for consuming the NF service.
Thus both NRF and NF Service Producer need to have Service Authorization Information of NF Service Producer.

Service authorization information of NF Service Producer can be provisioned by OAM system when initiating one NF instance. NF service producer maintains its service authorization in NF profile, and NF service producer further provides its NF profile including Service authorization information to NRF during NF service registration.
For NF instances with the same NF type, per operator’s policy the service authorization of each NF instance can be customized, e.g. time based, slice based.
The following figure depicts how to provision NF profile including service authorization information.
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Based on discussion above, the service authorization information of NF service producer shall be per NF instance and be part of NF profile.
2. Proposal
* * * First Change * * *
6.2.6
NRF

The NF Repository Function (NRF) supports the following functionality:

-
Supports service discovery function. Receive NF Discovery Request from NF instance, and provides the information of the discovered NF instances (be discovered) to the NF instance.

-
Maintains the NF profile of available NF instances and their supported services.

NF profile of NF instance maintained in an NRF includes the following information: 
-
NF instance ID
-
NF type
-
PLMN ID
-
Network Slice related Identifier(s) e.g. S-NSSAI, NSI ID 
-
FQDN or IP address of NF
-
NF capacity information
-
NF Specific Service authorization information
-
Names of supported services
-
Endpoint information of instance(s) of each supported service
-
Other service parameter, e.g., DNN

NOTE:
It is expected service authorization information is usually provided by OA&M system, and it can also be included in the NF profile in case that e.g. an NF instance has an exceptional service authorization information. 
In the context of Network Slicing, based on network implementation, multiple NRFs can be deployed at different levels (see clause 5.15.5):

-
PLMN level (the NRF is configured with information for the whole PLMN),

-
shared-slice level (the NRF is configured with information belonging to a set of Network Slices),

-
slice-specific level (the NRF is configured with information belonging to an S-NSSAI).

NOTE:
Whether NRF is an enhancement of DNS server is to be determined during Stage 3.

* * * Next Change * * *
7.1.4
Network Function Service Authorization

NF service authorization ensures the NF Service Consumer is authorized to access the NF service provided by the NF Service Provider, according to e.g. the policy of NF, the policy from the serving operator, the inter-operator agreement.

Service authorization information is one of the components in NF profile of the NF Service Producer. It shall include the NF type (s) allowed to consume NF Service(s) of NF Service Producer.
Due to roaming agreements and operator policies, a NF Service Consumer shall be authorised based on UE/subscriber/roaming information and NF type, the Service authorization may entail two steps:

-
Check whether the NF Service Consumer is permitted to discover the requested NF Producer instance during the NF service discovery procedure. This is performed on a per NF granularity by NRF.
NOTE: when NF discovery is performed based on local configuration, it is assumed that locally configured NFs are authorized.
-
Check whether the NF Service Consumer is permitted to access the requested NF Producer for consuming the NF service. This is performed on a per UE, subscription or roaming agreements granularity. This type of NF Service authorization is embedded in the related NF service logic.

NOTE 1:
The security of the connection between NF Service Consumer and NF Service Producer is specified in SA WG3.

NOTE 2: It is expected that an NF authorisation framework exists in order to perform consumer NF authorisation considering UE, subscription or roaming agreements granularity. This authorisation is assumed to be performed without configuration of the NRF regarding UE, subscription or roaming information.
* * * End of Changes * * *
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Step1: OAM provisions NF profile when deploying NF Instance





Step 2: Provide NF profile to NRF when registering NF Instance
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