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Abstract of the contribution: This contribution provides clarification to solution 6.3.1
Background

Omitting the PC5 security association between the eRemote-UE and the eRelay-UE would have two benefits:

1) Less signalling – less power consumption

2) Less sharing of information – maximize privacy and commercial usefulness

Depending whether SA3 would accepts omitting the PC5 security association between the eRemote-UE and the eRelay-UE will trigger an update to TS 23.303 [6].
Proposal

It is proposed to include the following changes to TR 23.733
* * * Start of changes * * * 
6.3.1
Solution 1: Fast Connection setup by optimizing eRemote-UE security procedures

6.3.1.1
Description

This solution proposes a way to optimize the connection setup between the eRemote-UE connection and the network in order to facilitate fast connection setup. In TS 23.303 [6] clause 5.4.5 the procedure is described how to set up One-to-one ProSe Direct Communication. It involve two steps. First, UE-1 sends a Direct Communication Request message to UE-2. The message then triggers step two, the mutual authentication and security association between UE-1 and UE-2.

This solution for Layer-2 relay proposes to utilize the fact that for traffic using indirect 3GPP communication between the eRemote-UE and eNodeB, the traffic is security protected by legacy AS security procedures. This protection can be used to provide a secure PC5 link. The optimization proposed for setting up One-to-one communication between an eRemote-UE and an eRelay-UE, is to omit the step 2 in TS 23.303 [6] clause 5.4.5, since the PC5 is secured by the AS security between eRemote and eNodeB.

This solution is based on the legacy Service Request procedure specified in clause 5.3.4 in TS 23.401 [4], the only difference is that the RAN specified (in TR 36.746 [3]) L2-relay functionality is used to forward the signalling and user data between the eRemote-UE and the network
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Figure 6.3.1.1-1: eRemote-UE Triggered Service Request

1.
The eRemote-UE and eRelay-UE perform PC5 discovery procedure, according to selected solution for Key Issue 2. 

2.
Triggered by upper layers, the eRemote-UE initiate one-to-one communication with the eRelay-UE, by sending an INDIRECT_COMMUNICATION_REQUEST to the eRelay-UE.
NOTE 1: It is up to stage 3 to decide whether a new PC5 signalling message is needed or not.
Editor's note:
As secure communication between eRemote-UE and eNB can be achieved with PDCP, whether the secure communication over PC5 (signalling, data or both) is still needed should be decided by SA WG3.

3.
Triggered by the request received from the eRemote-UE, the eRelay-UE sends a Service Request message (eRelay-UE identity e.g. GUTI, S-TMSI) to eRelay-UE's MME. This step is according to clause 5.3.4 in TS 23.401 [4].

NOTE 2:
If the eRelay-UE is already in ECM_CONNECTED and is authorised to perform eRelay service then step 3 can be omitted.

4.
The eRelay-UE sends the INDIRECT_COMMUNICATION_RESPONSE message to the eRemote-UE.

5.
If the INDIRECT_COMMUNICATION_REQUEST was accepted the eRemote-UE sends a Service Request (eRemote-UE identity, e.g., GUTI, S-TMSI) to the eRemote-UE's MME. The Service Request message is encapsulated in a RRC message to the eNB. The eRelay-UE forwards the message to the eNB using RAN specified L2 relay method. 

6.
The eNB uses the eRemote-UE's identity to derive the eRemote-UE MME identity and forwards the NAS message in a S1-MME control message. This step is according to clause 5.3.4 in TS 23.401 [4]. 

NOTE 3: Whether the eNB attaches the eRelay-UE's identifier or any other information to the S1-MME control message, depends on the final selection for eRemote-UE Idle mode operation and charging solution

7.
NAS authentication/security procedures as defined in clause 5.3.10 in TS 23.401 [4] on "Security function" may be performed.

8.
The MME sends an S1-AP Initial Context Setup Request message to the eNB. 

9.
The eNB performs the radio bearer establishment procedure according to clause 5.3.4 in TS 23.401 [4]. The eRelay-UE forwards all the messages between the eRemote-UE and eNB using RAN specified L2 relay method.

10.
The uplink data from the eRemote-UE can now be forwarded by the eRelay-UE and the eNB to the Serving GW. The Serving GW forwards the uplink data to the PDN GW.

11.
The eNB sends an S1-AP message Initial Context Setup Complete to the MME. This step is described in detail in TS 36.300 [12].

6.3.1.2
Impact analysis

No core network impact.
Omitting the PC5 mutual authentication procedures when establishing the PC5 connection for L2 relay needs to be reflected in TS 23.303 [6] as a specific case for one-to-one direct communication establishment for L2 relay. This will impact the PC5 signalling.
6.3.1.3
Evaluation

This solution have no core network impact. The solution only uses the RAN specified L2 relay functionality for forwarding the signalling and user data between the eRemote-UE and the network. It shall be noted that also the CIoT based Service Request Procedures in clauses 5.3.4A and 5.3.4B in TS 23.401 [4] can be reused.
* * * End of changes * * * *
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