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Abstract of the contribution: This contribution proposes the text for Key issue for security for Wireless and Wireline convergence.
1 Introduction

This contribution intend to propose the text for Key Issue for security for Wireless and Wireline convergence.
According to the high level requirements in clause 4.1 and architecture in clause 4.2, two scenarios are considered in this Key Issue:

1) CPE/Residential Gateway (RG) connect via wireline access or NG RAN to the 5GS supporting N1 interface. This scenario can be refer to Figure 4.2.x-1 and Figure 4.2.x-3.
2) 3GPP UE connect to the 5GS behind a CPE/RG. This scenario can be refer to Figure 4.2.x-2 and Figure 4.2.x-4.
This key issue does not consider the case of legacy RG not supporting N1 interface since the scope is to address tight integration. The scenario of devices connected to 5G, which are not 3GPP UE (e.g. as laptop, PC table not supporting N1 interface) is FFS. 

Note that the security issues below should be considered in both scenario 1) and scenario 2).
Based on 5G unified authentication framework, this Key Issue propose to study the security issue:
-
how authentication solution supports the WWC network.

-
how to securely transmit control plane signalling and user plane data between 3GPP UE/CPE(RG) and Core network.
* * * * Begin of Changes * * * *

5.2
Key Issue for Wireless and Wireline Convergence 

5.2.Y
Key Issue Y: Security

5.2.Y.1
Description
The authentication function is responsible for the authentication of the identity (i.e. SUPI) that is presented to the network, when a UE requests to receive service(s) from WWC network.

According to the high level requirements in clause 4.1two scenarios are considered in this key issue:
1) CPE/Residential Gateway (RG) connect via wireline access or NG RAN to the 5GS supporting N1 interface. 
2) 
3) 3GPP UE connect to the 5GS behind a CPE/RG.
Note: All the Work Tasks in 5.2.Y.2 should be considered in both scenario 1) and scenario 2).

Editor’s note: The scenario of devices connected to 5G which are not 3GPP UE (e.g. laptop, PC table not supporting N1 interface) is FFS.
The solution for this key issue will study the following aspects:
· Provide overall security architecture for WWC network based on the unified authentication framework.

How authentication solution efficiently and adequately supports the WWC network. In particular the key issue will study:

- Whether and how existing wireline access network authentication solutions (e.g. PPPoE, 802.1X, DHCP Option 82, etc.) may be considered.

- Whether and how NAS based authentication apply to WWC network.
The solutions for this key issue will be developed in co-operation with BBF for wireline access network security are involved and with SA WG3 responsible for the definition of solutions addressing security and threats including the security architecture and access security and security framework for the WWC network.
Editor’s Note: Whether and how to address legacy CPE/RG that not supporting N1 interface in the key issue is FFS.


	
	
	

	
	
	

	
	
	



	
	
	


	
	
	



* * * * End of Changes * * * *
3GPP

SA WG2 TD


