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Abstract of the contribution: It is proposed to agree an architectural assumption to enable NAS and user plane security for restricted operator services.
1. Introduction
The PARLOS SID is describing a use case of unauthenticated UE which is allowed to access restricted local operator services (RLOS). It is assumed that the network cannot authenticate the UE during the Attach procedure.  Therefore, it is assumed that a UE initiating RLOS Attach procedure does not have access to valid (U)SIM subscription and credentials in order to perform the mutual authentication between UE and the network. 
Further, the PARLOS SID says:
“The level of security should not be less than that which is currently applied to existing equivalent network access methods (e.g., unauthenticated emergency calling). Access to local operator services does not affect the UICC. This study shall consider potential extra load due to access requests for services which are not provided by a network.”
The unauthenticated emergency calling, i.e. SIM-less emergency call, does not provide security on the NAS layer and AS layer. This is acceptable for an emergency call, as the data exchanged between the UE and the emergency service operator may not require confidentiality protection.
In case of restricted local operator services (RLOS) by unauthenticated UEs, there might be a need to confidentiality protect the data on the user plane. The reason is that the user plane data may contain sensible information (e.g. credit card number, account ID or password). If the user plane date is exchanged in clear text over the radio, any equipped person can read the user information.
In order to enable confidentiality protection (or encryption) of the user plane data, there might be a need to exchange credentials between the UE and network, e.g. during the NAS attach procedure, even though the UE and the network may be not authenticate each other. 
It is proposed to enable the security in the user plane and in the NAS protocol for RLOS services. 
2. Proposal
Based on the above discussion the following changes to TS 23.715 v0.0.0 are proposed:

* * * First Change * * *
x.y.	Architectural Considerations and Assumptions
The architectural assumptions are listed for restricted local operator services (RLOS) by unauthenticated UEs as follows:
· [bookmark: _GoBack]The UE does not have access to a valid (U)SIM subscription and credentials when initiating an Attach procedure for restricted local operator services (RLOS).
· NAS signalling and user plane data are integrity and confidentiality protected once the Attach procedure for RLOS services has been completed. 

* * * End of Changes * * *
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