SA WG2 Temporary Document

Page 1

SA WG2 Meeting #122bis
S2-175735
21 – 25 August 2017, Sophia Antipolis, France
(revision of S2-17xxxx)
Source:
OTD

Title:
TS 23.501: Clarification on UDSF Requirements
Document for:
Approval
Agenda Item:
6.5.1
Work Item / Release:
5GS_ph1/ Rel-15
Abstract of the contribution: This paper proposes clarification of the UDSF Requirements for the 5G architecture.
1
Introduction
Clause 4.2.5 of TS 23.501 on Data Storage architectures states that any Network Function (NF) can store/retrieve “unstructured” data from an Unstructured Data Storage Function (UDSF).  The UDSF is located in the same PLMN as the NF and can be attached to multiple CP NFs.  The data that NF chooses to store in a UDSF is not unstructured from the perspective of the NF, but can be unstructured from the perspective of the UDSF.  As such, it is not appropriate to refer to such data as unstructured unless it is being described from the UDSF perspective. In addition, security of sensitive data (e.g., LI data) stored in a UDSF must be considered and can affect the transmission and storage of such data. This contribution proposes changes to address these aspects.

2
Discussion
Currently, Clause 4.2.5 has some vague text describing the N18 interface which connects an NF with a UDSF.  However, this text does not address how to handle sensitive data from the NF which may be stored in the UDSF.  For example, there may be additional requirements for how LI data is stored or moved.  If a NF stores UE context in the UDSF, this may include certain LI information associated with that context.  Thus, whenever sensitive data (e.g., LI Data) is to be transmitted over the N18 interface by the NF and stored by the UDSF, this information must be confidentiality and integrity protected to meet regulatory requirements regarding undetectability, leakage, and data altering.

Unless the UDSF serves only one NF, the UDSF and NF must be able to identify and authenticate each other to ensure that one NF’s data is not provided to another NF.  Even if a UDSF serves a single NF, the UDSF and NF should be able to mutually identify and authenticate to ensure that even if the UDSF is disconnected from the original NF (NF-1) and subsequently connected to a different NF (NF-2), it only provides that NF-2’s information to the NF-2, unless the NF-2 is authorized to access NF-1’s information.

When it is mentioned that UE Context information can be stored in the UDSF, it is not clear whether the NF maintains a local copy as well as a copy in the UDSF or whether the only copy that is kept and maintained resides in the UDSF.  

In addition, the NF’s data to be stored in the UDSF is not unstructured from the perspective of the NF.  The NF knows exactly the structure of its data.  Calling the NF’s data unstructured does not make sense from the NF perspective.  

3
Proposal
In developing the NF interaction requirements, the material described in the discussion section of this contribution should be taken into account.  Specific text changes are provided below to address the LS in from SA3-LI in regards to security requirements for the storage and transmission of LI data (e.g. target list).
***** START of CHANGE *****
4.2.5
Data Storage architectures

As depicted in Figure 4.2.5-1, the 5G system architecture allows any NF to store and retrieve its unstructured data into/from a UDSF. The UDSF belongs to the same PLMN where the network function is located. CP NFs may share a UDSF for storing their respective unstructured data or may each have their own UDSF (e.g. a UDSF may be located close to the respective NF).  Data transmitted and stored by a NF in the UDSF shall meet local regional regulatory requirements and be protected such that this data is not detectable to unauthorized users.
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Figure 4.2.5-1: Data storage architecture for unstructured data from any NF

NOTE 1:
3GPP will specify (possibly by referencing) the N18 interface.

***** END of CHANGE *****
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