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Abstract of the contribution: Justifies the need to support actual transport of NAS messages in IKEv2 procedures and proposes the necessary changes. This paper needs to be handled in conjunction with S2-175702. 
1 Discussion
In response to the LS sent to SA3 at the last SA2, SA3 has provided an LS response in S3-172091. The LS indicates that SA3 is still considering the solution captured in in section 1.49 of TR 33.899 (i.e. solution based on transport of NAS parameters in vendor ID in IKEv2), and asking SA2 to indicate why such solution would not be viable.
This paper argues, in conjunction with S2-175702, that the solution SA3 refers to is still the best solution and does not suffer from any of the issues discussed in previous meetings. In fact, the main issue was the need for the AMF to be able to retrieve, during the Registration procedure but before the UE is authenticated, the UE SUPI (and specifically the encrypted SUPI). However, SA3 has notified SA2 in S3-172090 the following:
“One way to mitigate this risk is to ensure that SUPI is provided to the AMF after the authentication procedure is completed and will provide a stronger subscriber privacy protection. 

Another alternative to allowing identity request procedures as part of the registration procedure is for the AMF to indicate to the UE that it is not recognized and it must send the registration message again with the encrypted SUPI.”
As described in S2-175702, the first alternative is not feasible, which implies that the AMF shall not be allowed to request the UE identity during the authentication phase of the registration and shall trigger the UE to restart the authentication.
The solution proposed for non-3GPP registration is based on the following points:
· Use IKEv2 without impacting the IKEv2 functionality

· Transport NAS in IKEv2 in 3GPP-specific Vendor ID payload

· No impact on EAP authentication methods
The solution achieves these points by:
· Using Identity Request procedure as indicated in S2-17ABCD for the AMF to handle the registration when the SUPI is required (depending on stage 3 decisions, this made be a Registration Reject with an appropriate cause or a new message)
· Use the N3IWF to transport the EAP messages contained in NAS messages natively in the IKEv2 signalling  

It has to be noted that, though it has been a design objective since the beginning to have full access independence over N2, in reality due to intrinsic differences between a 3GPP access and an untrusted non-3GPP access and potential security risks described in the SA3 LS response, there will be some asymmetric behaviors:
- 
In 3GPP access, a series of NAS messages is exchanged and, until the full authentication is completed and the NAS SMC procedure is completed, there is no access stratum security in place. Only after the SMC complete message is received from the UE, the AN keys are given to the RAN and AS security is established.

-
In untrusted non-3GPP access, security can actually be established at the “access stratum” (which is IPSec on Nwu) before the SMC complete message is received by the UE, thanks to the successful EAP authentication

The UE authentication model proposed for non-3GPP in this paper is very similar to the ePDG model, with EAP exchanged between the UE and the AUSF via the SEAF/AMF..

Moreover, with the solution described below, there are many more similarities between the initial and subsequent registrations over 3GPP and over non-3GPP.

2
Proposal

It is proposed to adopt the following in TS 23.502. 

* * * * First Change * * * *
4.12
Procedures for non-3GPP access
Editor's note:
Including interworking procedures with untrusted non-3GPP access, i.e. the differences south of N2 compared to what is described in other procedures e.g. Registration procedures.

Editor's note:
HO/Mobility procedures between 3GPP AN and non-3GPP and vice versa is to be added.

4.12.1
General

4.12.2
Registration via Untrusted non-3GPP Access

This clause specifies how a UE can register to 5GC network via an untrusted non-3GPP access network. It is based on the registration procedure specified in clause 4.2.2.2.
In registration and subsequent registration procedures via untrusted non-3GPP access, the NAS messages are always exchanged between the UE and the AMF. When possible, the UE can be authenticated by reusing the existing UE security context in AMF.

4.12.2.X
Initial Registration via Untrusted non-3GPP Access
The procedure depicted in figure 4.12.2.x-1 below describes the initial registration procedure, i.e. it assumes the UE is not already registered to 5GC network via either a non-3GPP access or via a 3GPP access in the same PLMN. 
NOTE: it is assumed that, if the AMF determines the need to retrieve the UE identity, the AMF will trigger a mechanism as defined for the 3GPP access to retrieve the UE encrypted SUPI and re-start the registration procedure. 
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Figure 4.12.2.X-1: Initial Registration via untrusted non-3GPP access

1.
The UE connects to an untrusted non-3GPP access network with procedures outside the scope of 3GPP and it is assigned an IP address. Any non-3GPP authentication method can be used, e.g. no authentication (in case of a free WLAN), EAP with pre-shared key, username/password, etc. When the UE decides to attach to 5GC network, the UE discovers the IP address of N3IWF in a 5G PLMN as described in TS 23.501 [2], clause TBD.
2.
The UE proceeds with the establishment of an IPsec SA with the N3IWF by initiating the IKEv2 signalling procedure according to RFC 7296 [3] and RFC 5998 [4]. After step 2 all subsequent IKEv2 messages are encrypted and integrity protected. 

3. 
The UE shall encapsulate in a 3GPP-specific Vendor Id (VID) payload the AN Parameters and the NAS Registration Request message and shall send it in the IKE_AUTH Request with the UE Id. The AN Parameters include the encrypted Permanent User ID (SUPI), and may include the network slice selection assistance information (NSSAI). If the UE is already registered to a PLMN via 3GPP access and the N3IWF selected in step 1 is not located in this PLMN, then the UE shall not include its 5G GUTI. The UE shall include the same encrypted SUPI as in the NAS Registration Request message.

4.
The N3IWF shall select an AMF based on the received registration parameters and local policy, as specified in TS 23.501 [2], clause TBD. 
5.
The N3IWF shall forward the NAS Registration Request message to the AMF over the N2 interface. The NAS Registration Request message is encapsulated in a N2 message that sets up a N2 relationship between the AMF and the N3IWF for this UE and that contains the Access Type (AT), i.e. "untrusted non-3GPP access". 
6.
The AMF shall select an AUSF according to the selection procedure specified in TS 23.501 [2] clause TBD.

7.
The AMF shall request the AUSF to authenticate the UE. The AUSF shall operate as an EAP server and shall choose an EAP method to authenticate the UE, e.g. based on UE subscription information and information included in the NAI of UE. The AUSF may retrieve UE subscription information from UDM.

8.
An EAP-based mutual authentication procedure takes place between the UE and AUSF via the SEAF/AMF. Several EAP request/ response messages may be required between the UE and AUSF depending on the chosen EAP authentication method. 
Between the N3IWF and AMF the EAP messages are carried in a N2 NAS DL/UL transport messages. 
Between the UE and N3IWF the EAP messages are encapsulated within IKEv2 messages. 
Between AMF and AUSF the EAP messages are encapsulated within Auth_Req/Res messages.

9a.
When the EAP-based mutual authentication procedure is successfully completed, the AUSF shall send a response to the AMF including EAP-Success and the SEAF key. 

Editor's note:
It is FFS how and when the AMF gets UE subscription data.

9b.
The AMF shall send a Security Mode Command (SMC) Request, the EAP Success, and the N3IWF keys to the N3IWF. Upon receiving this message, the N3IWF shall create a UE Context which stores UE-specific information such as the UE identity, the associated N2 connection, etc.

9c. The N3IWF shall send an IKE_AUTH Response message to UE. The N3IWF shall include the EAP-Success in the IKE_AUTH Res message. The N3IWF may also send the whole NAS SMC Request message in the 3GPP-specific VID payload. 

Editor’s Note: it is FFS whether the N3IWF should have the option of including the SMC Request in step 9c or wait to send it in step 10a, or always send it in step 9c, or always send it in step 10a. 

9d.
The IPSec SA establishment is completed by exchanging further IKEv2 messages are exchanged according to RFC 7296 [3]. This IPsec SA, referred to as the "signalling IPsec SA", shall further be used to securely transport NAS messages between the UE and N3IWF. 

10a. [Conditional] if the N3IWF did not include the SMC Request in step 9c, the N3IWF shall send to UE the NAS SMC Request received from AMF in step 9b. 

10b-c. The UE responds with a NAS SMC Complete message over the IPSec SA, which shall be forwarded by N3IWF to AMF within an N2 UL NAS Transport message.

11a-b. The AMF shall send a NAS Registration Accept message to N3IWF, within an N2 Initial Context Setup Request, which shall be forwarded to UE via the established signalling IPsec SA. 

11c-d. The UE shall respond with a NAS Registration Complete message which shall be forwarded by N3IWF to AMF within an N2 Initial Context Setup Response.
* * * * Next Change * * * *
4.12.2.Y
Re-Registration via Untrusted non-3GPP Access
The procedure depicted in figure 4.12.2.Y-1 below describes the registration procedure when:

- 
the UE has previously been registered over the non-3GPP access in the PLMN to which the selected N3IWF belongs, or 

-
the UE is already registered to the PLMN to which the selected N3IWF belongs via a3GPP access, and the N3IWF selected in step 1 is located in the same PLMN as the 3GPP access.
The triggering and execution of the Identity Request procedure is the same as in the Registration procedure over the 3GPP access in section 4.2.2.2.1. 
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Figure 4.12.2.Y-1: Re-Registration via untrusted non-3GPP access.

1.
The UE connects to an untrusted non-3GPP access network with procedures outside the scope of 3GPP and it is assigned an IP address. Any non-3GPP authentication method can be used, e.g. no authentication (in case of a free WLAN), EAP with pre-shared key, username/password, etc. When the UE decides to attach to 5GC network, the UE discovers the IP address of N3IWF in a 5G PLMN as described in TS 23.501 [2], clause TBD.
2.
The UE proceeds with the establishment of an IPsec SA with the N3IWF by initiating the IKEv2 signalling procedure according to RFC 7296 [3] and RFC 5998 [4]. After step 2 all subsequent IKEv2 messages are encrypted and integrity protected. 

3. 
The UE shall encapsulate in a 3GPP-specific Vendor Id (VID) payload the AN Parameters and the NAS Registration Request message and shall send it in the IKE_AUTH Request with the UE Id and the AUTH. The AN Parameters include the 5G GUTI, and may include the network slice selection assistance information (NSSAI). If the UE is already registered to a PLMN via 3GPP access and the N3IWF selected in step 1 is not located in this PLMN, then the UE shall not include its 5G GUTI. The UE shall include the same SUPI or 5G GUTI as in the NAS Registration Request message. The UE integrity protects the NAS message with the existing NAS security context.

4.
The N3IWF shall select an AMF based on the received registration parameters and local policy, as specified in TS 23.501 [2], clause TBD. 
5.
The N3IWF shall forward the NAS Registration Request message to the AMF over the N2 interface. The NAS Registration Request message is encapsulated in a N2 message that sets up a N2 relationship between the AMF and the N3IWF for this UE and that contains the Access Type (AT), i.e. "untrusted non-3GPP access". If the UE's 5G GUTI was included in the registration parameters, the AMF may request the UE's SUPI and MM Context from another AMF, as specified in clause 4.2.2.2.
6.
The AMF verifies the NAS Registration message. If the UE's 5G-GUTI was included in the Registration Request and the serving AMF has changed since last registration, the new AMF may send Information Request to old AMF including the complete Registration Request IE to request the UE's SUPI and MM Context. If the SUPI is retrieved from the old AMF, the AMF proceeds with steps 7 to 9. 

7.
[Conditional] The AMF shall send an N2 Initial Context Setup message.

The AMF shall include a Registration Accept message if a new NAS security context is not required, or shall include a Security Mode Command (SMC) Request 

The AMF shall include the N3IWF keys to the N3IWF. 
Upon receiving this message, the N3IWF shall create a UE Context which stores UE-specific information such as the UE identity, the associated N2 connection, etc.

8.  [Conditional] The N3IWF shall send an IKE_AUTH Response message to UE. The N3IWF may send the NAS message received in step 7a in the 3GPP-specific VID payload. 

Editor’s Note: it is FFS whether the N3IWF should have the option of including the NAS message received in step 7 in step 8 or wait to send it in step 10, or always send it in step 8, or always send it in step 10. 

9.
[Conditional] The IPSec SA establishment is completed by exchanging further IKEv2 messages are exchanged according to RFC 7296 [3]. 
10. [Conditional] if the N3IWF did not include in step 8 the NAS message received from the AMF in step 7, the N3IWF shall send to UE the NAS message received from AMF in step 7. 
11-12. If the UE received in steps 8 or 10 an SMC Request, the UE responds with a NAS SMC Complete message over the IPSec SA, which shall be forwarded by N3IWF to AMF within an N2 UL NAS Transport message. Otherwise, steps 11 and 12 are skipped.
13-14. If not sent in message 7, the AMF shall send a NAS Registration Accept message to N3IWF, within an N2 Initial Context Setup Request, which shall be forwarded to UE via the established signalling IPsec SA. 
15-16. The UE shall respond with a NAS Registration Complete message which shall be forwarded by N3IWF to AMF within an N2 Initial Context Setup Response.
17-18. If in step 6 the SUPI is not retrieved from the old AMF, the Identity Request procedure is initiated by AMF. The AMF shall send a NAS Identity Request to the UE. Upon receiving the Identity Request the UE shall restart the registration procedure and provide the encrypted SUPI. 
* * * * End of Changes * * * *
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