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Abstract of the contribution: It discusses the needs of third party subscription management for a slice, above the PLMN specific subscription management. 
1. Introduction
This paper discusses the topic of allowing a third party to perform subscription management of the Users allowed to access a slice it rents from an operator. This third party still trusts the operator with primary authentication and ciphering over the radio interface, as well as with PLMN access authentication.
2. The problem space
With the introduction of Network slicing in the 5G system, a key characteristic is that it is possible to provide an end to end virtual mobile network to a customer of the PLMN, which for convenience we may refer to a third party or tenant.

A single UE may gain access to several slices simultaneously. Some of these may well be dedicated to a third party which “rents” it to provide an enhanced and custom experience.

These third parties may have already their own sizeable subscriber base and continue to serve it over mobile access using their dedicated slice. They may also rent several slices e.g. each with a different SST value but same SD value.
It is possible that some of these third parties would like to continue with the existing subscription management or to own their own subscription management on top of the operator’s. This simplifies the interface between the operator and the tenant for the aspect of slice subscription management in that changes to subscription can be managed by the third party rather than always via the PLMN operator. The PLMN operator can just provide a set of subscribers with a “potential” subscription to the slice that then the third part can verify using its own identities and credentials. In other words the UE and UDM configuration is not affected by the changes in the third party user subscription status.
Example use cases could be:

1)A third party that has run a fixed access network and desires to expand into a MVNO with some specific SLA. All its subscribers will get a SIM card from the Hosting Operator and a default subscription to the slices of this MVNO. The MVNO wants to have three levels of subscription (bronze, silver, gold) and so it gets three SSTs and one SD from the hosting operator. All of these appear as authorized in the hosting operator subscription data, but it is an extra level of authentication what will determine if the access attempt to one of these three slices is successful for a subscriber, based on the subscription level, which is stored in the third-party database. The third party can change the subscription level in its AAA database based on the subscriber interaction and latest preferred contract level, transparently to the hosting PLMN.
2) A car manufacturer enables its customers the potential to enable access to up to three slices it rents from a PLMN: entertainment, telemetry and low latency for safety. By default, all cars can have access to telemetry as the car manufacturer likes to gather data on cars on the road, and may optionally sell a tracking service. Each car has an ID and some credentials. The level of subscription is with the car manufacturer who can upsell services based on a fee… for instance if car has the Wi-Fi hotspot on board service then the entertainment slice is allowed in addition to the telemetry one. For the PLMN all the cars subscribe to all three slices but there is a flag in the UDM that requires extra check for the entertainment and low latency slices.
3) A IoT managed service is sold to third parties that can have the SMS only, or PDUs session on demand, or always on services. The SMS-only and PDU session on demand use a dedicated slice optimised for massive C-plane capacity only, the other slice, for always on data, has optimal support of cheap UPFs and selects the LTE-CAT M1 RAT only. The provider of the managed service leases capacity from these two slices, and resells them to third parties. Each authorized third party is given credentials per UE that are used to access these slices. 
These use cases show that there is a need to enable third party AAA. To be noted: the 5G system already supports this for Data networks, but this paper proposes we need to enable also Slice level authentication and authorization as the check for PDU sessions is not valid for slice access control as 

1) The SM procedures in a slice CANNOT happen until the UE is accepted in the slice: The acceptance in slice is a component of the determination of the allowed NSSAI that is a precondition for the execution of SM procedures in the allowed slices.

2) The selection of AMF is also driven by knowledge of the authorized slice and this happens before SM procedures.
3) The rejection of a PDU session does not imply the UE would be not allowed to remain registered in the slice.
4) Some slices may just be C-plane only (like SMS only) or be based on a mix of C-plane and U-plane services and the u plane service are seldom activated (like just for SW upgraders or transfer of large volumes of data) so the UE may remain in the slice on the C-plane and use all the services it needs (mostly)
This paper DOES NOT propose that we add extra level of security in the network (in terms of encryption) or replace primary authentication and encryption. This paper just aims at enabling the equivalent of a subscription check at AMF, that entails interaction with a third party rather than just look up of subscription data in UDM, in order to allow third party subscription management inside a slice on top of the PLMN operator subscription management.

3. The solution

In detail, the proposal is the following:

If a UE subscribes to a S-NSSAI pointing to a slice that needs third party authentication, this aspect is stored in the UDM as a flag indicating that this step is needed for the S-NSSAI, and also the IP address or FQDN/realm of the AAA server that will perform the authentication may be stored in the UDM (unless this is available at AUSF provisioned with per S-NSSAI routing rules or the realm of the AAA server can be derived from the SD or SD+SST field.). 

When a UE performs a registration request where the S-NSSAI belonging to the third party Network Slice is requested, then the AMF executes on top of any required PLMN specific authentication and authorization step, an authentication and Authorization step that is run with the UE and involves the AAA server of the third party. 
Alternately. If the User Id in the third party can be defined as a NAI ( see RFC 4282 https://tools.ietf.org/html/rfc4282 ), i.e. the user ID is in the form user@domain, the IP Address is not needed in UDM and the correct AAA of the third party server is derived at AUSF by resolving the domain part of the NAI.
The UE is ready to execute these authentication procedures as it is configured for the S-NSSAI related to the third party slice with the necessary credentials and algorithms necessary to authenticate itself with the AAA server of the third party. It should be noted that the assumed transport protocol is EAP and so this poses no extra requirement on the  N1 (between AMF and UE) and N12 (between AMF and AUSF) signalling as this is already used for 3GPP and non 3GPP access authentication, so this extra step is just reusing the existing authentication procedures transport.
The proposal is summarized by the following figure:
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Figure 1: Registration with third party Authentication and Authorisation (high level concept)
It shall be observed that step 4 is conditional to the S-NSSAI subscription data, checked at step 3, including a flag that indicated third party authentication is needed. If this is needed this step is executed. Once it is executed, status can be kept in the AMF so extra authentication is not repeated at subsequent registrations until a reauthentication by the third party is required. This can be triggered based on policies or explicit challenges that come from the third party and the AUSF routes to the current AMF. The third party keeps a coupling between an ID of the UE belonging to the operator (e.g. MSISDN or External Id) and the user id of the user.

Once step 4 is executed successfully, SM procedures can complete in the slice for the UE. Note that a UE may gain access to a slice and not trigger any PDU session establishment (e.g. SMS only device) or require a PDU session only after SMS trigger. Clearly AMF based authentication enables these models for third parties, which a SMF based model cannot enable.

Also, a third party may require no additional DN authentication after slice based authentication is achieved at AMF. This enables models where multiple DNs can share a single slice level subscription. Also this enables a model where the third party may have different credential provisioned with a different User ID for certain DN access, separately from Slice level user ID and credentials. 

So, in a nutshell, the degree of coupling between slice level and DN level authentication can be a matter of policy and ownership of the DN vs ownership of the Network Slice.
The following message flow provides the detailed procedure description:
This procedure in Figure 1 illustrates the execution of the steps of per slice authentication and authorization by a third party for a UE. In the event the allowed NSSAI needs to be computed and potential new AMF determined by a NSSF, then these authentication and authorization steps are executed upfront so that the NSSF receives from the AMF only the authorized by third party and subscribed-to slices.
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Figure 2: Registration with third party Authentication and Authorisation
1. The UE requests a certain NSSAI.

1a. Conditional: the AMF retrieves the UE context from the Old AMF 

2. Conditional: PLMN level security procedures are executed for the UE (if the UE has not been previously authenticated or reauthentication is required)

2a. Conditional: the AMF retrieve the UE subscription data from UDM (Editor’s Note: can this be part of step 2 instead?)

3. The AMF check the UE subscription data or the UE context it may have received from an old AMF as in steps 4 and 5 in clause 4.2.2.2.2. If certain S-NSSAIs require extra level of Authorization and Authentication to be executed by a third party (i.e. there is no Authorization status from third party yet or it needs to be refreshed based on policy) steps 4 are executed for each such S-NSSAI. All steps 4 are conditional to the existence of at least one S-NSSAI which requires an extra level of Authentication and Authorizations from a third-party AAA server.

4a. The AMF requests the UE User ID for the S-NSSAI. The NAS message includes the S-NSSAI value so the right Network Slice authentication is executed and so the related User ID and credentials are used.

4b. The UE provides the User ID for the S-NSSAI alongside the S-NSSAI

4c-4d. The AMF contacts the AAA server via AUSF. It includes optionally a MSISDN or an external ID for binding of Network Slice User ID to the PLMN UE ID. The AAA server may trust the PLMN level ID if it had a previous mapping to the user ID and go directly to step k.

4e-4j. The UE EAP based authentication happens. The number of steps is indicative, more may occur.

4k-4m. The EAP authentication completes successfully. Optionally, in steps 4k and 4l the AAA server and the AUSF convey to the AMF a list of S-NSSAI the successful authentication applies to, so the AMF does not execute multiple authentications towards the same AAA server for the same user ID for different S-NSSAIs (e.g. for a set of S-NSSAIs that share the same SD information).

5. If the AMF decides it needs to invoke the NSSF for selection of another AMF selected as per clause 4.2.2.2.3, it happens at this point

6. conditional: if the AMF has changed (i.e. the routing information in the 5G GUTI has changed), the AMF updates the UDM with the current UE location.

7. The registration accept is sent to the UE including the Allowed NSSAI. Note well: if a new AMF is selected as per clause 4.2.2.2.3, then the new AMF returns the registration accept.

4. Conclusion
It is proposed that the following text is added to TS 23.501.A companion P-CR adds text to TS 23.502.
--------------------------------------- START of CHANGES-------------------------------
5.15.3
Subscription aspects
One or more of the Subscribed S-NSSAIs can be marked as default S-NSSAI. At most eight S-NSSAIs can be marked as default S-NSSAI. However, the UE may subscribe to more than eight S-NSSAIs. If an S-NSSAI is marked as default, then the network is expected to serve the UE with the related Network Slice only when the UE does not send any S-NSSAI to the network in a Registration request.

Editor's note: Whether the network includes the default S-NSSAI(s) from the Subscribed S-NSSAIs for determining the Allowed NSSAI also when the UE sends the Requested NSSAI is FFS.

Editor's note:
The following is FFS:

-
The UE subscription data may contain a default DNN value for a given S-NSSAI.

The NSSAI the UE provides in the Registration Request is verified against the user's subscription data and, if applicable to a S-NSSAI, by using a third-party Authentication and Authorization step, as per clause 5.15.x.

--------------------------------------- more CHANGES-------------------------------
5.15.x
Additional Network Slice Authentication and Authorization by third parties

A Network Slice identified by a certain S-NSSAI may be subject to additional authentication and authorization by a third party. The need of additional third party authentication and authorization is identified by means of subscription data associated to the S-NSSAI. The AMF performs such additional Authentication and Authorization with a third-party AAA server via the AUSF during a Registration procedure. If any S-NSSAI authorization by a third party fails, this is not passed to the NSSF as subscribed S-NSSAI. Also, this is marked in the UE context for the UE as non-authorized so subsequent requests of same S-NSSAI are not considered. The UE also gets notification of EAP failure and will receive an indication in the Registration Accept (or Reject, if no other valid S-NSSAI was accepted as part of allowed NSSAI) that the S-NSSAI was rejected due to third party authorization failure.
The UE context in the AMF retains the third-party authorization status and is transferred at change of AMF. The AMF needs not to reauthenticate at every registration procedure if the S-NSSAI has already been authorized by the third party. Any Re-authentication is subject to local policy. The AAA server of a third party may request the UDM to clear the authentication status in the AMF UE context of the UE for the S-NSSAI(s) it serves for the UE, so reauthentication is triggered.

The third-party AAA server, as part of the authentication and authorization procedure, will obtain an MSISDN or External ID of the UE being used. The AAA server of the third party, if it has a mapping between the Network Slice third party User ID and the UE MSISDN or External ID, if it trusts the AUSF PLMN operator, it may decide to skip the authentication steps in subsequent interactions. The AMF provides the AUSF with both the UE MSISDN/External ID and the Network Slice third party UE User ID at the start of the EAP interaction from user authentication and authorization.

--------------------------------------- end of CHANGES-------------------------------
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