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Discussion
EAP layers independence
In S2-174885, attached as a candidate solution in the received LS S2-174887 from SA2, the EAP Success of the intermediate EAP layer (called EAP-5G) is sent in step 9. It is assumed that the EAP-5G layer in the UE would create an EAP-Success for the upper EAP layer (the one used for authentication) and send it via the NAS layer. That would make the upper-EAP layer dependent on the EAP-5G layer. And this is not in line with the EAP  RFC 3748, which states in clause 2.1:
"Multiple authentication methods within an EAP conversation are not supported due to their vulnerability to man-in-the-middle attacks (see Section 7.4) and incompatibility with existing implementations."

In reality, the principle of the proposed solution is that the two EAP layers in the solution are completely separated: they should not know each other. The upper EAP is conveyed over NAS and not directly over EAP-5G. There is no reason to make them aware of each other. Hence there should be two separate EAP-Success: 
· One EAP Success at upper EAP layer, conveyed over NAS;

· One EAP Success at EAP-5G layer, conveyed over IKE.
With this change, the solution becomes in line with RFC 3748, as it is stated in same clause 2.1:
"As described in Section 2.1, only a single EAP authentication method is allowed within an EAP conversation. Where a single EAP authentication method is utilized, but other methods are run within it (a "tunneled" method), the prohibition against multiple authentication methods does not apply.  Such "tunneled" methods appear as a single authentication method to EAP. Backward compatibility can be provided, since a peer not supporting a "tunneled" method can reply to the initial EAP-Request with a Nak (legacy or expanded).  To address security vulnerabilities,"tunneled" methods MUST support protection against man-in-the-middle attacks."
The modification consists in replacing the step 9 by steps 9a, 9b and 9c as shown in the figure below.
When to send SM Command and SM Complete?

In 3GPP access, the AS security and the NAS security are independent processes and can be performed independently from each other. 

· AS security is related to the security of the RRC messages and of the User Plane between the UE and the AN node (eNB or N3IWF). 

· NAS security ensures the security (integrity protection and ciphering) of the NAS messages exchanged between the UE and the AMF/SMF, and there is no need of AS security to guarantee integrity protection and ciphering of NAS messages. NAS Security is effective as soon as the SM Command has been received by the UE. AMF is aware that NAS security is effective when it receives SM Complete. 
· Hence, NAS messages (and in particular SM Command and SM Complete) can be exchanged before IPsec tunnel is established. It is just required that the N3IWF waits for the IPsec tunnel to be established before relaying the NAS messages from the AMF to the UE. 

· This is in line with the equivalent procedure in 3GPP access: when looking at TS 23.401 clause 5.3.2 (Attach procedure), the NAS security procedure is performed at step 5a, and the S1-AP Initial Context Setup Request message which includes the AS security context information for the UE is sent to the eNB only at step 17. In between there can be IMEI check and Ciphering Options NAS related procedures.
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Proposal

Based on the conclusion of discussion papers S2-175494 (Issues with Null Authentication method for 5G Registration via Untrusted Non-3GPP Access) and S2-175495 (Issues with SA3 solution 1.49 of TR 33.899), it is proposed to agree on the following changes to TS 23.502.
* * * First Change * * * 

4.12
Procedures for non-3GPP access
Editor's note: Including interworking procedures with untrusted non-3GPP access, i.e. the differences south of N2 compared to what is described in other procedures e.g. Registration procedures.

Editor's note: HO/Mobility procedures between 3GPP AN and non-3GPP and vice versa is to be added.

4.12.1
General
4.12.2
Registration via Untrusted non-3GPP Access

This clause specifies how a UE can register to 5GC network via an untrusted non-3GPP access network. It is based on the registration procedure specified in clause 4.2.2.2.2 and it uses a vendor-specific EAP method called "EAP-5G". The EAP-5G packets utilize the "Expanded" type and the existing 3GPP Vendor-Id registered with IANA under the SMI Private Enterprise Code registry. EAP-5G is an EAP method that relies on 5G security, as defined in TS 33.501, for authentication and master session key (MSK) establishment. EAP-5G requests and responses are able to carry NAS messages, in particular those defined for the registration procedure in TS 23.501, in their payload between UE and EAP server. The EAP server responsible for handling EAP-5G is co-located with the N3IWF for untrusted non-3GPP access. (It is not to be confused with an EAP server on the AUSF in the home network.)

NOTE: Different runs of the 5G registration procedure embedded in EAP-5G can have different numbers of messages, depending on various security decision points during overall the 5G registration procedure, namely

· whether a 5G security context is available in the AMF;

· whether the authentication policy in the AMF/SEAF requires a full authentication with the home network; 

· which authentication method is selected by the AUSF when a full authentication with the home network is required.
In registration and subsequent registration procedures via untrusted non-3GPP access, the NAS messages are always exchanged, and protected end-to-end, between the UE and the AMF. 
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Figure 4.12.2-1: Registration via untrusted non-3GPP access

1.
The UE connects to an untrusted non-3GPP access network with procedures outside the scope of 3GPP and it is assigned an IP address. Any non-3GPP authentication method can be used, e.g. no authentication (in case of a free WLAN), EAP with pre-shared key, username/password, etc. When the UE decides to attach to 5GC network, the UE discovers the IP address of N3IWF in a 5G PLMN as described in TS 23.501 [2], clause 6.3.6.
2.
The UE proceeds with the establishment of an IPsec SA with the N3IWF by initiating the IKEv2 signalling procedure according to RFC 7296 [3]. After step 2 all subsequent IKEv2 messages are encrypted and integrity protected by using the established IKE SA.
3.
The UE shall send IKE_AUTH request as defined in RFC 7296[3] without including an AUTH parameter. The missing AUTH parameter informs the IKEv2 responder that an EAP method is to be used for initiator authentication. The N3IWF shall send an EAP 5G-Start message to inform the UE that it should start an EAP-5G procedure. The UE shall respond with an EAP 5G-NAS message which contains the Access Network parameters (AN-Params) defined in clause 4.2.2.2.2 and a NAS Registration Request message. The AN-Params include information (e.g. SUPI or the Temporary User ID, the Selected Network and NSSAI) that is used by the N3IWF for selecting an AMF in the 5G core network.

NOTE 1: 
The N3IWF does not send an EAP-Identity request because the UE includes its identity in the first IKE_AUTH. This is in line with RFC7296 (see clause 3.16).
Editor’s Note: It is FFS how to populate the IDi field.
4.
The N3IWF shall select an AMF based on the received AN-Params and local policy, as specified in TS 23.501 [2], clause 6.5.3.
5.
The N3IWF shall forward the NAS Registration Request received from the UE to the selected AMF.

6.
The selected AMF may decide to request the UE’s permanent identity by sending a NAS Identity Request message to UE. This message and all other NAS messages are sent to UE encapsulated within EAP 5G-NAS. The permanent identity provided by the UE shall be protected as specified in TS 33.501, clause 8.
7.
The AMF may decide to authenticate the UE. In this case, an EAP-AKA' authentication shall take place between the UE and AUSF, as defined in TS 33.501, clause 6.1. The EAP-AKA' messages are encapsulated within NAS authentication messages and the NAS authentication messages are encapsulated within EAP 5G-NAS packets. After the successful authentication, the AUSF shall send the anchor key (K_SEAF) to AMF/SEAF which is used by AMF/SEAF to derive NAS security keys and a security key for N3IWF (K_N3IWF). The UE also derives the anchor key (K_SEAF) and from that it derives the NAS security keys and the security key for N3IWF (K_N3IWF). The security key for N3IWF is used by UE and N3IWF for establishing the IPsec Security Association (in step 10).
NOTE 2:
Only EAP-AKA' is supported for the authentication of UE via non-3GPP access, as specified in TS 33.501, clause TBD.
8.
After successful authentication, the AMF shall send a Security Mode Command (SMC) request to UE in order to activate NAS security. This request is first sent to N3IWF together with the K_N3IWF key.
9.
Before the N3IWF sends the SM Command to UE, it completes the EAP procedure by sending an EAP-Success message to UE for the upper EAP layer, encapsulating it into an IKE_AUTH_RES (EAP-5g-Req/ NAS SM Command). The UE notifies the upper EAP layer and applies NAS security protection per SM Command instructions and responds to the EAP-5g-Req by sending an IKE_AUTH_REQ (EAP-5g-Res/5G-Stop/NAS SM Complete) to the N3IWF, that, based on 5G-Stop instruction, terminates the sequence by sending an EAP Success for the EAP-5g layer, using IKE_AUTH_RES.
10.
The IPsec SA is established between the UE and N3IWF by using the common K_N3IWF key that was created in the UE and was received by N3IWF in step 8. This IPsec SA is referred to as the "signalling IPsec SA". After the establishment of the signaling IPsec SA all NAS messages between the UE and N3IWF are exchanged via this SA and the EAP-5G is not used anymore. The signalling IPsec SA shall be configured to operate in transport mode. 
Editor’s Note: It is FFS if GRE or another protocol is needed for the encapsulation of NAS messages.
11.
All subsequent NAS messages (as specified in clause 4.2.2.2.2) are exchanged between the UE and AMF via the established signaling IPsec SA.
* * * End of Changes * * * 
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