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Abstract of the contribution: This paper discusses the interim agreement of SA3 taken in their meeting#88 to base their Rel-15 normative work on solution 1.49 in the TR 33.899. 
Discussion
General

SA3 responded to the SA2 LS on 5G Registration via Untrusted Non-3GPP Access (S2-174887) in S3-172091 and took an interim agreement: "SA3 had an interim agreement to base their Rel-15 normative work on solution 1.49 in the TR 33.899 (i.e. solution based on vendor ID) and would like to ask SA2 whether this is still under consideration and, if not, what would be the issues that led SA2 not to consider it further."
Solution 1.49 is based on the UE sending NAS Registration Request message, SUPI/Temp-ID and NSSAI using IKEv2 Vendor ID payload. 
In the case of re-registration when the UE sends a Temp-ID (same PLMN for AMF and N3IWF), the AUTH parameter is included because no EAP is requested by the UE. But when AUTH payload is included, it is not possible to have multiple IKE exchanges per RFC 7296. This has impacts to the two following use cases:

Use Case 1: UE initiates a re-registration with AUTH in IKE_AUTH Req message; Temp-ID related security context exists in the AMF, but the AMF does not retrieve the UE context or does not achieve successful authentication within the AMF. 
In that case, the AMF needs to send a NAS IDENTITY Request to the UE to get its SUPI, but as IKE has included AUTH, multiple exchanges are not allowed. So, the only solution is to terminate the IKE session and the UE will have to start a new IKE session with no AUTH. We agree that it is a rare case, but the problem is that it implies a new NAS procedures principle with a Registration Reject (new cause) to the UE in the middle of it. This is completely different from the registration procedure in the 3GPP access: in the 3GPP access, the NAS IDENTITY Req/Resp exchange can be done embedded in the registration process:
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Figure 1: Re-registration in 3GPP access vs in non-3GPP access with IKE (Vendor ID) approach
It is not acceptable to have different behaviors for 3GPP and non-3GPP access. Keeping 3gpp access procedures and n3gpp access procedures similar is also part of the interim agreement in clause E.1.19.1.2 of TR 33.899. 
As already discussed at previous SA2 meeting, aligning 3GPP access behaviour to the non-3GPP IKE (Vendor ID) approach for non-3GPP access should be studied with care because it may have a lot of impacts if the NAS procedure Identity Request/Response (commonly used procedure) is not used anymore as embedded within a NAS procedure. This would also imply to define additional NAS cause values for each NAS procedure that may request the UE for additional information such as its identity, UE capabilities, etc.
Use Case 2: UE initiates a re-registration with AUTH in IKE_AUTH Req message; Temp-ID related security context exists in the AMF, but the AMF decides to authenticate the UE. This may be a frequent use case.
The AMF already has the IMSI and sends a request to authenticate the UE to AUSF. Then AUSF starts the EAP procedure over an IKE session that was started with AUTH i.e. w/o multiple exchanges. The question is then: is it possible to change from non-EAP/IKE (AUTH) to EAP/IKE (no AUTH) in the same IKE session?
This is not crystal clear in RFC 7296. If RFC 7296 does not allow to change from non-EAP to EAP in the same IKE session, the Vendor ID solution would require rejecting the NAS registration procedure with a specific cause value (as for use case 1) because only the initiator can initiate a new IKE session. 
As it is not a rare case, two IKE sessions would be too expensive with regards to computing resources (Diffie-Helmann with 5G constraints requires significant computing resources).
Proposal

It is proposed to reply to the SA3 LS S3-172091 with the above explanations why solution 1.49 of TR 33.899 is not considered anymore by SA2. 
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