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1. Discussion
This document presents a small summary and comparison of the 3 alternative solutions for 5G registration via untrusted non-3GPP access.
	
	(1)

Null Authentication

(as per S2-175674)
	(2)

NAS over IKE

(as per S2-175703)
	(3)

EAP-based
(as per S2-175687)

	Solution Principles


	An “unauthenticated” IPsec SA is first established between the UE and N3WIF. 
NAS message are exchanged (a) between the UE and N3IWF over the “unauthenticated” IPsec SA and (b) between N3IWF and AMF over N2AP. 

After the UE is authenticated, an “authenticated” IPsec SA is also established between the UE and N3IWF which is used to transfer additional NAS messages.
Finally, the “unauthenticated” IPsec SA is deleted.
	NAS messages are directly encapsulated within a vendor-specific payload in IKEv2.
NAS messages are exchanged (a) between UE and N3IWF over IKEv2 and (b) between N3IWF and AMF over N2AP.

After the UE is authenticated, an IPsec SA is established which is further used to securely transfer additional NAS messages.
	A new EAP method (called EAP-5G) is used in the UE and N3IWF. This method is used to encapsulate NAS messages between the UE and N3IWF (it is not used for authentication).
NAS messages are exchanged (a) between UE and N3IWF over EAP/IKEv2 and (b) between N3IWF and AMF over N2AP.

After the UE is authenticated, an IPsec SA is established which is further used to securely transfer additional NAS messages.

	Identified concerns
	Must support 2 IKE SAs and 2 IPsec SAs simultaneously when the UE performs registration. The 2 IPsec SAs must be associated to different Traffic Selectors.
Requires an additional Diffie-Hellman exchange which can be computationally costly. 
Needs special functionality in the N3IWF to ensure that the “unauthenticated” IPsec SA is not used after the UE is authenticated.
	In some scenarios, the establishment of an IPsec SA must fail and another IPsec SA must be requested by the UE.
In other scenarios, the EAP-AKA' authentication is executed across two different IKE AUTH exchanges, when RFC 7296 assumes that the EAP authentication is executed inside a single IKE AUTH exchange.

Requires changes to the existing registration procedure, e.g. requires changes to the Identity Request/Response procedure, requires EAP-AKA packets to be transferred directly N2AP, needs changes to AMF in order to indicate to AUSF that a UE must be authenticated (despite the AUSF having an anchor key that could be used to avoid re-authentication), etc.
Does not align very well with the existing registration procedure over 3GPP access for the above reasons.
	A new EAP method should be specified for the encapsulation of NAS messages.

Requires double encapsulation: NAS messages are encapsulated into EAP packets which are then encapsulated into IKEv2. Also, EAP-AKA packets are encapsulated into EAP-5G packets when authentication takes place. 

	Impacts IKE?
	Yes

New Vendor-Specify payload(s) needed.

Also, IKE Null authentication should be supported.
	Yes

New Vendor-Specify payload(s) needed. 

Also, new IKE error values must be defined for rejecting an IKE AUTH exchange and triggering the UE to start another IKE AUTH exchange.
	No

	Does it require multiple simultaneous IKE SAs and IPsec SAs?
	Yes

During registration, the UE and N3IWF must support 2 IKE SAs and 2 IPsec SAs for some time.
	No
	No

	Does it require the rejection of IKE AUTH and re-establishment of another IKE_AUTH?
	No
	Yes 
In re-authentication scenarios when the AMF decides to authenticate the UE, or when the AMF decides to request the encrypted SUPI of the UE.
	No

	Requires a new protocol between UE and N3IWF?
	No
	No
	Yes; requires the new EAP-5G method.

	Can be reused for registration over "trusted" non-3GPP access?
	No
	No 
	Yes

	Supports EAP-AKA' authentication?
	Yes

EAP-AKA packets are encapsulated into NAS Authentication Request/Response messages (as per SA3 agreement; see TS 23.501 clause 6.1.3.1).
	Yes

EAP-AKA packets are encapsulated directly into IKEv2 messages and into N2AP messages.
	Yes

EAP-AKA packets are encapsulated into NAS Authentication Request/Response messages (as per SA3 agreement; see TS 23.501 clause 6.1.3.1) and then into EAP-5G packets.

	Is it aligned with the current registration over 3GPP access?
	Yes
	Partially

(see Identified Concerns)
	Yes

	N3IWF impact
	Must support new Vendor-Specific IKE payload(s).

Must support Null Authentication for IKEv2 (as per RFC 7619).

Must support 2 IKE SAs and 2 IPsec SAs simultaneously for some time during registration.

Must execute an additional Diffie-Hellman exchange.

After it receives the N3IWF key from AMF, must block NAS messages from being transferred via the “unauthenticated” IPsec SA.
	Must support new Vendor-Specific IKE payload(s).

Must support new cause values which will be used when rejecting an IPsec SA.
	Must support the new EAP-5G method.

	UE impact
	Must support new Vendor-Specific IKE payload(s).

Must support Null Authentication for IKEv2 (as per RFC 7619).

Must support 2 IKE SAs and 2 IPsec SAs simultaneously for some time during registration.

Must execute an additional Diffie-Hellman exchange.

Must implement of sort of “adaptation layer” between the NAS layer and the IKEv2 layer.
	Must support new Vendor-Specific IKE payload(s).

Must support new cause values which will be used when rejecting an IPsec SA.

When an IPsec SA is rejected, it must decide how to establish the next IPsec SA (with or without AUTH payload).

May need modifications to the Identity Request procedure.
	Must support the new EAP-5G method.



	AMF Behaviour
	Same as in registration over 3GPP access.
	May need modifications to the Identity Request procedure.
Needs to encapsulate EAP-AKA packets in N2AP.

Needs to indicate to AUSF that a UE must be authenticated (despite the AUSF having an anchor key that could be used to avoid re-authentication)
	Same as in registration over 3GPP access.

	N2 signalling
	Same as in registration over 3GPP access.
	During EAP-AKA authentication, N2AP messages carry EAP packets (not NAS Auth Request/Response).
	Same as in registration over 3GPP access.
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