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Abstract of the contribution: This paper proposes updates to 3GPP TS 23.502 to add procedures for registration and service request for untrusted non-3GPP access using IKE NULL method for NAS transport as discussed in S2-175673.
1. Introduction

This proposal assumes IKE NULL authentication method is used and that all NAS messages for untrusted access non-3GPP is sent in an IPsec SA. Please see S2-175674 for an analysis of different solutions for NAS transport and motivation for the proposal in this paper.
2. Proposal

The following changes are proposed to be applied to TS 23.501.

**** First Change ****
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**** Second Change ****
4.12.2
Registration via Untrusted non-3GPP Access

This clause specifies how a UE can register to 5GC network via an untrusted non-3GPP access network. It is based on the registration procedure specified in clause 4.2.2.2.
In registration and subsequent registration procedures via untrusted non-3GPP access, the NAS messages are always exchanged between the UE and the AMF. When possible, the UE can be authenticated by reusing the existing UE security context in AMF.
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Figure 4.12.2-1: Registration procedure for untrusted non-3GPP access

1.
The UE connects to an untrusted non-3GPP access network and it is allocated a local IP address with procedures outside the scope of 3GPP. Any non-3GPP authentication method can be used, e.g. no authentication, WPA with pre-shared key, username/password, etc. When the UE decides to attach to 5GC network, the UE discovers the IP address of N3IWF in a 5G PLMN as described in TS 23.501 [2], clause 6.3.6.
2.
The UE proceeds with the establishment of an IKE SA with the N3IWF by initiating the IKEv2 initial exchange procedure according to RFC 7296 [3]. After step 2 all subsequent IKEv2 messages are encrypted and integrity protected. 
3.
The UE is using NULL authentication as described in RFC 7619 [X] and provides a user identity which is used by N3IWF to do AMF selection. If the UE is already registered to a PLMN via 3GPP access and the N3IWF selected in step 1 is not located in this PLMN, then the UE shall not include its UE Temporary ID. In step 3b, the N3IWF provide its identity and use NULL authentication [X]. The UE shall encapsulate in a 3GPP-specific Vendor Id (VID) payload the AN Parameters (e.g. slice information). This completes the IKE SA and the unauthenticated signalling IPsec SA. This IPsec SA, referred to as the "signalling IPsec SA", shall further be used to transport NAS messages between the UE and N3IWF. The NAS messages are encapsulated in GRE over IPsec. The signalling IPsec SA shall be configured to operate in transport mode. The SPI value is used to determine if an IPsec packet carries a NAS message or not.

4.
Follows step 1-9 of 4.2.2.2.2-1 where the R(AN) node is the N3IWF.
5.
The UE proceeds with the establishment of a second IKE SA with the N3IWF by initiating the IKEv2 initial exchange procedure according to RFC 7296 [3].
6.
The UE initiates an IKE_AUTH exchange with the N3IWF. The IKE_AUTH exchange is including an AUTH payload derived from the N3IWF security keys. This completes the authentication of the IKE SA between the UE and N3IWF and a fully authenticated IPsec SA is setup.
7.
The UE deletes the IKE SA established in step 3. This implicitly deletes the associated IPsec SA as well.
8
Follows step 10-22 of 4.2.2.2.2-1 where the R(AN) node is the N3IWF. All NAS messages are encapsulated in GRE over IPsec and transmitted via the fully authenticated IPsec SA.
For subsequent registration procedure when the UE is already registered to a PLMN via 3GPP access or via non-3GPP access in the same PLMN, and the N3IWF selected in step 1 is located in the same PLMN, the same procedure as described above is completed but a temporary identity is used in step 4 resulting that the correct AMF where the UE is registered is selected. The UE is using the security context from the previous registration, which allows the AMF to not initiate a full authentication for the UE.
**** End of Changes ****
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