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Abstract of the contribution: In this contribution, an analysis and recommendation is provided for different proposed NAS transport mechanisms for the untrusted non-3GPP access solution. Furthermore, based on the recommendation, 23.501 is proposed to be updated accordingly.  

Background

In the meeting SA2 #122 several solutions were discussed on how to transport NAS messages between UE and N3IWF during the authentication phase (S2-174886, S2-174885 and S2-174464) and an LS was sent to SA3 to ask for security considerations on the IKE NULL (S2-174886) and EAP-5G (S2-174885) proposals. The native IKE solution (S2-174464) was not included in the LS. In the answer (S3-172091) no security differences between the proposed solutions were identified and now the question is back to SA2 for continued discussion. 
In this paper, a discussion is provided together with a recommendation and a proposed updated of 23.501 to reflect the chosen solution.
Discussion

Since no security differences were identified in SA3 with any of the proposed solutions it is left out of this discussion. 

Solution 1: IKE NULL authentication

IKE NULL authentication method is described in S2-174886 and proposal is updated in contribution S2-175674 to make it compliant with IKE RFC 7296 and RFC 7619. To achieve this a new initial IKE exchange is added when UE is authenticated via NAS in the first unauthenticated IPsec SA.
Pros 

Single transport mechanism of NAS messages both during and after the authentication phase. The transport of NAS will always be on the signaling IPsec SA according to the protocol stack in Figure 8.2.4-2 “Control Plane for NAS when CP IPsec SA is established”. Having a single method to carry NAS simplifies UE and N3IWF implementation. 

General mechanism of transporting NAS between UE and N3IWF during authentication phase which supports arbitrary rounds of NAS messages. This will make it possible to add/remove NAS messages in the registration and service request procedures if required in the future.

Number of IKE authentication requests and responses are less in this solution compared both with EAP-5G and native IKE methods. For the NULL authentication mechanism, exactly two rounds are always required. For EAP-5G method at least three rounds are required (when AMF can authenticate the UE immediately using temporary identity and existing security context) but the number of IKE round trips increase with the number of NAS messages required. Native IKE will typically require three rounds.

Compliant to IKE RFC 7296 and RFC 7619
Cons
Solution requires the UE and N3IWF to setup two IPsec SAs; first the unauthenticated SA and then the fully authenticated SA. In practice this means one additional round of IKE_SA_INIT and one round of IKE informational for deleting the old SA. 
Solution 2: EAP-5G

As described in S2-174885.
Pros

Solution could be possible to be re-use for trusted (and possibly also for fixed) non-3GPP access since the EAP-5G method can be transported over EAPoL as well. It is noted however for trusted/fixed access that after the authentication phase there must anyway be another transport mechanism for NAS since EAP can’t be used after authentication is done. Also for trusted/fixed access, it would be beneficial to only have one transport mechanism for NAS messages during and after authentication.

General mechanism of transporting NAS between UE and N3IWF during authentication phase which supports arbitrary rounds of NAS messages. 

Compliant to IKE RFC 7296 

Cons
Multiple transport mechanisms of NAS messages since NAS is transported in IKE/EAP-5G during authentication and in IPsec SA after authentication. This means complexity and double implementations and will increase the cost to implement the feature.
Multiple EAP sessions and double EAP layer causing complexity; one between UE and N3IWF and another between UE and AUSF.
IETF may have to be involved.
Solution 3: Native IKE

As described in S2-174464 which was withdrawn in SA2 122. Also described in solution 1.49 in TR 33.899.
Pros:

Good performance in normal case for total number of messages required and latency of the registration and re-registration procedure. 

Re-uses native EAP support in IKE, similar to how it is done with ePDG in EPC.

Cons

Multiple transport mechanisms of NAS messages since NAS is transported in IKE VID during authentication and in IPsec SA after authentication. This means complexity and double implementations and will increase the cost to implement the feature. 

Not a general mechanism of transporting NAS between UE and N3IWF during authentication phase which supports arbitrary rounds of NAS messages. Already now it is not clear how to handle identity requests.

IKE may need to be extended with new error codes to handle some rare cases to request the permanent user identity or decide to fall back to full authentication.

Since EAP is sent natively over IKE, either the N3IWF would need to encapsulate/decapsulate EAP in NAS over N2 in order to provide a similar EAP transport over NAS over N2 as for 3GPP access, or the EAP message would be sent “standalone” on N2 without NAS encapsulation. In the first case, the N3IWF need create NAS messages on behalf of the UE, something CT1 has requested SA2 not to do. In the latter case, there will be impact on AMF to handle a different EAP authentication in non-3GPP (EAP/N2) compared to 3GPP access (EAP/NAS/N2). 

Conclusion

We conclude that all solutions have their merits and drawbacks. The null authentication method main benefit is the simplicity of the solution since only a single transport mechanism for NAS messages are needed. The EAP-5G method main benefit is the potential benefit for providing also a (partial) solution for trusted access. The native IKE method main benefit is performance in normal case and re-use of native EAP over IKE.

We think the performance advantages of the native method is not substantial compared to the other mechanisms and due to the time constraints of 5GC phase 1 we think a simple and straightforward solution is more important than providing a (potential) solution for trusted access. 

Furthermore, we would like to highlight that solutions for trusted access has not yet been investigated in 3GPP for 5GC so it is impossible to know now what is the optimal solution for trusted. The EAP-5G solution would anyway be partial. A single transport solution for NAS on trusted access should be investigated. 

Consequently, we recommend SA2 to adopt the IKE NULL authentication method.

Proposal
The following changes are proposed to be applied to TS 23.501.

**** First Change ****

8.2.4
Control Plane for untrusted non 3GPP Access
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Legend:

-
N2 Application Protocol (N2-AP): Application Layer Protocol between the N3IWF and the AMF.
-
IPsec transport mode and GRE is used to encapsulate NAS payload between UE and N3IWF.

Figure 8.2.4-1: Control Plane for NAS 
Editor's note:
It is FFS whether GRE encapsulation of NAS is needed or not.
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Legend:

-
N2 Application Protocol (N2-AP): Application Layer Protocol between the N3IWF and the AMF.
-
IKEv2 is used to establish the Child SA between UE and N3IWF for each PDU session.
Figure 8.2.4-2: Control Plane for user plane establishment via N3IWF

Editor's note:
The name of N2-AP and the protocol stack for N2 should be confirmed with RAN WG3.

Editor's note:
The name of N12-AP and the protocol stack for N12 is FFS.
**** End of Changes ****
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