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1. Overall Description:

SA3 considered the LS S2-172523, to provide feedback on the security implications of  two approaches for untrusted non-3gpp access, when a UE perform the (re)registration when a valid UE security context exists in the serving AMF:
“(1)
The UE sends an IKE_AUTH request to N3IWF that includes a NAS message (e.g. a Registration Request), and integrity protects the NAS message if the security context exists. The N3IWF receives the NAS message and forwards it to the AMF via the N2 interface. If the AMF accepts the NAS message, it provides to N3IWF the keying material necessary to establish the IPSec SA with the UE.

(2)
The UE establishes an IPSec tunnel before sending any NAS signaling to the AMF. The UE sends an IKE_AUTH request to N3IWF without including a NAS message, and an IPsec SA is established between the UE and N3IWF, with the possible involvement of the serving AMF, by using the stored security context established during a previous registration. The NAS message (e.g. a Registration Request) is then sent by the UE to AMF within this IPsec SA. “
SA3 provides the following feedback for option 1 and 2.
Option 1): This behaviour is similar to the UE registration via 3GPP access when a valid NAS security context is available at the UE. Hence using this option, the UE behaviour can be kept similar for UE reregistration across 3GPP and non-3GPP accesses. The AMF behaviour can also be kept same for 3GPP and non-3GPP access, as the UE’s registration over non-3GPP access can be integrity protected using the existing NAS security context.
However, N3IWF is not considered trusted by the UE until IPsec SA is established. This means that when there is no NAS security context is available for the UE to protect the sensitive parameters required for UE registration, the UE shall not send these sensitive parameters until IPsec SA is established and only include parameters required to complete IKE authentication. In this case, the UE shall have to perform UE registration including the sensitive parameters after IPsec SA is established.
Option 2): In this option, the UE is authenticated first, either a new authentication to get an anchor key or authenticated using existing anchor key, this is not a NAS operation, and is new procedure for the n3gpp access both at the AMF and the UE. The UE establishes the IPsec SA with N3IWF using a key KN3IWF derived from the anchor key. The UE sends an integrity and confidentially protected NAS Registration message  after IPsec is established. Though this option is possible, it involves more steps and different procedures for the AMF and the UE compared to the UE registration over 3GPP access. 
SA3 observes that from a security point of view option 1 is preferred.
2. Actions:

To SA2 group.

ACTION: 
SA2 is kindly requested to take the above information into account.
3. Date of Next TSG-SA WG3 Meetings:

SA3#88
07-11  Aug 2017
China

SA3#88bis
9-13 Oct 2017
Singapore
