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Abstract of the contribution: discusses how independent authentication of access to a Network Slice Instance is performed.

1. Discussion.
The 5G System network slicing mechanisms can be used by a PLMN operator to provide specific services/connectivity to a third party, by “leasing” operator resources to the third party.

In some scenarios, the third party may require the UE to be authenticated for accessing the services and connectivity of the third party. Such third parties may have their own slice-specific or service-specific “slice subscriber” or “slice user” subscription database, and desire to authorize access to a Network Slice Instance.
2. Proposal
It is proposed to re-use the mechanism defined for authorization/authentication of PDU session establishment to enable a third party to authorize/authenticate the connectivity establishment to a Network Slice Instance. It is proposed to accept the following changes to TS 23.501.
FIRST CHANGE

5.15.5.X
Authentication and authorization of Connectivity Network Slices 
Upon performing a registration procedure, the AMF authorizes the slices requested by the UE based on the UE subscription information. 
The establishment of User Plane connectivity to a Data Network via a Network Slice instance(s) may be authenticated as described in section 5.6.6.
NEXT CHANGE

5.6.6
Authentication/authorization of the establishment of a PDU session

At the establishment of a PDU Session to a DN:

-
The UE/user may be authenticated/authorized by the DN or the entity providing connectivity to the DN.
-
If the UE/user provides authentication/authorization information during the establishment of the PDU session, and the SMF determines that authentication/authorization of the PDU session establishment is required based on on the DN policy, the SMF passes the authentication/authorization information of the UE to the DN via the UPF. If the SMF determines that authentication of the PDU session establishment is required but the UE has not provided authentication/authorization information, then the SMF rejects the PDU session establishment. 

-
If the authorization/authentication is based on policies specific to a Network Slice Instance identified by an S-NSSAI, the SMF triggers the authentication/authorization of connectivity establishment to a Network Slice Instance described in section 5.15.5.3 upon the establishment of the first PDU session corresponding to the S-NSSAI. 
Editor's note:
the definition of the user is FFS


Such authentication and/or authorization takes place for the purpose of PDU session authorization or authorization/authentication of connectivity establishment to a Network Slice Instance in addition to:

-
The 5GC access authentication handled by AMF and described in clause 5.2.

-
The PDU session authorization with regards to subscription data retrieved from UDM enforced by SMF.
-
The authorization of connectivity establishment to a Network Slice Instance based on slice-specific subscription data retrieved from UDM and enforced by SMF.
Based on local policies the SMF may initiate DN authentication and/or authorization at PDU session establishment.

The UE provides over NAS SM information required to support user authentication of the establishment of the PDU session.

NOTE 1:
The way for the UE to acquire such information is not defined.

Editor's note:
The details of the NAS SM information provided by the UE for authentication/authorization of the PDU session are for FFS and depend on SA3 security design.

Editor's note:
The extent of specification work in 3GPP to enable such authorization/authentication depends on SA WG3 work and is FFS.

When SMF adds an PDU session anchor (such as defined in clause 5.6.4) to a PDU session DN authentication and / or authorization is not carried out but SMF policies may require SMF to notify the DN when a new prefix or address  has been added to or removed from a PDU session.

Indication of PDU session establishment rejection is transferred by SMF to the UE via NAS SM.

At any time, a DN may revoke the authorization for a PDU session.

NEXT CHANGE

5.10.1
General

The security functions in the 5G system include:

-
Registration level mutual authentication between UE and network.

-
Security context generation and distribution.

-
User Plane data confidentiality protection.

-
Control Plane signalling confidentiality and integrity protection.
-
Authentication/authorization of Network Slice Instance 
Editor's note:
Whether User identity confidentiality protection is part of security function is FFS.

Editor's note:
Detailed description for the security functions will be addressed after the corresponding SA WG3 work is concluded.
END OF CHANGES
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