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Abstract of the contribution: This PCR proposes to update the Re-registration procedures in untrusted non-3GPP access, considering that all NAS messages after Registration Request shall be integrity protected, and considering that the authentication can be skipped if the AMF already has security keys. 
Discussion
At last SA2 meeting, it was agreed to reuse the last security keys provided by any of the 3GPP or non-3GPP accesses for the re-registration procedure. A LS was sent to SA3 asking SA3 to provide feedback on the security implications of two approaches for untrusted non-3gpp access, when a UE perform the (re)registration when a valid UE security context exists in the serving AMF:

(1)
The UE sends an IKE_AUTH request to N3IWF that includes a NAS message (e.g. a Registration Request), and integrity protects the NAS message if the security context exists. The N3IWF receives the NAS message and forwards it to the AMF via the N2 interface. If the AMF accepts the NAS message, it provides to N3IWF the keying material necessary to establish the IPSec SA with the UE.

(2)
The UE establishes an IPSec tunnel before sending any NAS signalling to the AMF. The UE sends an IKE_AUTH request to N3IWF without including a NAS message, and an IPsec SA is established between the UE and N3IWF, with the possible involvement of the serving AMF, by using the stored security context established during a previous registration. The NAS message (e.g. a Registration Request) is then sent by the UE to AMF within this IPsec SA.

The modifications for both alternative (1) and alternative (2) are shown in the following pages. 
If SA3 allows both, we are proposing to agree on alternative (1) for the following reasons:
· The UE behaviour can be kept similar for initial access and for subsequent access across 3GPP and non-3GPP accesses. This is not the case of alternative (2);
· The N3IWF behaviour also remains the same for Initial Attach and subsequent access;

· The AMF behaviour can be kept same for 3GPP and non-3GPP accesses, the UE’s subsequent ‘Registration Request message’ over non-3GPP access can be integrity protected using the existing NAS context; 
· Alternative (2) requires different processing for AMF, N3IWF and the UE compared to the direct 3GPP access and compared to alternative (1);

· The IKEv2 Vendor ID can already include large data such as a NAS Registration message (the payload length is coded on 16 bits, which makes up to 64 kbytes), hence there is no size issue. 

· Per already agreed separation between Registration and PDU session setup procedures, any 5G device shall support NAS layer: it is not possible in 5G to setup a PDU Session via the Registration procedure. Hence, an external terminal connected to such device will interface the NAS layer, not the IKEv2 layer. Hence there is no issue on these aspects.
· And last, but not least: alternative (2) has 3 more steps (one more UE message and two more N2 new messages) than alternative (1);

The changes to the call flows are shown below for the two alternatives.
A- Call flows modifications for alternative (1)
* * * * First Change * * * * 
4.12.2
Registration via Untrusted non-3GPP Access

This clause specifies how a UE can register to 5GC network via an untrusted non-3GPP access network. It is based on the registration procedure specified in clause 4.2.2.2.
The procedure depicted in figure 4.12.2-1 below describes the initial registration procedure, i.e. it assumes the UE is not already registered to 5GC network via 3GPP access as well as via non-3GPP access in the same PLMN, or the UE is already registered to a PLMN via 3GPP access and the N3IWF selected in step 1 is not located in the same PLMN. 
Editor's note:
The procedure below assumes the UE is not already registered to 5GC network via 3GPP access. When the UE is already registered via 3GPP access is FFS.

Editor's note:
Additional alignments with the registration procedure in clause 4.2.2.2 must be considered.
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Figure 4.12.2-1: Registration via untrusted non-3GPP access

1.
The UE connects to an untrusted non-3GPP access network with procedures outside the scope of 3GPP and it is assigned an IP address. Any non-3GPP authentication method can be used, e.g. no authentication (in case of a free WLAN), EAP with pre-shared key, username/password, etc. When the UE decides to attach to 5GC network, the UE discovers the IP address of N3IWF in a 5G PLMN as described in TS 23.501 [2], clause TBD.
2.
The UE proceeds with the establishment of an IPsec SA with the N3IWF by initiating the IKEv2 signalling procedure according to RFC 7296 [3] and RFC 5998 [4]. After step 2a all subsequent IKEv2 messages are encrypted and integrity protected. In step 2b, the UE shall include a 3GPP-specific Vendor Id (VID) payload which contains the NAS Registration Request message , a Permanent User ID (SUPI) or Temporary User ID, and network slice selection assistance information (NSSAI). The NSSAI is specified in TS 23.501 [2], clause 5.15, and is optionally included in the VID payload . If the UE is already registered to a PLMN via 3GPP access and the N3IWF selected in step 1 is not located in this PLMN, then the UE shall not include its UE Temporary ID in the VID payload. The UE shall include in the VID payload the same SUPI or Temporary Used ID as in the NAS Registration Request message.
Editor's note: It is FFS if the UE can be authenticated by reusing the existing UE security context in AMF.
3.
The N3IWF shall select an AMF based on the received registration parameters and local policy, as specified in TS 23.501 [2], clause TBD. Then it shall forward the NAS Registration Request message to the AMF over the N2 interface. The NAS Registration Request message is encapsulated in a N2 message that sets up a N2 relationship between the AMF and the N3IWF for this UE and that contains the Access Type (AT), i.e. "untrusted non-3GPP access". If the UE's Temporary User ID was included in the registration parameters, the AMF may request the UE's SUPI and MM Context from another AMF, as specified in clause 4.2.2.2.
4.
The AMF shall select an AUSF according to the selection procedure specified in TS 23.501 [2] clause TBD, and shall request from AUSF to authenticate the UE by sending an Auth_Req (EAP-RES/Identity) to AUSF. The AUSF shall operate as an EAP server and shall choose an EAP method to authenticate the UE, e.g. based on UE subscription information and information included in the NAI of UE. The AUSF may retrieve UE subscription information from UDM.

NOTE:
It is up to SA WG3 to decide which EAP authentication methods can be used to access 5GC via untrusted non-3GPP access.

5.
An EAP-based mutual authentication procedure takes place between the UE and AUSF. Several EAP request/ response messages may be required between the UE and AUSF depending on the chosen EAP authentication method. Between the UE and N3IWF the EAP messages are encapsulated within IKEv2 messages. Between the N3IWF and AMF the EAP messages are encapsulated within NAS Authentication Request/Response messages which, in turn, are encapsulated in a N2 NAS DL/UL transport messages. Between AMF and AUSF the EAP messages are encapsulated within Auth_Req/Res messages.

6a.
When the EAP-based mutual authentication procedure is successfully completed, the AUSF shall send an Auth_Res (EAP-Success, Security keys) to AMF. The Security keys shall contain one or more master session keys which are used by AMF to derive NAS security keys and security key(s) for N3IWF.

Editor's note:
It is FFS how and when the AMF gets UE subscription data.

6b.
In turn, the AMF shall send a DL NAS Transport message to N3IWF. This message includes the EAP-Success message, the security key(s) for N3IWF and a NAS Security Mode Command (SMC) Request. After this step the N3IWF shall create a UE Context which stores UE-specific information such as the UE identity, the associated N2 connection, etc.

6c-6d. The N3IWF shall send an IKE_AUTH Response (EAP-Success) message to UE, which completes the establishment of the IPsec SA between the UE and N3IWF. This IPsec SA, referred to as the "signalling IPsec SA", shall further be used to securely transport NAS messages between the UE and N3IWF. The NAS messages are encapsulated in GRE over IPsec. After step 6c further IKEv2 messages are exchanged (not shown in figure 4.12.2-1) according to RFC 7296 [3] in order to complete the establishment of the signalling IPsec SA. The signalling IPsec SA shall be configured to operate in transport mode. The SPI value is used to determine if an IPsec packet carries a NAS message or not.

Editor's note:
It is FFS if GRE encapsulation for NAS messages is required.
7.
Via the established signalling IPsec SA, the N3IWF shall send to UE the NAS SMC Request received from AMF in step 6b. The UE responds with a NAS SMC Complete message, which shall be forwarded by N3IWF to AMF within an N2 UL NAS Transport message.

8.
The AMF shall send a NAS Registration Accept message to N3IWF, within an N2 Initial Context Setup Request, which shall be forwarded to UE via the established signalling IPsec SA. Finally, the UE shall respond with a NAS Registration Complete message which shall be forwarded by N3IWF to AMF within an N2 Initial Context Setup Response.
The procedure depicted in figure 4.12.2-2 below describes the subsequent registration procedure, i.e. it assumes that the UE is already registered to a PLMN via 3GPP access or via non-3GPP access in the same PLMN, and the N3IWF selected in step 1 is located in the same PLMN.
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Figure 4.12.2-2: Re-registration via untrusted non-3GPP access

1.
Same as step 1 of figure 4.12.2-1.
2.
Same as step 2 of figure 4.12.2-1 with the exception that in step 2b, if the UE has a valid 5G Temporary ID and a valid security key obtained from the AMF at a previous registration, and if N3IWF is in the 3GPP registered PLMN, the UE shall include the AUTH payload derived from the security key. 
3.
Same as step 3 of figure 4.12.2-1.
4.
Step 4 is skipped if the AMF can find the anchor key related to the received UE Temporary identifier and successfully perform the key verification.

4a.
If the AMF cannot find an anchor key related to the received UE temporary identifier or cannot successfully perform the key verification, the AMF sends a N2 Message (cause, NAS Registration Reject) to the N3IWF, and the N3IWF forwards the NAS Registration Reject encapsulated in IKE_AUTH_RSP to the UE. The cause shall indicate that registration is required.
4b.
Based on the NAS Registration Reject cause, the UE shall then retry the Registration Request procedure using a full authentication. After the IKE_SA_INIT exchange, the UE sends IKE_AUTH_REQ (5G Temporary ID, NAS Registration Request message) without the NAS KSI and the AUTH payload.
4c. Same as step 3.
4e. From the absence of NAS KSI in the NAS Registration Request message, the AMF derives that a full authentication process is required. The full EAP authentication process, the establishment of the IPsec tunnel and the sending of Security Mode Command to both N3IWF and the UE is performed as described in steps 4b to 6c of figure 4.12.2-1. 
5.
If step 4 has been skipped, the AMF shall send a DL NAS Transport message to N3IWF. This message includes the security key(s) for N3IWF and a NAS Security Mode Command (SMC) Request. After this step the N3IWF shall create a UE Context which stores UE-specific information such as the UE identity, the associated N2 connection, etc.
6.
Same as step 6d of figure 4.12.2-1.
7.
Same as step 7 of figure 4.12.2-1.
8.
Same as step 8 of figure 4.12.2-1.
* * * * End of Changes * * * * 
B- Call flows modifications for alternative (2)
* * * * First Change * * * * 
4.12.2
Registration via Untrusted non-3GPP Access

This clause specifies how a UE can register to 5GC network via an untrusted non-3GPP access network. It is based on the registration procedure specified in clause 4.2.2.2.
The procedure depicted in figure 4.12.2-1 below describes the initial registration procedure, i.e. it assumes the UE is not already registered to 5GC network via 3GPP access as well as via non-3GPP access in the same PLMN, or the UE is already registered to a PLMN via 3GPP access and the N3IWF selected in step 1 is not located in the same PLMN. 
Editor's note:
The procedure below assumes the UE is not already registered to 5GC network via 3GPP access. When the UE is already registered via 3GPP access is FFS.

Editor's note:
Additional alignments with the registration procedure in clause 4.2.2.2 must be considered.

[image: image4.emf]UE

AUSF

5b. DL NAS 

Transport 

(Auth Request

[EAP])

5d. IKE_AUTH Req (EAP)

5e. UL NAS 

Transport 

(Auth Response

[EAP])

3b

. Initial UE 

M

essage 

(RegistrationRequest 

[Registration para

m

s, 

EAP-RES / Identit

y])

3a. AMF selection

Untrusted 

non-3GPP

Access Network

N3IWF

1b. UE discovers the IP address of N3IWF

1a. UE connects to untrusted non-3GPP access 

network and allocated an IP address

2b. IKE_AUTH Req (User Id)

2c. IKE_AUTH Res (EAP-REQ /Identity)

2d. IKE_AUTH Req (EAP-RES / Identity,

Registration params)

5c. IKE_AUTH Res (EAP)

2a. IKE_SA_INIT

4a. AUSF Selection

8a. Initial 

Context Setup 

Request 

(RegistrationAccept)

8d. Initial 

Context Setup 

Response 

(Registration

Complete)

6c. IKE_AUTH Res (EAP-Success)

Mutual EAP-based 

authentication

. . .

6b. DL NAS 

Transport 

(EAP-Success,

Security keys,

SMC Request)

AMF

4b. Auth_Req

(EAP-RES / Identity)

5a. Auth_Res

(EAP)

5f. Auth_Req

(EAP)

6a. Auth_Res

(EAP-Success,

Security keys)

7a. [NAS over IPsec] SMC Request

7c. UL NAS 

Transport 

(SMC Complete)

7b. [NAS over IPsec] SMC Complete

8b. [NAS over IPsec] Registration Accept

8c. [NAS over IPsec] Registration Complete

6d. IPsec SA established


Figure 4.12.2-1: Initial registration via untrusted non-3GPP access

1.
The UE connects to an untrusted non-3GPP access network with procedures outside the scope of 3GPP and it is assigned an IP address. Any non-3GPP authentication method can be used, e.g. no authentication (in case of a free WLAN), EAP with pre-shared key, username/password, etc. When the UE decides to attach to 5GC network, the UE discovers the IP address of N3IWF in a 5G PLMN as described in TS 23.501 [2], clause TBD.
2.
The UE proceeds with the establishment of an IPsec SA with the N3IWF by initiating the IKEv2 signalling procedure according to RFC 7296 [3] and RFC 5998 [4]. After step 2a all subsequent IKEv2 messages are encrypted and integrity protected. The N3IWF behaves as EAP authenticator and retrieves the Network Access Identifier (NAI) [5] of the UE in steps 2c, 2d. In step 2d the UE shall include a 3GPP-specific Vendor Id (VID) payload which contains registration parameters, such as a Registration type (defined in clause  4.2.2.2.2), a Permanent User ID or Temporary User ID, and network slice selection assistance information (NSSAI). The NSSAI is specified in TS 23.501 [2], clause 5.15, and is optionally included in the registration parameters. If the UE is already registered to a PLMN via 3GPP access and the N3IWF selected in step 1 is not located in this PLMN, then the UE shall not include its UE Temporary ID in the registration parameters.


3.
The N3IWF shall select an AMF based on the received registration parameters and local policy, as specified in TS 23.501 [2], clause TBD. Then it shall create a Registration Request (registration parameters, EAP-RES/Identity) message on behalf of the UE and send this message to AMF over the N2 interface. The Registration Request shall include also the EAP-RES/Identity message received by N3IWF in step 2d, which contains the NAI of UE. The Registration Request is encapsulated in a N2 message that sets up a N2 relationship between the AMF and the N3IWF for this UE and that contains the Access Type (AT), i.e. "untrusted non-3GPP access". 
4.
If the UE's Temporary User ID was included in the registration parameters, the AMF may request the UE's SUPI and MM Context from another AMF, as specified in clause 4.2.2.2. The AMF shall select an AUSF according to the selection procedure specified in TS 23.501 [2] clause TBD, and shall request from AUSF to authenticate the UE by sending an Auth_Req (EAP-RES/Identity) to AUSF. The AUSF shall operate as an EAP server and shall choose an EAP method to authenticate the UE, e.g. based on UE subscription information and information included in the NAI of UE. The AUSF may retrieve UE subscription information from UDM.

NOTE:
It is up to SA WG3 to decide which EAP authentication methods can be used to access 5GC via untrusted non-3GPP access.

5.
An EAP-based mutual authentication procedure takes place between the UE and AUSF. Several EAP request/ response messages may be required between the UE and AUSF depending on the chosen EAP authentication method. Between the UE and N3IWF the EAP messages are encapsulated within IKEv2 messages. Between the N3IWF and AMF the EAP messages are encapsulated within NAS Authentication Request/Response messages which, in turn, are encapsulated in a N2 NAS DL/UL transport messages. Between AMF and AUSF the EAP messages are encapsulated within Auth_Req/Res messages.

6a.
When the EAP-based mutual authentication procedure is successfully completed, the AUSF shall send an Auth_Res (EAP-Success, Security keys) to AMF. The Security keys shall contain one or more master session keys which are used by AMF to derive NAS security keys and security key(s) for N3IWF.

Editor's note:
It is FFS how and when the AMF gets UE subscription data.

6b.
In turn, the AMF shall send a DL NAS Transport message to N3IWF. This message includes the EAP-Success message, the security key(s) for N3IWF and a NAS Security Mode Command (SMC) Request. After this step the N3IWF shall create a UE Context which stores UE-specific information such as the UE identity, the associated N2 connection, etc.

6c-6d. The N3IWF shall send an IKE_AUTH Response (EAP-Success) message to UE, which completes the establishment of the IPsec SA between the UE and N3IWF. This IPsec SA, referred to as the "signalling IPsec SA", shall further be used to securely transport NAS messages between the UE and N3IWF. The NAS messages are encapsulated in GRE over IPsec. After step 6c further IKEv2 messages are exchanged (not shown in figure 4.12.2-1) according to RFC 7296 [3] in order to complete the establishment of the signalling IPsec SA. The signalling IPsec SA shall be configured to operate in transport mode. The SPI value is used to determine if an IPsec packet carries a NAS message or not.

Editor's note:
It is FFS if GRE encapsulation for NAS messages is required.
7.
Via the established signalling IPsec SA, the N3IWF shall send to UE the NAS SMC Request received from AMF in step 6b. The UE responds with a NAS SMC Complete message, which shall be forwarded by N3IWF to AMF within an N2 UL NAS Transport message.

8.
The AMF shall send a NAS Registration Accept message to N3IWF, within an N2 Initial Context Setup Request, which shall be forwarded to UE via the established signalling IPsec SA. Finally, the UE shall respond with a NAS Registration Complete message which shall be forwarded by N3IWF to AMF within an N2 Initial Context Setup Response.
The procedure depicted in figure 4.12.2-2 below describes the subsequent registration procedure, i.e. it assumes that the UE is already registered to a PLMN via 3GPP access or via non-3GPP access in the same PLMN, and the N3IWF selected in step 1 is located in the same PLMN.
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Figure 4.12.2-2: Re-registration via untrusted non-3GPP access

1.
Same as step 1 of figure 4.12.2-1.
2.
Same as step 2 of figure 4.12.2-1 with the exception that in step 2b, if the UE has a valid 5G Temporary ID and a valid security key obtained from the AMF at a previous registration, and if N3IWF is in the 3GPP registered PLMN, the UE shall include the AUTH payload derived from the security key. 
3.
Same as step 3 of figure 4.12.2-1.
4.
Step 4 is skipped if the AMF can find the anchor key related to the received UE Temporary identifier and successfully perform the key verification.

4a.
If the AMF cannot find an anchor key related to the received UE temporary identifier or cannot successfully perform the key verification, the AMF sends a N2 Message (cause, NAS Registration Reject) to the N3IWF, and the N3IWF forwards the NAS Registration Reject encapsulated in IKE_AUTH_RSP to the UE. The cause shall indicate that registration is required.
4b.
Based on the NAS Registration Reject cause, the UE shall then retry the Registration Request procedure using a full authentication. After the IKE_SA_INIT exchange, the UE sends IKE_AUTH_REQ (5G Temporary ID, NAS Registration Request message) without the NAS KSI and the AUTH payload.4c. Same as step 3.
4e. From the absence of NAS KSI in the NAS Registration Request message, the AMF derives that a full authentication process is required. The full EAP authentication process, the establishment of the IPsec tunnel and the sending of the security keys for the N3IWF and the UE is performed as described in steps 4b to 6c of figure 4.12.2-1, with the exception that the AMF does not provide the NAS Security Mode Command (SMC) Request at this point. 
5.
If step 4 has been skipped, the AMF shall send a N2 message to N3IWF. This message includes the security key(s) for N3IWF. After this step the N3IWF shall create a UE Context which stores UE-specific information such as the UE identity, the associated N2 connection, etc.
6.
Same as step 6d of figure 4.12.2-1.
7.
The UE sends the NAS Registration message to the AMF, via the established NAS signalling dedicated IPsec tunnel.
8.
The AMF sends with the NAS SMC Request message to the UE, via the IPsec tunnel.
9.
The UE responds with the NAS SMC Complete message to the AMF, via the IPsec tunnel.
10.
The AMF replies with the NAS Registration Accept message to the UE, via the IPsec tunnel.
11.
The UE responds with the NAS Registration Complete message to the AMF, via the IPsec tunnel.
Proposal

It is proposed to agree on alternative (1) and to make the corresponding changes to TS 23.502.
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4c. N2 authentication request (User ID)







4e. Steps 4a to 6c of figure 4.12.2-1







4b. IKE_SA_INIT







4b. IKE_AUTH_REQ (temp id, no AUTH)







1. Step 1 of figure 4.12.2-1







6. IPsec SA setup







8b. [NAS over IPsec] SMC Request







9a. [NAS over IPsec] SMC Complete







9b. UL NAS Transport (NAS: SMC Complete)







10a. DL NAS Transport (NAS: Registration Accept)







10b. [NAS over IPsec] Registration Accept







11a. [NAS over IPsec] Registration Complete







11b. UL NAS Transport (NAS: Registration Complete)







5. N2 authentication response (Security keys)







If AMF cannot find an anchor key related to UE Temp-ID or fails in performing key verification







7a. [NAS over IPsec] Registration Request







7b. Initial UE message (NAS: Registration Request)







8a. DL NAS Transport (NAS: SMC Request)
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