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1	Introduction
Following are the considerations for temporary ID:
1) Applicability of temporary ID for 3GPP access and non-3GPP access. As part of TR 23.799, it was agreed that a single temporary ID is used over 3GPP and Non-3GPP access.
“The AMF assigns to the UE a single Temporary Identifier that is used over 3GPP and Non-3GPP access. The Temporary Identifier is assigned upon the first successful registration of the UE, and is valid over any of both 3GPP and Non-3GPP access for the UE. Upon performing any initial access over the non-3GPP access or over the 3GPP access, the UE provides the temporary ID it has received in earlier successful registration over any access. This enables the AN to select an AMF that maintains the UE context created at the previous registration procedure, and enables the AMF to correlate the UE request to the existing UE context. The temporary identifier may be assigned or re-assigned over any of the 3GPP and Non-3GPP access.”
2) Security considerations:
During SA2#120, it was discussed and stated in the LS to SA3 that “IMSI is never sent in clear over the air, including paging messages (considering non-3GPP and 3GPP access)” (SA3 was asked whether this assumption is correct?). It is assumed that paging with IMSI or Identifier request for IMSI due to context loss should not occur. Thus it is assumed that the {SUPI, 5G-GUTI} mapping is stored in a secure, geo redundant location and that the UE can be identified using 5G-GUTI as long as it is registered in the network.
Other security considerations:
1) If network cannot identify the UE from the temporary ID provided by the UE, network needs to perform full authentication with the home network every time the UE transitions from CM_IDLE to CM_CONNECTED mode. This should be avoided.
2) If the Temporary Id cannot be resolved in the network, this results in privacy implications as it necessitates the UE sending SUPI in the clear and this shall be avoided.
Editor’s Note: The privacy solutions have not been decided yet by SA3, But, solutions for protecting the long-term identifier may involve contacting the home network. They may also meet with LI restrictions. 
3) Solution for stickiness removal:
AMF Structure, parameters included in the temporary ID to identify the AMF Group, AMF, UE to route the message, identify the UE, retrieve context etc.
An AMF Group could comprise n AMFs and m Storage resources. Thus, an AMF could find it beneficial to include a pointer to the storage resource as part of implementation specific information (i.e. spare bits defined in stage 3). It is preferable that the AMF ID is not encoded with dual interpretation as an AMF ID needs to be visible to the RAN and understood by the RAN while the pointer to the storage resource need not be visible to the RAN. Also, dual interpretation can result in erroneous usage.
In this paper, we propose requirements for the temporary ID.

6	Proposal
Second change of S2-171319 was missed in the implementation of TS 23.501v0.3.1 Thus it is proposed to incorporate the missed parts and modify TS 23.501 as follows… 
* * * * Start Change * * *.*
[bookmark: _Toc480388567][bookmark: _Toc476480216]5.9	Identifiers
[bookmark: _Toc480388568]5.9.1	General
Editor's note:	This could include describe different types of identifiers - permanent and temporary identifiers.
Each subscriber in the 5G system shall be allocated one 5G Subscription Permanent Identifier (SUPI).
Editor's note:	SUPI may be subject to enhanced privacy protection based on SA WG3 decision. The impact and adjustments needed to be done on SA WG2 is FFS.
The 5G system supports identification of subscriptions independently of identification of the user equipment. Each UE accessing the 5G system shall be assigned a Permanent Equipment Identifier (PEI).
The 5G system supports allocation of temporary identifier (5G-GUTI) in order to support user confidentiality protection.
[bookmark: _Toc480388569]5.9.2	Subscriber Permanent Identifier
A globally unique 5G Subscriber Permanent Identifier (SUPI) shall be allocated to each subscriber in the 5G system.
The following have been identified as valid SUPI types for this Release:
-	IMSI as defined in TS 23.003 [19].
-	Network Access Identifier (NAI) using the NAI RFC 4282 [20] based user identification as defined in TS 23.003 [19].
NOTE:	By using the NAI, it will be possible to also use non-IMSI based SUPIs.
It is possible for a representation of the IMSI to be contained within the NAI for the SUPI e.g. when used over a non-3GPP Access Technology.
In order to avoid sending SUPI in the clear over the air, mapping between SUPI and 5G-GUTI shall be stored in a secure geo redundant location.
In order to enable roaming scenarios, the SUPI shall contains the address of the home network (e.g. the MCC and MNC in the case of an IMSI based SUPI).
For interworking with the EPC, the SUPI allocated to the 3GPP UE shall always be based on an IMSI to enable the UE to present an IMSI to the EPC.
5.9.3	5G Globally Unique Temporary Identifier
5G globally unique temporary identifier for the UE shall be assigned by the AMF. It shall be possible to identify the UE based on 5G-GUTI when the UE is registered in 5G System.
Following are the architectural requirements for 5G GUTI:
1) AMF shall assign the UE a single 5G-GUTI that is common to both 3GPP and non-3GPP access. It shall be possible to use the same 5G-GUTI for accessing 3GPP access and non-3GPP access security context within the AMF for the given UE.
2) AMF shall store 5G-GUTI and SUPI (the mapping) in a geo redundant, secure location in order to never require that a SUPI is sent in the clear (e.g. for paging message).
3) 5G-GUTI should include information to identify the UE within the network.
4) AMFs within the AMF Group can interpret the same opaque UE context (e.g. context stored in the UDSF).
Encoding for Temporary ID should support the following requirements:
1)	Identify the PLMN.
2)	Identify the group of AMFs (AMF Group ID).
4)	Pointer to an AMF within the group of AMFs (AMF ID).
5)	Uniquely identify the UE within the AMF group.
6)	Implementation specific information included by an AMF.
NOTE 1:	The implementation specific information within the temporary ID may be used by an AMF to include a pointer to the unstructured data storage (e.g. UDSF) where UE context is located. However, the data storage may be located either within the NF or outside the NF.
NOTE 2:	Not all AMFs need to use all fields of a temporary ID.
The assignment of AMF ID within the 5G-GUTI is conditionally mandatory:
· If any AMF within the AMF Group is able to retrieve the UE context and serve the UE’s transaction, then the AMF may skip assigning AMF ID within the 5G-GUTI (e.g. use a reserved or a fixed value). In this case, AMF needs to reassign the new 5G-GUTI only when the UE moves to a new AMF Group. So, when the UE moves to an AMF in another AMF Group, the new AMF should be able to retrieve context by querying any AMF of the previous AMF Group denoted by AMF Group ID in the 5G GUTI. 
· Otherwise, the AMF shall assign AMF ID within the 5G-GUTI. An AMF may re-assign a new 5G-GUTI to the UE at any time. In this case, AMF needs to reassign the new 5G-GUTI when the UE moves to a new AMF. So, when the UE moves to an AMF in another AMF Group, the new AMF should be able to retrieve context by querying the AMF denoted by AMF ID in the 5G GUTI.
An AMF may re-assign a new 5G-GUTI to the UE at any time. The AMF may delay updating the UE with its new 5G-GUTI until the next NAS transaction.
NOTE 3:	It is recommended that the AMF reassigns 5G-GUTI periodically to avoid misuse and privacy concerns.
* * * * End Change * * *.*
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