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Abstract of the contribution: This PCR proposes a call flow for the UE-initiated re-activation of N2 and N3 via Untrusted non-3GPP access, in which the pre-shared key received from any access is reused to prevent full authentication, the UE is in CM-IDLE state under non-3GPP access and use a NAS Service Request message to re-activate PDU sessions. 
Discussion
NAS message: Service Request or Registration Request?

This paper assumes that CM-IDLE/RM-REGISTERED state is agreed for non-3GPP access. Please see related tdoc S2-173176.
Assuming CM-IDLE/RM-REGISTERED state existence in non-3GPP access, this implies at NAS level (not taking into account authentication/authorization aspects) that the UE can:

· re-activate PDU sessions via using NAS Service Request message, when he UE is in CM-IDLE/RM-REGISTERED state in non-3GPP access;

· send a NAS Registration message, when the UE is in RM-DEREGISTERED state (detached on on-3GPP access). Then the UE will have to establish new PDU sessions.

Conclusion 1: "Re-activation of PDU sessions" corresponds to UE in CM-IDLE/RM-REGISTERED state in non-3GPP access. 

Authentication/authorisation aspects

At last SA2 meeting, a LS was sent to SA3 asking SA3 to provide feedback on the security implications of  two approaches for untrusted non-3gpp access, when a UE perform the (re)registration when a valid UE security context exists in the serving AMF:

(1)
The UE sends an IKE_AUTH request to N3IWF that includes a NAS message (e.g. a Registration Request), and integrity protects the NAS message if the security context exists. The N3IWF receives the NAS message and forwards it to the AMF via the N2 interface. If the AMF accepts the NAS message, it provides to N3IWF the keying material necessary to establish the IPSec SA with the UE.

(2)
The UE establishes an IPSec tunnel before sending any NAS signaling to the AMF. The UE sends an IKE_AUTH request to N3IWF without including a NAS message, and an IPsec SA is established between the UE and N3IWF, with the possible involvement of the serving AMF, by using the stored security context established during a previous registration. The NAS message (e.g. a Registration Request) is then sent by the UE to AMF within this IPsec SA.

Hence, there are two proposals below depending on whether alternative (1) or alternative (2) is decided. 
What should happen when the AMF does not find the temp-id or the UE security context?

When the AMF cannot find an anchor key related to the received UE temporary identifier or cannot successfully perform the key verification, whether the Service Request is rejected or whether the UE Identity is requested to the UE by the AMF is FFS. 


Proposal
It is proposed to add the following text in TS 23.502, based on alternative (1)
* * * * First Change * * * * 
4.12.x
Service Request procedures via Untrusted non-3GPP Access
4.12.x.1
General
The Service Request procedure via Untrusted non-3GPP Access may be used to request the re-establishment N2-AP signalling and, if a PDU session exists, of the corresponding N3 user plane when the UE is already registered, i.e. the UE is in RM-REGISTER/CM-IDLE state and has a valid 5G temp-id and a valid security context.
For non-3GPP access, the Service Request is never a response to a Paging, i.e. there is no Network Initiated Service Request procedure via Untrusted non-3GPP Access. 
When the UE uses Service Request, it re-activates all the PDU sessions that were previously using non-3GPP access.
4.12.x.2
UE triggered Service Request in CM-IDLE state via Untrusted non-3GPP Access
Editor's note:
Procedure includes aspects required to support network slicing.

The Service Request procedure via Untrusted non-3GPP Access is used by a 5G UE in CM‑IDLE state in non-3GPP access to request the establishment of a secure connection to an AMF via Untrusted non-3GPP Access. 
The procedure is the same as described in clause 4.2.3.2, with the exceptions described below. 
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Figure 4.12.x.2-1: UE triggered Service Request procedure via Untrusted non-3GPP Access
1a.
The UE initiates the IKEv2 exchange per IETF RFC 7296 [x]. 

1b.
If the UE has a valid 5G Temporary ID and a valid key, and if N3IWF is in the 3GPP registered PLMN, the UE sends NAS Service Request encapsulated in IKE_AUTH_REQ together with the 5G temp-id. N3IWF derives the AMF from the 5G temp-id. The contents of the NAS Service Request message are the same as described in step 1 of clause 4.2.3.2;

Editor's note:
It is FFS whether the NAS Service Request message is encapsulated using Vendor ID, together with AUTH payload, or if the NAS Service Request message is encapsulated in a 5G-EAP terminated in the N3IWF, together with no AUTH payload.
Editor's note:
N3IWF id is FFS. The derivation of key from the anchor key is stage 3.
2.
As in step 2 of clause 4.2.3.2, the N3IWF sends the N2 Message (MM NAS Service Request, 5G Temporary ID, Location information, RAT type, establishment cause) to the selected AMF with the following differences:

-
The User Location Information shall include UE local IP address and optionally UDP or TCP source port number (if NAT is detected);

Editor's note:
The contents of the establishment cause are FFS.


Based on the PDU session status, the AMF may initiate PDU session release procedure if the PDU session is not available in the UE.
3.
If the AMF can find the anchor key related to the received UE Temporary identifier and successfully perform the key verification, the AMF sends a N2 message (cause, NAS Service Accept) to the N3IWF, and the N3IWF forwards the NAS Service Accept encapsulated in IKE_AUTH_RSP to the UE.

Editor's note:
It is FFS whether the NAS Service Accept message is encapsulated using Vendor ID, together with AUTH payload, or if the NAS Service Accept message is encapsulated in a 5G-EAP terminated in the N3IWF, together with no AUTH payload.

Editor's note:
Whether the Service Request is rejected or not when the AMF cannot find an anchor key related to the received UE temporary identifier or cannot successfully perform the key verification is FFS. 
4.
Same as in step 4 of clause 4.2.3.2.
5.
As in step 5 of clause 4.2.3.2, the AMF sends N2 Request (N2 SM information received from SMF, security context, AMF Signalling Connection ID, MM NAS Service Accept) to the N3IWF, except that the N2 Request does not contain any Handover Restriction List.
6.
N3IWF returns IKE_AUTH_RES with the AUTH determined based on the security context received from the AMF in step 5.

Depending on the received QoS Information for the QoS Flows of the PDU Sessions that are activated, the N3IWF may need to establish one or more Child Security Associations with the UE, using IKEv2 CREATE_CHILD_SA exchanges. The CREATE_CHILD_SA message shall contain the associated QoS information.
7.
After the user plane radio resources are setup, the uplink data from the UE can now be forwarded to the N3IWF. The N3IWF sends the uplink data to the UPF address and Tunnel ID provided in the step 5.
8.
[Conditional] Same as in step 8 of clause 4.2.3.2. N3IWF to AMF: N2 Request Ack (N2 SM information (N3 Tunnel info, List of accepted QoS Flows for the PDU Sessions activated, List of rejected QoS Flows for the PDU Sessions activated). 
9 to 12.
Same as in steps 9 to 12 of clause 4.2.3.2.

* * * * End of Changes * * * * 
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