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Abstract of the contribution: Discusses options for packet filters for PDU sessions of type Ethernet and unstructured.

1. Introduction
The purpose of this document is to discuss the possible options to extend the format of packet filters for PDU sessions of type Ethernet and unstructured, and to propose a way forward.

2. Discussion

2.1 Packet filter extension for PDU sessions of type Ethernet
Option 1: Extend existing packet filter format specified in TS 24.008 subclause 10.5.6.12 with Ethernet header-based filter components
Since Ethernet frames can carry IP data, it should be possible to include the existing packet filter component specified in TS 23.060 subclause 15.3.2 in a packet filter for a PDU session of type Ethernet.

For the case when the Ethernet frames do not carry IP data, filtering can done based on the contents of the Ethernet frame header, by adding e.g. the following components to the packet filter:

· Destination MAC address

· Source MAC address

· VID
· 802.1Q PCP (priority)
· Ethertype
Some use cases might require filtering based on the Ethernet frame header contents only even when the Ethernet frames carry IP data, or conversely require filtering based on the IP header contents only regardless of the Ethernet frame header contents. Consequently it should be allowed to include in a given packet filter:
· IP header-related components only;

· Ethernet frame header-related components only; or

· Both  IP header-related and Ethernet frame header-related components.

Pros of option 1: 

· It enables filtering and thus differentiated QoS for multiple flows within the same Ethernet PDU session

· It fits into the current 5GS QoS model

 Cons of option 1: 

· There are multiple flavors of Ethernet (802.3, V2, LLC, SNAP). Catering to all these different flavors will require adding many filter components and require maintenance everytime a change to the related Ethernet header format is made in IEEE.

· It requires not only the UE, but also the SMF and the UPF to understand and apply the new Ethernet-related filter components, so coordination with CT4 is required

Option 2: Do not use packet filters for PDU sessions of type Ethernet

In this option, only a default QoS rule without a QoS flow template is provided at PDU session establishment. All user data traffic for the session goes over the same QoS flow. Consequently there is no differentiated QoS within the PDU session, but there can still be differentiated QoS between this PDU session and another PDU session (through the assigment of a different 5QI in the default QoS rule).

Pros of option 2: 

· It does not require any extension of the existing packet filter format

· It does not require the SMF and UPF to understand and apply new Ethernet-related filter components

· It fits into the current 5GS QoS model

 Cons of option 2: 

· It does not enable QoS differentiation within a PDU session of type Ethernet. In other words, all flows in that PDU session will have the same QoS

Option 3: Create a new type of packet filter transparent to the NAS

This option consists of defining a new type of packet filter which would be sent by the network to the UE in a NAS container, whose contents the NAS would not process but instead pass to upper layers. The upper layers would apply the packet filters contained within the QoS rule to UL user data packets and indicate the QFI applicable to each packet  when passing the packets down for transmission.

The components for this new type of filter could include e.g.:

· Which application generated the packet
Pros of option 3: 

· It enable QoS differentiation within a PDU session of type Ethernet

· It does not require the SMF and UPF to understand and apply new Ethernet-related filter components

Cons of option 3: 

· It requires the definition of a new type of packet filter

· It requires interaction with the application layer (e.g. HLOS a the UE, and application server on the network side)

2.2 Packet filter extension for PDU sessions of type unstructured
Since the format of the packets exchanged during such sessions is not standardized, it is not possible to define packet filter parameters based e.g on header contents. Consequently, Option 1 described in section 2.1 cannot used for PDU sessions of type unstructured.
However Option 2 and Option 3 described in section 2.3 can be used also for PDU sessions of type unstructured, with the same pros and cons. Option 3 in particular is very well-suited to unstructured data traffic since it allows application-specific filtering.

3. Conclusion

Option 2 (do not use packet filters) is already allowed by the current SA2 QoS mode, which requires that all PDU session have a default QoS rule, and allows this QoS rule to not include a QoS flow template.

Option 1 and 3 can be combined by :

· Extending the existing packet filter format specified in TS 23.060 subclause 15.3.2  by adding new Ethernet header-based filter components ; and

· Adding a parameter in the QoS rule indicating whether

· the QoS flow template contains filters which conform to this extended packet filter format ; or

· the QoS flow template contains filters transparent to the NAS, to be applied by upper layers

4. Proposal

It is proposed to update TS 23.501 to :

· Extend the existing packet filter format specified in TS 23.060 subclause 15.3.2  by adding new Ethernet header-based filter components ; and

· Add a parameter in the QoS rule indicating whether

· the QoS flow template contains filters which conform to this extended packet filter format ; or

· the QoS flow template contains filters transparent to the NAS, to be applied by upper layers

If propoal is agreed the authors will bring related P-CR at TS 23.501 in SA2#122.
