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1. Overall Description:

In SA2#119, SA2 has agreed a procedure for non-3GPP registration in TS 23.502.
In SA2#120, SA2 has discussed how a UE can register to 5GC via non-3GPP access when there is already a valid security context stored in the UE and in the AMF, e.g. when the UE has already registered via a 3GPP access and the same AMF serves the UE for both accesses, or the UE has previously registered only over the non-3GPP access. 

Contributions in SA2 have been aiming at avoiding the need for the UE to be re-authenticated when the UE perform the (re)registration when a valid UE security context exists in the serving AMF. In particular, SA2 has discussed two approaches for untrusted non-3GPP accesses:

(1) The UE sends an IKE_AUTH request to N3IWF that includes a NAS message (e.g. a Registration Request), and integrity protects the NAS message if the security context exists. The N3IWF receives the NAS message and forwards it to the AMF via the N2 interface. If the AMF accepts the NAS message, it provides to N3IWF the keying material necessary to establish the IPSec SA with the UE.
(2) The UE establishes an IPSec tunnel before sending any NAS signaling to the AMF. The UE sends an IKE_AUTH request to N3IWF without including a NAS message, and an IPsec SA is established between the UE and N3IWF, with the possible involvement of the serving AMF, by using the stored security context established during a previous registration. The NAS message (e.g. a Registration Request) is then sent by the UE to AMF within this IPsec SA.
2. Actions:

To SA3 group.

ACTION:
SA2 realized that the above approaches may have security impacts that should be analyzed by SA3 before further discussions can take place in SA2. SA2 would like to ask SA3 to discuss the above approaches and provide some feedback that may be used to progress the work.
3. Date of Next SA2 Meetings:

 3GPP SA2#121
15 May– 19 May 2017   
Hangzhou, China
3GPP SA2#122
26 – 30 Jun 2017   
San Jose Del Cabo, Mexico

