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Abstract of the contribution: This contribution proposes a solution for Key Issue #1 on authorization of eRemote-UE.
[bookmark: OLE_LINK133][bookmark: OLE_LINK134][bookmark: OLE_LINK135]1.	Introduction
During the Pre-SA2#120 FS_REAR coordination call, it was proposed and discussed in [1]:
Proposal 1: UE capability authorization based on subscription is performed by MME during attach procedure and Service Authorization (Layer 2 relay/indirect communication) is performed by ProSe Function after the attach was accepted. Both levels of authorisation are needed.
Proposal 2: The eRelay forwards the AS/NAS message to eNB respectively MME and the network authenticates an eRemote UE using legacy authentication methods (AS/NAS security methods). 
Proposal 3: eRelay UE and eRemote UE are authenticated individually.
Proposal 4: An eRemote UEs is allowed to perform initial attach via 3GPP based PC5 if the eRemote UE have been pre-provisioned with relevant ProSe information (ProSe MO). An eRemote using non-3GPP based PC5 does not need to be pre-provisioned with the ProSe MO.
This contribution propose a solution for UE capability authorization of eRemote-UE during attach procedure following the above proposals.
2.	Discussion
In current TR 36.746 [2] the architecture for control plane radio protocol stack (PC5) is as follow:


Uu PDCP and RRC are terminated between the evolved ProSe Remote UE and the eNB. In legacy LTE, before the attach procedure, UE need to go into RRC_CONNECTED. This involve some signalling messages between UE and eNB, e.g. RRC Connection Request and RRC Connection Setup. If this or similar principle is to be followed, eRemote-UE needs to get permitted by the eRelay-UE and eRelay-UE needs to set up the layer 2 relaying for eRemote-UE and eNB.
It is desirable for the eRelay-UE to determine the acceptance of relaying for control plane and data plane separately. For example, the user plane data may not be allowed before UE finish its attach procedure.
Proposal 1: Separate the requests for user plane relaying and control plane relaying.
Proposal 2: The acceptance for control plane relaying are determined by eRelay-UE based on local decision, pre-configured information, information from the network or any combination of above.


Reference
[1] FS_REAR 06 Sony - S2-17xxxx Autorization and Authentication Draft1
[2] 3GPP TR 36.746 “Study on further enhancements to LTE Device to Device (D2D), User Equipment (UE) to network relays for Internet of Things (IoT) and wearables”
3.	Proposal
[bookmark: OLE_LINK161][bookmark: OLE_LINK160]It is proposed to add the following text to clause 6.1.3 in TR 23.733.
[bookmark: _Toc434394881]* * * * BEGINNING OF CHANGES * * * *
[bookmark: OLE_LINK230][bookmark: OLE_LINK231][bookmark: OLE_LINK232][bookmark: OLE_LINK251][bookmark: OLE_LINK252][bookmark: OLE_LINK253][bookmark: OLE_LINK228][bookmark: OLE_LINK229]6.1.3.1.X	Option Y
In this authorization approach, request for control plane relaying and user plane relaying are separated. The acceptance for control plane relaying are determined by eRelay-UE based on local decision, pre-configured information, information from the network or any combination of above.


Figure 6.1.3.1.X-1: Authorization for the Indirect Communication
0.	Configuration information is provided for eRemote-UE and eRelay-UE.
1.	eRelay-UE attaches to the network. If a UE is authorized as an eRelay-UE by MME, the authorization information is sent to eNB by MME.
2.	eRemote-UE performs Relay discovery procedure.
3.	eRemote-UE sends Relay Request message to eRelay-UE. This Relay Request is only for ask of layer 2 relaying of the control plane messages. eRemote-UE identifier is included in the message. eRelay-UE determine whether to setup the control plane layer-2 relaying between the eRemote-UE and the eNB based on local decision, pre-configured information, information from the network or any combination of above.
4.	The eRelay-UE sends Relay Response message the eRemote-UE.
5.	RRC connection is setup between eRemote-UE and eRelay-UE. The RRC messages are layer2-relayed via the eRelay-UE.
6.	The eRemote-UE initiates Attach procedure. The Attach Request message is included in the RRC message.
NOTE 1:	Step 6 may overlaps with step 5, e.g. the Attach Request is embedded in the RRC Connection Setup Complete message in step 5.
7.	The eNB sends the Initial UE message to the eRemote-UE MME. The eRelay-UE identifier is included in this step. eRemote-UE MME authorize the eRemote-UE based on the eRelay-UE identifier.
8.	The remaining steps of Attach procedures are performed.
NOTE 2:	The Communication Request/Response for user plane data relaying may follow step 8.
* * * * END OF CHANGES * * * *
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