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Abstract of the contribution: Proposes that there is no need for IMSI paging in 5GS.
Introduction

There are various solutions being discussed in SA3 for IMSI confidentiality over-the-air, by concealing the real IMSI in initial register message. The aim is to thwart the so called IMSI catcher attacks. 

However, concealing the IMSI during register does not, on its own, provide IMSI confidentiality if other functions/procedures still reveal the IMSI. The "IMSI based Paging" is such a procedure. 
To that end, the scope of this paper is to show and propose that "IMSI based Paging" function can be removed from 5G systems.

Discussion
History - In LTE's context

In LTE, Paging is normally done with S-TMSI. However, Paging with the IMSI can still occur in LTE, as a part of network triggered service restoration procedure [3GPP TS 23.007], to cover the following abnormal cases when the MME has lost the UE's context (related to security, mobility management) and:

(Case 1) the MME has interoperability with legacy networks, and there is mobile terminating Circuit Switched (CS) service that associates the UE with the UE's IMSI;
(Case 2) there is mobile terminating Packet Switched (PS) service that associates the UE with the UE's IMSI.
In 5G's context
The above mentioned Case 1 is not applicable to the 5G systems because there will not be direct interworking with CS systems.

The above mentioned Case 2 also seems to have negligible probability (if not zero) because the MME equivalent (AMF) is even more robust in 5G because of features like virtualized deployment, pooling, redundancy, persistent storage of data/context, etc. So loosing UE's context because of node failure is highly unlikely (if not impossible) to happen in 5G. And in any case, there is no chance of UE being locked out, because the mobile originating services will bring the UE back.

Moreover, already in LTE, there is ongoing work on eDRX where "IMSI based Paging" will not be supported. 

Therefore, it is only logical that the unnecessary feature of "IMSI based Paging" is not introduced in the 5G systems. 

Doing so will save SA3's time and benefit 3GPP as a whole, because SA3 will not have to solve a non-existent problem, i.e. to protect IMSI during "IMSI based Paging".
Proposal: It is proposed to agree that IMSI/SUPI based paging is not needed in 5GS.
Proposal

Add the following to the TS 23.502 v0.2.0:
*************** Start of changes *********************
4.2.3.4
Network triggered Service Request

Editor's note:
Procedure includes aspects required to support network slicing, and should include notification from UPF upon MT UP data arrival.

This procedure is used when the network needs to signal (e.g. N1 signalling to UE, Mobile-terminated SMS, PDU session User Plane resource establishment to deliver mobile terminating user data) with a UE. If the UE is in CM‑IDLE state or CM-CONNECTED state, the network initiates a network triggered Service Request procedure. If the UE is in CM-IDLE state, and Asynchronous Communication is not activated, the network sends a Paging Request to (R)AN/UE. The Paging Request triggers the Service Request procedure in the UE. If Asynchronous Communication is activated, the network suspends the Service Request procedure with (R)AN and UE, and continues the Service Request procedure with the (R)AN and the UE (i.e. synchronizes the session context with the (R)AN and the UE) when the UE enters CM-CONNECTED state.
Editor's note:
The name of SM message between AMF and SMF is FFS.
Editor's note:
How to activate and support Asynchronous Communication in the detailed procedures is FFS.
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Figure 4.2.3.4-1: Network Triggered Service Request
1.
When UPF receives downlink data of a PDU session and there is no (R)AN tunnel information stored in UPF for the PDU session, the UPF buffers the downlink data.

2a.
UPF to SMF: Data Notification(PDU session ID, Priority).

-
On arrival of the first downlink data packet, the UPF shall send Data Notification message to the SMF.
-
If the UPF receives additional downlink data packets for a QoS Flow in the same PDU Session with the same or a lower priority than used in any previous Data Notification for this PDU session, the UPF buffers these downlink data packets without sending a new Data Notification.
Editor's note:
If the UPF receives additional downlink data packets for a QoS Flow in the same PDU Session with a higher priority than used in any previous Data Notification for this PDU Session, the UPF shall send a Data Notification message to the SMF indicating the higher priority.
-
If the Paging Policy Differentiation feature (as specified in TS 23.501 [2] clause 5.2.X) is supported by the UPF and if it is activated by the SMF for this N4 session, the UPF shall also include the DSCP in TOS (IPv4) / TC (IPv6) value from the IP header of the downlink data packet.
2b.
SMF to UPF: Data Notification Ack.

Editor's note:
It is FFS whether this message is needed or not.
3a.
SMF to AMF: N11 message (UE Permanent ID, PDU session ID, N2 SM information (QoS profile, CN N3 Tunnel Info), Priority).


Upon reception of a Data Notification message, the SMF determines the AMF and sends an N11 message (UE Permanent ID, PDU session ID, N2 SM information (QoS profile, CN N3 Tunnel Info), Priority, Paging Policy Indication) to the AMF including the Priority and PDU Session ID received in the Data Notification message as part of step 2a.


If the SMF, while waiting for the User Plane Connection to be activated, receives any additional Data Notification message for the same PDU session but with higher priority than indicated in any previous Data Notification for this PDU session, the SMF sends a new N11 message indicating the higher priority and PDU Session ID to the AMF.

If the SMF, while waiting for the User Plane to be activated, receives an N11 message response from an AMF other than the one to which the SMF sent an N11 message, the SMF sends the N11 message to this AMF.


If the Registration procedure with AMF change is in progress when the old AMF receives a N11 message, the old AMF may reject N11 message with an indication that the N11 message has been temporarily rejected.

When supporting Paging Policy Differentiation, the SMF indicates in the N11 message the Paging Policy Indication related to the downlink data that triggered the Data Notification message, as described in TS 23.501 [2] clause 5.2.X.
NOTE 1:
AMF may receive request message(s) from other network functions which leads to signalling towards UE/RAN, e.g. network initiated detach, SMF initiated PDU session modification. If the UE is in CM-CONNECTED state and the AMF only delivers N1 message towards UE, the flow continues in step 7 below.

Editor's note:
Procedures for the extended buffering time are FFS.
Editor's note:
Procedures for the monitoring events for "Availability after DDN failure" are FFS.
Editor's note:
It is FFS whether this message carry QoS profile and N3 tunnel information of the PDU session.

3b.
[conditional] The AMF responds to the SMF.

If the UE is in CM-IDLE state, and the AMF determines that the UE is not reachable for paging, the AMF shall send an N11 message to the SMF, or other network functions from which AMF received the request message in step 3a, indicating the UE is not reachable
3c.
[Conditional] SMF responds to the UPF


SMF may notify the UPF about the user plane setup failure.
4.
[Conditional] AMF sends Paging message to (R)AN node.

If the UE is in CM-CONNECTED state, the AMF performs step 5 to 12 in UE triggered Service Request procedure (see clause 4.2.3.2) to activate the User Plane Connection for this PDU session (i.e. establish the radio resources and N3 tunnel). The rest of this procedure is omitted.

4.
If the UE is in RM-REGISTERED state and CM-IDLE and reachable, the AMF sends a Paging message (NAS ID for paging, Registration Area list, Paging DRX length, Paging Priority indication,) to (R)AN node(s) belonging to the Registration Area(s) in which the UE is registered, see TS [37.nnn].

When supporting Paging Policy Differentiation, the AMF may include Paging Policy Indication in Paging Request message as described in TS 23.501 [2] clause 5.2.X

Paging strategies may be configured in the AMF for different combinations of DNN, Paging Policy Indication, PDU Session IDs from SMF when available (see clause 4.9) and other PDU Session context information identified by PDU Session ID received in N11 message.


Paging strategies may include:

-
paging retransmission scheme (e.g. how frequently the paging is repeated or with what time interval);

-
determining whether to send the Paging message to the (R)AN nodes during certain AMF high load conditions;

-
whether to apply sub-area based paging (e.g. first page in the last known cell-id or TA and retransmission in all registered TAs).


The AMF and the (R)AN may support further paging optimisations in order to reduce the signalling load and the network resources used to successfully page a UE by one or several of the following means:

-
by the AMF implementing specific paging strategies (e.g. the N2 Paging message is sent to the (R)AN nodes that served the UE last);

-
by the AMF considering Information On Recommended Cells And RAN nodes provided by the (R)AN at transition to CM-IDLE state. The AMF takes the (R)AN nodes related part of this information into account to determine the (R)AN nodes to be paged, and provides the information on recommended cells within the N2 Paging message to each of these (R)AN nodes;

-
by the (R)AN considering the Paging Attempt Count Information provided by the AMF at paging.


If the UE Radio Capability for Paging Information is available in the AMF, the AMF adds the UE Radio Capability for Paging Information in the N2 Paging message to the (R)AN nodes.


If the Information On Recommended Cells And (R)AN nodes For Paging is available in the AMF, the AMF shall take that information into account to determine the (R)AN nodes for paging and, when paging a (R)AN node, the AMF may transparently convey the information on recommended cells to the (R)AN node.


The AMF may include in the N2 Paging message(s) the paging attempt count information. The paging attempt count information shall be the same for all (R)AN nodes selected by the AMF for paging.

Editor's note:
Procedures for enhanced coverage are FFS
Editor's note:
Procedures and parameters for extended DRX are FFS.

Editor's note:
Procedures and parameters for CSG paging are FFS depending on whether CSG will be supported.
Editor's note:
The need to send Paging Cause to (R)AN and UE is FFS.
NOTE:
Paging is always performed using the 5G-GUTI.
5.
[Conditional]The (R)AN node pages the UE.


If (R)AN nodes receive paging messages from the AMF, the UE is paged by the (R)AN node, see TS [37.331].
6.
[Conditional] AMF to SMF: N11 message ACK.

The AMF supervises the paging procedure with a timer. If the AMF receives no response from the UE to the Paging Request message, the AMF may apply further paging according to any applicable paging strategy described in step 3.

If the AMF receives no response from the UE, the AMF considers the UE as unreachable and the SM N2 message cannot be routed to the (R)AN, so the AMF shall return an "N11 message Reject" with an appropriate "failure cause", e.g. UE unreachability, to SMF or other network functions to indicate the failure of "message routing service", unless the AMF is aware of an ongoing MM procedure that prevents the UE from responding, i.e. the AMF receives an N14 Context Request message indicating that the UE performs Registration procedure with another AMF.

Editor's note:
Inter-system procedures e.g. EPC to 5G CN are FFS.


When an "N11 message Reject" is received, SMF informs the UPF.

Editor's note:
Procedure to pause of charging by SMF is FFS.
7.
When UE is in the CM-IDLE state, upon reception of paging request, the UE initiates the UE triggered Service Request procedure (clause 4.2.2.2). In step 4a of clause 4.2.2.2, the AMF sends N11 message to SMF(s) associated with the PDU session identified by PDU session ID(s) in MM NAS Service Request message if there is any, but not to SMF(s) from which it receives the N11 message in step 3a.

8.
The UPF transmits the buffered downlink data toward UE via (R)AN node which performed the Service Request procedure.


Network sends downlink signalling if the procedure is triggered due to request from other network entities described in step 3a.

*************** End of changes *********************
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