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1. Overall Description:

SA3 thanks SA2 on their LS on privacy of registration and slice selection information. SA3 discussed the LS and agrees that the security threats identified in their LS are valid and must be mitigated.
In 5GS, SA3 has concluded that all NAS messages, including the initial registration and the subsequent messages shall always be integrity protected. The only possible exception is, in addition to the NAS messages related to unauthenticated emergency services, the NAS messages that are required to establish a valid security context between the UE and the AMF when there is no such context is available in the UE (e.g., no stored security context available at the UE from a previous successful registration). In other words, when there is no valid security context stored at the UE, the registration message shall only include information that are required to establish the security context (e.g., subscription identifier, UE security capabilities). Please note that the subscription identifier in this case needs to be a privacy protected.
If there is a valid security context available at the UE, then all NAS messages shall always be integrity protected. In addition, except for the information required for the AMF to identity the UE and the security context (e.g., subscription identifier, Key Set Identifier), the rest of the information in the NAS message shall always be ciphered. 
With regards to including NSSAI / S-NSSAI (or parts of it) used for slicing in the initial registration and subsequent NAS messages, SA3 concluded the following:
· Including such information in the non-integrity protected NAS messages shall be avoided – otherwise, an attacker may manipulate these information to perform service down-grade (or bid-down) and denial of service attacks.  

· Including such information in non-confidentiality protected NAS messages compromises the privacy as information about the slicies that are being used by the UE/user is leaked. While such privacy may not be needed for all slices, access to some network slices or slice types that are considered privacy sensitive requires privacy protection – e.g., access to public safety related slice(s), enterprise or dedicated private slice(s). Therefore, at least for the slices that require privacy, these information shall not be sent without confidentiality protection.

Similarly, the security and privacy threats are also applicable when NSSAI related information is included in unprotected RRC signaling messages. Therefore, including NSSAI related information in such unprotected RRC signaling should be avoided when possible and shall be avoided when privacy of such information (e.g., when UE is accessing privacy sensitive slices) is required. 
In cases where privacy of NSSAI is required, if the UE is already registered, SA3 believes that it is sufficient to include only the UE temporary identifier (e.g., 5G GUTI) assigned by the AMF in the previous registration in the unproteted RRC message and not include the NSSAI related information in unprotected RRC messages. If the 5G RAN is unable to select the AMF from this information (e.g., due to UE mobility), the UE can always fall back and perform the protected NAS message procedures. The UE temporary identifier needs to be constructed such that it does not reveal any privacy sensitive slice specific information.
SA3 understands that if NSSAI (or part of it) is not included in the initial unprotected NAS messages or unprotected RRC messages due to the privacy requirement of the slice(s) being requested by the UE, it may result in a non-optimal initial selection of the AMF (e.g., default AMF) with potential AMF relocation when the full requested NSSAI is sent by the UE in a later protected NAS message after the security context is established between the UE and the AMF. This a tradeoff between performance and privacy when the requested NSSAI requires privacy protection. It should be noted here that if the number of UEs accessing privacy sensitive slices in a given RAN is relatively low compared to the number of UEs accessing that RAN, then the absense of NSSAI related information in RRC message itself may leak information that these low number of users are accessing privacy sensitive slices. SA3 has not concluded yet whether and if so how such leakage of information needs to be prevented in 5GS.
2. Actions:

To SA2:
ACTION: 
SA2 is kindly requested to take the above information and the SA3 conclusions into account in their 5G work for network slicing. Particularly, the UE temporary identifier needs to be constructed such that it does not reveal any privacy sensitive slice specific information.
To RAN2 and RAN3:
ACTION: RAN2 and RAN3 are kindly requested to consider the privacy aspects related to NSSAI in their 5G work and avoid including any NSSAI related information in unprotected RRC signalling, especially in cases where privacy of NSSAI is required. 
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