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Abstract of the contribution: for UEs connected to both 3GPP and non-3GPP accesses, proposes the ability to use a different security context over the two N1 instances.
1
Discussion

TS 23.501 has captured the basic concepts for the supports of connectivity of the UE via non-3GPP access networks, e.g. WLAN access.

In particular, the TS has captured the following aspects:

· A UE that accesses the 5G core network over a standalone non-3GPP access shall, after UE attachment, support NAS signalling with 5G core network control-plane functions using the N1 reference point.

· When a UE is connected via a 5G-RAN and via standalone non-3GPP accesses, multiple N1 instances shall exist for the UE i.e. there shall be one N1 instance over 5G-RAN and one N1 instance over non-3GPP access.
· A UE simultaneously connected to the same 5G core network of a PLMN over 3GPP access and non-3GPP access shall be served by a single AMF if the selected N3IWF is located in the same PLMN as the 3GPP access.
With the RM and CM models defined for a UE connected to both a 3GPP and a non-3GPP access, the UE has two N1 connections to the AMF.

Security for N1 NAS is being defined in SA3 based on the concepts defined for EPC NAS in previous releases. Specifically, upon successful registration, security for the NAS signalling is established, including integrity protection and encryption.

In EPC, there is one and only one NAS connection between the UE and the CN. In 5GS, there are two in the case described above. 
The following statement exists in section 5.6.2:
When an UE is served by a single AMF while the UE is connected over multiple (3GPP/Non 3GPP) accesses, there is a N1 NAS connection per access. In that case the serving PLMN  ensures that for N1 NAS signalling received by the AMF over an access (e.g. 3GPP access or non-3GPP access) further SM NAS exchanges (e.g. SM NAS message responses) are transported over the same access.

This implies that NAS signalling exchanges over one N1 instance are completely independent of NAS signalling exchanges over the other N1 instance. It is proposed that it shall be possible to consider the two N1 instances as completely separate N1 NAS instances. This implies that also from a security point of view the it shall be possible to consider the two instances as independent, i.e. that the security context used to protect one N1 instance can be different from the security context used to protect the other N1 instance.


2
Proposal

It is proposed to adopt the following in TS 23.501. 

* * * * First Change * * * *
5.10
Security aspects

5.10.1
General

The security functions in the 5G system include:

-
Authentication of the UE by the network and vice versa (mutual authentication between UE and network).

-
Security context generation and distribution.

-
User Plane data confidentiality protection.

-
Control Plane signalling confidentiality and integrity protection.

Editor's note:
Whether User identity confidentiality protection is part of security function is FFS.

Editor's note:
Detailed description for the security functions will be addressed after the corresponding SA WG3 work is concluded.
5.10.X
Security Model for non-3GPP access
Editor’s Note: this section contains security aspects specific to the support of non-3GPP accesses.

5.10.X.1 Signalling Security

When a UE is connected via a 5G-RAN and via a standalone non-3GPP accesses, the multiple N1 instances are secured using independent NAS security contexts, each created based on the security context in the corresponding SEAF (e.g. in the common AMF when the UE is served by the same AMF) derived from the UE authentication. 
Editor’s Note: this conclusion may need to be revisited after SA3 discussion.
* * * * Next Change * * * *
6
Network Functions

Editor's note:
This should include Network functions, functionalities and NF selection functionality, etc.

6.1
General
6.2
Network Function Functional description

Editor's note:
This should include various network functions in the architecture, features and functionalities supported.

6.2.1
AMF
The Access and Mobility Management function (AMF) includes the following functionality. Some or all of the AMF functionalities may be supported in a single instance of a AMF:

-
Termination of RAN CP interface (N2).

-
Termination of NAS (N1), NAS ciphering and integrity protection.

-
Registration management.

-
Connection management.

-
Reachability management.

-
Mobility Management.

-
Lawful intercept (for AMF events and interface to LI System).

-
Transparent proxy for routing SM messages.

-
Access Authentication.

-
Access Authorization.

-
Security Anchor Function (SEA). It interacts with the AUSF and the UE, receives the intermediate key that was established as a result of the UE authentication process. In case of USIM based authentication, the AMF retrieves the security material from the AUSF.

-
Security Context Management (SCM). The SCM receives a key from the SEA that it uses to derive access-network specific keys.

NOTE:
Regardless of the number of Network functions, there is only one NAS interface instance per access network between the UE and the CN, terminated at one of the Network functions that implements at least NAS security and mobility management.

Editor's note:
When there is an update to security architecture defined by SA WG3, security functionality mapping to the overall architecture will be updated.
In addition to the functionalities of the AMF described above, the AMF may include the following functionality to support non-3GPP access networks:

-
Support of N2 interface with N3IWF. Over this interface, some information (e.g. 3GPP cell Identification) and procedures (e.g. Hand-Over related) defined over 3GPP access may not apply, and non-3GPP access specific information may be applied that do not apply to 3GPP accesses.

Editor's note:
The definition which 3GPP information and procedures are not applicable to N3GPP-access and those N3GPP access specific information and procedure needs to be considered are FFS.

-
Support of NAS signalling with a UE over N3IWF. Some procedures supported by NAS signalling over 3GPP access may be not applicable to untrusted non-3GPP (e.g. Paging) access.
Editor's note:
The definition which NAS signalling procedures are not applicable to N3GPP-access and those N3GPP access specific information and procedure needs to be considered are FFS.
-
Support of authentication of UEs connected over N3IWF.
-
Management of mobility, authentication, and separate security context state(s) of a UE connected via non-3GPP access or connected via 3GPP and non-3GPP accesses simultaneously.

-
Support as described in clause 5.3.2.3 a co-ordinated RM management context valid over 3GPP and Non 3GPP accesses.
-
Support as described in clause 5.3.3.4 dedicated CM management contexts for the UE for connectivity over non-3GPP access.
NOTE:
Not all of the functionalities are required to be supported in an instance of a network slice.

* * * * End of Changes * * * *
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