Page 1



3GPP TSG-SA WG2 Meeting #120 
S2-171890
Busan, Korea, 27-31 March 2017

	

	pCR

	

	
	23.501
	
	
	rev
	-
	Current version:
	0.3.1
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	x
	Radio Access Network
	
	Core Network
	x


	

	Title:

	Introduction of unified access control 

	
	

	Source to WG:
	MediaTek Inc.

	Source to TSG:
	N/A

	
	

	Work item code:
	5GS-Ph1
	
	Date:
	2017-03-21

	
	
	
	
	

	Category:
	
	
	Release:
	Rel-15

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)
Rel-14
(Release 14)
Rel-15
(Release 15)
Rel-16
(Release 16)

	
	

	Reason for change:
	Access Control is not defined at the moment in TS23.501. 


	
	

	Summary of change:
	Access control is introduced in §5.2 (brief description). The corresponding Access Category Policy is introduced in Annex A

	
	

	Consequences if not approved:
	Access Control is not defined

	
	

	Clauses affected:
	5.2.1 (new), 5.2.2 (new), A.3.1.3, A.3.1.3.X (new)

	
	

	
	Y
	N
	
	

	Other specs
	
	
	 Other core specifications

	TS/TR ... CR ... 

	affected:
	
	
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	


**** FIRST CHANGE ****

5.2
Network Access Control

Editor's note:
this should include network selection aspects, description of access control, LI, authentication/authorization, policy control etc. Level of detail expected for this section is similar to Network access control clause in TS 23.401 clause 4.3.2.
5.2.1
General

Network access is the means by which a user is connected to the 5G System.

5.2.2
UE Access Control

Under control of the network, UE Access control allows preventing UEs from making access attempts (incl. paging responses) in given areas of a PLMN. Access control is not intended to be used under normal operating conditions.
Any UE access attempt over 5G RATs (i.e. E-UTRA and NR) in the 5G System shall be subject to access control. Access control applies in both CM_IDLE and CM_CONNECTED states. 
For any access attempt, the UE NAS determines an applicable Access Category based on Access Control Policy rules (see sub-clause A.3.1.3.X). Barring information for a given Access Category is provided by NG-RAN at the Access Stratum. The UE uses this barring information to determine whether or not access is allowed. 
The Access Control Policy rules are configured in the UE (e.g. OMA DM) or signaled to the UE by the PCF via the AMF.
**** NEXT CHANGE ****

A.3.1.3
UE Policy

A.3.1.3.1
General

The 5G core network shall be able to provide policy information from the PCF to the UE. Such policy information includes:

1)
Access network discovery & selection policy: It is used by the UE for selecting non-3GPP accesses and for deciding how to route traffic between the selected 3GPP and non-3GPP accesses. The structure and the content of this policy are specified in clause A.3.1.3.2.
2)
Route Selection Policies: These policies are used by the UE to determine how to route outgoing traffic. Traffic can be routed to an established PDU session, can be offloaded to non-3GPP access outside a PDU session, or can trigger the establishment of a new PDU session. The following policies are used for route selection:
2a)
SSC Mode Selection Policy (SSCMSP): This policy is used by the UE to associate UE applications with SSC modes and to determine the PDU session which this traffic should be routed to. It is also used to determine when a new PDU session should be requested with a new SSC mode.
2b)
Network Slice Selection Policy (NSSP): This policy is used by the UE to associate UE applications with SM-NSSAIs and to determine the PDU session which this traffic should be routed to. It is also used to determine when a new PDU session should be requested with a new SM-NSSAI..
2c)
DNN Selection Policy: This policy is used by the UE to associate UE traffic with one or more DNNs and to determine the PDU session which this traffic should be routed to. It is also used to determine when a PDU session should be requested to a new DNN. It may also indicate the access type (3GPP or non-3GPP) on which a PDU session to a certain DNN should be requested.
2d)
Non-seamless Offload Policy: This policy is used by the UE to determine which traffic should be non-seamlessly offloaded to non-3GPP access (i.e. outside of a PDU session).

Editor's note:
It is FFS if the Route Selection Policies will be defined separately or if they could be grouped into a single policy. Clause A.3.1.3.3 shows an example of how these policies could be grouped.
3)
Access Category Policy (ACP): This policy is used by the UE to determine the Access Category for each uplink packet at NAS layer. The AS layer then makes corresponding barring decision according to the Access Category barring information for access control. The structure and the content of this policy are specified in clause A.3.1.3.X.
The SSCMSP and NSSP shall be provided from the PCF to the UE via the N1 interface.
Editor's note:
It is FFS regarding PCF interactions and if the SSCMSP and the NSSP policies are transported via SMF and AMF or AMF only.

Editor's note:
It is FFS if the size of the policy rules to be transferred and frequency of the rules update from the PCF to the UE would require additional transport options.
Editor's note:
It is FFS if part of the policies can be transferred via UDM.
Editor's note:
Whether the information for Local Area Data Network described in clause 5.6.5 is included as UE Policy Provisioning or not is FFS.
A.3.1.3.2
Access network discovery & selection policy
Editor's note:
The details of the access network discovery & selection policy is FFS. It is also FFS if any of the access network discovery & selection policies specified in TS 23.402 clause 4.8 can be reused.
A.3.1.3.3
Grouping the Route Selection Policies
This clause shows an example of how the Route Selection Policies (defined in clause A.3.1.3.1) could be grouped into a single policy called UE Route Selection Policy (URSP). The URSP includes a prioritized list of URSP rules, each one composed of the following components:

-
Traffic filter: Information that can be compared against data traffic and determine if the rule is applicable to this data traffic or not. It may include application identifiers and other information, if needed. The traffic that matches the traffic filter of a URSP rule is referred to as the "matching traffic" for this URSP rule.
-
Non-seamless offload: Indicates if the matching traffic is Prohibited, Preferred or Permitted (i.e. allowed but not preferred) to be offloaded to non-3GPP access outside of a PDU session. It may also indicate a specific non-3GPP access type (e.g. WLAN, SSID-x) on which the matching traffic is Prohibited, Preferred or Permitted.
-
Slice Info: This includes the S-NSSAI (see clause 5.15) required for the matching traffic. It may also include multiple S-NSSAIs in priority order if the matching traffic may be transferred over a PDU session supporting any of these S-NSSAIs. It is used to associate the matching traffic with one or more S-NSSAIs.
-
Continuity Types: This includes the SSC Mode (see clause 5.6.9.2) required for the matching traffic. It may also include multiple SSC Modes in priority order if the matching traffic may be transferred over a PDU session supporting any of these SSC Modes. It is used to associate the matching traffic with one or more SSC modes.
-
DNNs: This includes the DNN required for the matching traffic. It may also include multiple DNNs in priority order if the matching traffic may be transferred over a PDU session to any of these DNNs. It is used to associate the matching traffic with one or more DNNs.
-
Access Type: If the UE needs to establish a PDU session for the matching traffic, this indicates the type of access (3GPP or non-3GPP) on which the PDU session should be established. It may also indicate a prioritized list of accesses on which the PDU session establishment should be attempted.
Each URSP rule shall include a traffic filter and one or more of the other components, which specify how the matching traffic should be routed.

As an example, the URSP provisioned in the UE may include the following rules:
Table A.3.1.3.3-1: Example of URSP rules
	Example URSP rule
	Comments

	Traffic filter: App=DummyApp

Direct offload: Prohibited

Slice Info: S-NSSAI-a

Continuity Types: SSC Mode 3

DNNs: internet

Access Type: 3GPP access

	This URSP rule associates the traffic of application "DummyApp" with S-NSSAI-a, SSC Mode 3 and the "internet" DNN.

It enforces the following routing policy:

Traffic of application "DummyApp" should not be directly offloaded to non-3GPP. It should be transferred on a PDU session supporting S-NSSAI-a, SSC Mode 3 and DNN=internet. If this PDU session is not established, the UE shall attempt to establish the PDU session over Access Type=3GPP access. If the PDU session cannot be established, the traffic of this application cannot be transferred.


	Traffic filter: App=App1, App2
Direct offload: Permitted
Slice Info: S-NSSAI-a

Access Type: Non-3GPP access
	This URSP rule associates the traffic of applications "App1" and "App2" with S-NSSAI-a.

It enforces the following routing policy:

The traffic of application App1 and the traffic of application App2 should be transferred on a PDU session supporting S-NSSAI-a. If this PDU session is not established, the UE shall attempt to establish the PDU session over Access Type=non-3GPP access. If the PDU session cannot be established, the traffic of these applications can be directly offloaded to non-3GPP access.


	Traffic filter: App=DummyApp

Direct offload: Permitted (WLAN SSID-a)
Continuity Types: SSC Mode 3


	This URSP rule associates the traffic of application "DummyApp" with SSC Mode 3.

It enforces the following routing policy:

The traffic of application "DummyApp" should be transferred on a PDU session supporting SSC Mode 3. If this PDU session is not established, the UE shall attempt to establish the PDU session over any access type. If the PDU session cannot be established, the traffic can be directly offloaded if the UE is connected to WLAN with SSID-a.


	Traffic filter: *

Direct offload: Preferred

Slice Info: S-NSSAI-a, S-NSSAI-b

Continuity type: Type-3

DNN: internet
	This (default) URSP rule associates all traffic not matching any prior rule with S-NSSAI-a (first priority), S-NSSAI-b (second priority), SSC Mode 3 and the "internet" DNN.

It enforces the following routing policy:

All traffic not matching any prior rule should preferably be offloaded directly to any non-3GPP access. If it cannot be directly offloaded to non-3GPP access, it should be transferred on a PDU session supporting S-NSSAI-a, SSC Mode 3 and DNN=internet. Alternatively, it can be transferred on a PDU session supporting S-NSSAI-b, SSC Mode 3 and DNN=internet. The PDU sessions can be established over any access type.


If a UE application requests a specific SSC Mode, S-NSSAI and/or DNN, the traffic of this application shall be routed to a PDU session that supports the requested SSC Mode, S-NSSAI and DNN. The SSC Mode, S-NSSAI and DNN requested by the UE application shall take precedence over the corresponding values in the URSP rules.

Editor's note:
It is FFS if a VPLMN can provide its own URSP rules to a roaming UE. It is also FFS how the UE selects the URSP rules to apply if it is provisioned with VPLMN URSP and HPLMN URSP.
Editor's note:
It is FFS if/how the URSP can be applied in case of multi-homed PDU sessions and in case of multiple PDU sessions to the same DNN.
Editor's note:
It is FFS if/how a UE application can be prevented from using a specific PDU session.

**** 2nd CHANGE ****

A.3.1.3.X
Access Category Policy

The Access Category Policy contains a set of rules each including the following parameters:

- 
Precedence value (for determining which order the rule shall be tested for a match)

-
Access Category

-
Criteria (defined hereafter)
The following criteria are taken into consideration to construct an Access Category Policy rule: 
 
-
Access Class (if retained in 5GS)

-
Traffic filter (identifies specific application, where the traffic filter may include application identifiers)

-
Device/subscription types (e.g., normal priority UE, low priority MTC device)

-
Type of service (e.g. MMTel voice, MMTel video)
-
Type of access attempt (e.g., Emergency)

- 
Type of signaling (e.g., MO signaling, MT access/paging response)
-
QoS Information (i.e. 5QI)

-
Slice information (i.e. S-NSSAI or DNN (if not already inferred by S-NSSAI))

-
CM state (i.e., CM_IDLE and CM_CONNECTED). If this is not included, it is assumed the rule applies in both CM_IDLE and CM_CONNECTED states.
As an example, the ACP provisioned in the UE may include the following rules:
Table A.3.1.3.X-1: Example of ACP rules
	Example ACP rule
	Comments

	Precedence value: 1
Access Category: 1

Criteria:

Type of access attempt: Emergency
	The call setup for Emergency session is categorized into Access Category 1. The barring rate for this Access Category (i.e., Access Category 1 in this example) broadcast from RAN node shall be zero.



	Precedence value: 2

Access Category: n

Criteria:
Type of signaling: MO signaling

Slice Info: S-NSSAI-Gaming
	The MO signaling to the network slice identified as S-NSSAI-Gaming is categorized into Access Category n. This rule may be created when a network slice is congested where a proper barring rate is provided by RAN nodes to alleviate the congestion without affecting the other network slices.

	Precedence value: x

Access Category: m

Criteria:
Traffic filter: App=DummyApp

Slice Info: S-NSSAI-Internet
	This ACP rule categorizes the traffic of application "DummyApp" to the network slice identified as “S-NSSAI-Internet” into Access Category m. This rule can be used to manage access attempts on a per application basis.




**** END OF CHANGES ****

