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Abstract of the contribution: This PCR proposes a call flow for the re-activation of N2 and N3 via Untrusted non-3GPP access, in which the NAS message is carried in the IKE_AUTH_REQ, the pre-shared key received from any access is reused to prevent full authentication in most of the cases, and fallback to full authentication is negotiated using NAS causes. 
Discussion
The re-activation of N2 and N3 uses the NAS Service Request procedure. There are three main issues to discuss before selecting a solution:
1- Considering that NAS messages subsequent to initial Registration Request shall be integrity protected, how the NAS Service Request message is provided to the AMF, i.e. whether it is created by the N3IWF, or sent by the UE after the IPsec tunnel is setup, or sent by the UE in IKE_AUTH_REQ message;
2- If it is possible to skip the authentication when the UE is already registered, using stored pre-shared keys;
3- How, after an unsuccessful phase with pre-shared keys, the UE retries with authentication phase, i.e. whether using IKEv2 cause values or using NAS cause values.
1-	How the NAS Service Request message is provided to the AMF
NAS Service Request is necessarily integrity protected, hence the N3IWF cannot be the source of the NAS message. 
A solution where the UE sends the NAS message after the establishment of the IPsec tunnel would require that the very first IKE_AUTH exchange would result in the creation of a "dummy" NAS message by the N3IWF in order to trigger some initial procedure in the AMF. But, in our view, it would not work because even that "dummy" NAS message needs to be integrity protected: only the very first registration can escape to integrity protection.
The solution where the UE is sending the NAS Service Request message encapsulated in the IKE_AUTH_REQ message is therefore the only possible solution. NAS Service Request message can be carried using the Vendor ID per RFC 7296 clause 3.12, which states " A Vendor ID payload may be sent as part of any message."
2-	How to skip the authentication when the UE is already registered, using stored pre-shared keys
Using the pre-shared key provided by an access when accessing the other access is a key advantage, as it prevents a full authentication procedure in most of the cases when the UE moves between the two accesses or when the UE wants to add an access.
When the UE registers over 3GPP access or non-3GPP access, it is provided with a Temp-ID and a NG-KSI by the AMF. When the AMF is common to 3GPP access and non-3GPP access, the UE would send both the Temp-ID and the NG-KSI via any of these accesses. The RAN in case of 3GPP access or the N3IWF in case of non-3GPP access can select the AMF via the Temp-ID. Then the AMF can retrieve the security context via the NG-KSI.
The NAS layer in the UE needs to provide the IKEv2 layer with the Temp-ID needs to allow AMF selection by the N3IWF. To indicate the N3IWF to not perform full EAP authentication, the NAS layer shall also provide the IKEv2 layer with the pre-shared key, which will be used by the IKEv2 layer to compute the AUTH parameter.
3-	How, after an unsuccessful phase with pre-shared keys, the UE retries with authentication phase, i.e. whether using IKEv2 cause values or using NAS cause values.
After an unsuccessful phase with pre-shared keys, whether the UE retries with authentication phase based on IKEv2 cause values or based on NAS cause values, in our view there are the following pros and cons:
· When based on IKEv2 cause values, there is only one NAS Service Request / Ack exchange that includes two IKE_AUTH full exchanges, like the NAS Service Request procedure over the 3GPP access. However, the procedure requires the AMF to tell the N3IWF to send an IKEv2 message back to the UE. 
The IKEv2 layer cannot be the layer responsible for deciding whether to use pre-shared keys or to initiate a full authentication: for example, the IKEv2 layer is not be able to decide full authentication when the N3IWF is in a PLMN different from the registered 3GPP PLMN. Only the NAS layer can decide this. This means that there should be a specific IKEv2 cause value, understood by the NAS layer as being an invitation to ask for full authentication.
In addition, the AMF state machine needs to be modified compared to the 3GPP access, as there will be a new state in the AMF.
· When based on NAS cause values, the NAS Service Request with KSI is rejected with a NAS Service Reject message containing a new specific cause value, and then the UE will repeat its NAS Service Request with full authentication. It is true that the fallback from pre-shared keys to full EAP authentication is different than in 3GPP access: in 3GPP access, a new key is fetched from the HSS and there is no NAS Service Reject followed by a new NAS Service Request. 
Considering:
· that the AMF state machine will be different in 3GPP access and in non-3GPP access with any alternative, 
· that IKEv2 cause values may not fit perfectly with what the NAS application specific behaviour (i.e.  independence between IKEv2 and NAS is more future safe), and 
· that IKEv2 cause values based solution requires a new N2 procedure (which does not militate in favour of access agnostic principle), 
we believe that a solution based on NAS cause values is the best way forward.
Proposal
It is proposed to add the following text in TS 23.502.
[bookmark: _Toc475717244]
* * * * First Change * * * * 
4.12.x	Service Request procedures via Untrusted non-3GPP Access
[bookmark: _Toc475717245]4.12.x.1	General
The Service Request procedure via Untrusted non-3GPP Access may be used to request the re-establishment N2-AP signalling and, if a PDU session exists, of the corresponding N3 user plane when the UE is already registered, i.e. the UE is in RM-REGISTER state and has a valid 5G temp-id and a valid security context.
NOTE: There is no Network Initiated Service Request procedure via Untrusted non-3GPP Access.
[bookmark: _Toc475717246]4.12.x.2	UE triggered Service Request in CM-IDLE state
Editor's note:	Procedure includes aspects required to support network slicing.
The Service Request procedure via Untrusted non-3GPP Access is used by a 5G UE in CM‑IDLE state to request the establishment of a secure connection to an AMF via Untrusted non-3GPP Access. 
The procedure is the same as described in clause 4.2.3.2, with the exceptions described below. 


Figure 4.12.x.2-1: UE triggered Service Request procedure via Untrusted non-3GPP Access
1a.	The UE initiates the IKEv2 exchange per IETF RFC 7296 [x]. 
1b.	If the UE has a valid 5G Temporary ID and a valid key, and if N3IWF is in the 3GPP registered PLMN, the UE sends NAS Service Request encapsulated in IKE_AUTH_REQ together with the 5G temp-id and the AUTH payload derived from the key. N3IWF derives the AMF from the 5G temp-id. The contents of the NAS Service Request message are the same as described in step 1 of clause 4.2.3.2;
Editor's note:	N3IWF id is FFS. The derivation of key from the anchor key is stage 3.
2.	As in step 2 of clause 4.2.3.2, the N3IWF sends the N2 Message (MM NAS Service Request, 5G Temporary ID, Location information, RAT type, establishment cause) to the selected AMF with the following differences:
-	The User Location Information shall include UE local IP address and optionally UDP or TCP source port number (if NAT is detected);
Editor's note:	The contents of the establishment cause are FFS.
	Based on the PDU session status, the AMF may initiate PDU session release procedure if the PDU session is not available in the UE.
3.	This step is skipped if the AMF can find the anchor key related to the received UE Temporary identifier and successfully perform the key verification.
3a.	If the AMF cannot find an anchor key related to the received UE temporary identifier or cannot successfully perform the key verification, the AMF sends a N2 Message (cause, NAS Service Reject) to the N3IWF, and the N3IWF forwards the NAS Service Reject encapsulated in IKE_AUTH_RSP to the UE.
3b.	Based on the NAS Service Reject cause, the UE shall then retry the Service Request procedure using a full authentication. After the IKE_SA_INIT exchange, the UE sends IKE_AUTH_REQ (5G Temporary ID) without AUTH payload. 
3c.	N3IWF starts the EAP authentication process by requesting the UE identity. The UE responds by including 5G Temp ID and the NAS Service Request without the NAS KSI and without the AUTH payload in the IKE_AUTH message. 
3d. The N3IWF sends the N2 message (MM NAS Service Request, 5G Temporary ID, Location information, RAT type, establishment cause).
3e. From the absence of NAS KSI in the NAS Service Request message, the AMF derives that a full authentication process is required. The full EAP authentication process, the establishment of the IPsec tunnel and the sending of Security Mode Command to both N3IWF and the UE is performed as described in steps 4b to 7c of figure 4.12.2-1. 
4.	Same as in step 4 of clause 4.2.3.2.
5.	As in step 5 of clause 4.2.3.2, the AMF sends N2 Request to the N3IWF, except that 
-	The N2 Request does not contain any Handover Restriction List.
6.	N3IWF returns IKE_AUTH_RES with the AUTH determined based on the security context received from the AMF in step 5.
	Depending on the received QoS Information for the QoS Flows of the PDU Sessions that are activated, the N3IWF may need to establish one or more Child Security Associations with the UE, using IKEv2 CREATE_CHILD_SA exchanges. The CREATE_CHILD_SA message shall contain the associated QoS information.
7.	After the user plane radio resources are setup, the uplink data from the UE can now be forwarded to the N3IWF. The N3IWF sends the uplink data to the UPF address and Tunnel ID provided in the step 5.
8.	[Conditional] Same as in step 8 of clause 4.2.3.2. N3IWF to AMF: N2 Request Ack (N2 SM information (N3 Tunnel info, List of accepted QoS Flows for the PDU Sessions activated, List of rejected QoS Flows for the PDU Sessions activated). 
9.	[Conditional] Same as in step 9 of clause 4.2.3.2.
10.	[Optional] Same as in step 10 of clause 4.2.3.2.
11a.[Conditional] Same as in step 11a of clause 4.2.3.2.
11b.[Conditional] Same as in step 11b of clause 4.2.3.2.
12.	[Conditional] Same as in step 11 of clause 4.2.3.2.

* * * * End of Changes * * * * 
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