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Abstract of the contribution: This contribution further analyses the authorization solutions for Key Issue #1 (authorization and authentication) currently captured in TR 23.733 and proposes a way forward.
1.
Introduction
Solutions for Key Issue #1 (authorization and authorization) were discussed in the last SA2 meeting and four solutions are captured in TR 23.733 (see subclauses 6.1.1 to 6.1.4). In this contribution, the first three of these solutions are further analysed to see how the key issue is addressed and a way forward is proposed.
2.
Discussion
For the Key Issue #1: Authentication and Authorisation for Indirect 3GPP Communication, there are 3 sub-issues to be resolved as follows:
-
How does the network authorise whether a UE can act as an eRelay-UE?

-
How does the network authorise whether the eRemote-UE can access the network through an eRelay-UE?

-
How does the network authenticate the eRemote-UE through an eRelay-UE (including the cases eRemote-UE attaches to network via eRelay-UE, as well as UE is already authenticated by the network via Uu using existing mechanism and then switches to eRelay-UE path)?

The current solutions captured in the TR 23.733 are focused on the first and the second bullets above, while the third bullet is to be considered to be resolved primarily by SA3. In this contribution, each solution is investigated to point out commonalities and differences on how to address the first and second bullet above.
2.1
Authorization of eRelay-UE
In Solution 1 (TR 23.733, subclause 6.1.1) the authorization for a UE to act as an eRelay-UE is subscription based:
To authorize the UE to act as eRelay:

-
MME receives a subscription parameter from HSS to indicate whether UE is allowed to act as eRelay-UE or not.

-
MME indicates to eNB whether UE is allowed to act as eRelay-UE in UE initial context setup, UE Context Modification Procedure.

For Solution 2 (TR 23.733, subclause 6.1.2 – Authorisation of layer 2 eRelay-UE and eRemote-UE), the authorization of eRelay-UE is described as follows:
From the downloaded subscriber profile, MME checks if the eRelay-UE is authorised to be a layer 2 relay as following:

-
If the UE is enabled for layer 2 relay and also authorised to be a layer 2 relay based on the subscription data, the MME shall include indication of layer 2 relay authorised in the "ProSe authorised" indication in the S1 AP Initial Context Setup Request as defined in TS 36.413 [5].

-
Otherwise, MME shall not include indication of layer 2 relay authorised in the "ProSe authorised" in the S1 AP Initial Context Setup Request as defined in TS 36.413 [5].
For Solution 3 (TR 23.733, subclause 6.1.3 – Authorization for Indirect 3GPP Communication via MME), the authorization of eRelay-UE is described as follows:
1.
eRelay-UE attaches to the network. If a UE is authorized as an eRelay-UE by MME, the authorization information is sent to eNB by MME.

It can be seen from the excerpts above that the proposed ways of authorizing eRelay-UEs are almost the same. The proposed approaches are based on the Release-13 ProSe UE-to-Network Relay authorization (see section 5.7 of TS 23.303). Given such similarities among the three solutions, we propose the following:
Proposal 1: Solution 1 to be used as basis for further work on authorization of eRelay-UE.
2.2
Authorization of eRemote-UE

For Solution 1: Subscription based authorization, the authorization of eRemote-UE is described as follows:

To allow network to authorise whether the eRemote-UE can access the network through an eRelay-UE 

-
eNB indicates to the MME that this connection is done via eRelay-UE. An indication of "connection via eRelay-UE" is added in the corresponding S1-AP procedure by eNB.

-
MME has UE subscription data from HSS, whether the eRemote-UE is allowed to access EPS via eRelay-UE or not.

-
If subscription does not allow eRemote-UE to access the network via eRelay-UE then MME rejects the SR/TAU/Attach with a NAS cause code to enforce eRemote-UE will not try again.
The basic idea of Solution 1 is that the eNB indicates to the MME that an eRemote-UE is accessing the network via an eRelay-UE and the MME decides whether to accept or reject Attach/TAU/SR based on eRemote-UE subscription.
At the moment Solution 2 does not address the aspect of authorizing a UE to act as an eRemote-UE.
For Solution 3 (Option A – Authorization for Indirect 3GPP Communication via MME), the authorization of eRemote-UE is described as followings:
3.
eRemote-UE and eRelay-UE establish the one-to-one communication. eRemote-UE identifier is included in the PC5 Communication Request message.

4.
eRelay-UE sends the NAS Request message to eRelay-UE MME. eRemote-UE identifier is included in the NAS message.

5.
eRelay-UE MME performs authorization check based on eRemote-UE identifier and eRelay-UE identifier.

6.
The eRelay-UE MME sends the NAS Response message to the eRelay-UE, the authorization information is included in this step.

7.
The eRelay-UE sends the Communication Response message the eRemote-UE to inform the authorization result.

There are two key points in this solution:

1.
the authorization of eRemote-UE is done before eRemote-UE can send any initial NAS message (e.g., Attach/TAU/SR);
2.
the authorization of eRemote-UE is about whether an eRemote-UE can access network via an specific eRelay-UE, thus the authorization is based on both eRemote-UE and eRelay-UE subscription information and may be based on additional trust relationship information.
For Solution 3 (Option B – Authorization for Indirect 3GPP Communication via MME), the authorization of eRemote-UE is described as followings:
3.
eRemote-UE sends Communication Request message to eRelay-UE, NAS message from eRemote-UE is included in this step.

4.
eRelay-UE encapsulates the NAS message received in step 3 in its RRC message.

5.
eNB sends the Initial UE message to the eRemote-UE MME, the eRelay-UE identifier is included in the S1-AP message. 

6.
eRemote-UE MME performs authorization check based on eRemote-UE identifier and eRelay-UE identifier.
The authorization of eRemote-UE in this solution is based on eRemote-UE sending Attach/TAU/SR message (similar to Solution 1) and also both eRemote-UE and eRelay-UE authorization information (similar to Option A of Solution 3).
2.3
Issues of eRemote-UE authorization and way forward
2.3.1
Introduction
From the analysis in Section 2.2 we can note some potentially controversial issues about authorization of eRemote-UE that need to be resolved. In this section, we list these issues and propose some way forward.
2.3.2
Issue 1: “Generic” vs. “Specific” authorization?
Solution 1 can be seen as “generic” authorization as eRemote-UE is authorized to access any eRelay-UE, while solution 3 can be seen as “specific” authorization as eRemote-UE is authorized to access a specific eRelay-UE.
From the source company’s point of view, the “generic” authorization, coinciding with the service authorization, is the basic functionality while the “specific” authorization is an additional step necessary in situations in which an eRelay-UE can only be used by some eRemote-UEs. This applies in particular to the commercial usage of eRemote and eRelay-UEs:
a.
As an example, we can imagine that User A’s smart-watch can indirectly access the network via User A’s smart-phone and not via other eRelay-UEs. Similarly, a PAN-type eRemote-UE (such as a home printer) should indirectly access the network via the owner’s eRelay only.
b.
There can be many application services that can be used by eRemote-UEs. For example, eRemote-UE1 may be subscribed to and use only some types of application service, e.g. app-type1, app-type2, while eRemote-UE2 may be subscribed to and use only some other types, e.g. app-type3, app-type4. Similarly, the eRelay-UEA may be subscribed to provide only some types of application service, e.g. app-type2, app-type5, to the eRemote-UEs. In this case, eRemote-UE1 is authorized to access the network via the eRelay-UEA, but the eRemote2 is not.
Proposal 2: Both generic and specific authorization should be addressed, with the specific authorization being an additional step to the generic authorization. 
2.3.3
Issue 2: “Two phases” or “One phase” authorization?

Solution 1 and Solution 3 Option B can be seen as “one phase” authorization approach, while Solution 3 Option A can be seen as “two phases” authorization approach.
Since authorization is closely related to authentication and both aspects should be considered together, it is necessary to take authentication into account when we design authorization solution.
For Solution 1, the assumption is that the authentication of eRemote-UE is done locally without network involvement as the following description indicates:
D.
Block D is when eRemote-UE is accessing the network via eRelay-UE. eNB knows that this connection is via a eRelay-UE and therefore can include an indication toward MME that this S1-MME is eRelay-UE associated. If this connection is not allowed to be accessed via eRelay-UE then MME can reject the service Request. The main point is that even when they are both associated, it does not mean the network will allow the connection via eRelay-UE to be established. This block is independent from A/B/C.

In our understanding, the main drawback on the local authentication of the eRemote-UE is that the eRelay-UE must be trusted by the CN. However, in general, a UE cannot be considered secure and using a local authentication approach could potentially open the system to security attacks. 
Even if the eRemote-UE and eRelay-UE are trusted by the CN and have been provisioned with some security credentials for the local authentication between eRemote-UE and eRelay-UE, some drawbacks still exist:
a.
If the authentication is Asymmetric-key-based, usually certificates are provisioned to the eRemote-UE and eRelay-UE by a CAs (Certificate Authority). Although certificates can be used to authenticate each other and established the PC5 association, the disadvantages are obvious:

-
Credential is expensive, which may cost several dollars per year for a device. That is why the devices, including the smart phones, do not have a certificate nowadays.
-
The use of certificates relies on the PKI (Public key infrastructure) system, which is a very complicate certificate management system. In particular the certificate revocation check may cost a lot, i.e. the UE needs to download the CRL (certificate revocation list) from the CA periodically (e.g. every day), or contact the CA to check the certificate’s validity online when authentication happens.

b.
If the authentication is Symmetric-key-based
-
In order to keep a similar security level as to legacy traditional UEs, usually the per-UE PC5 security is required, thus the network should configure per-eRemote-UE-key in both eRemote-UE and eRelay-UE. However, it is very difficult and impractical to configure all the eRemote-UEs’ keys into the eRelay-UE and update them periodically.
-
The other option is to use the group-key, it means to configure all the eRemote-UE and eRelay-UE with the same group-key. In such case there is no per-UE PC5 security, and some malicious UEs may use the group-key to attack any other eRemote-UE’s PC5 communication as long as they want.
Consequently, the local authentication cannot work well and a better way is to perform authorization along with authentication and by involving the core network.
Considering the authentication mechanism between eRemote-UE and eRelay-UE should be decided by SA3, “one phase” or “two phases” to be chosen is based on SA3 authentication conclusion. 
Proposal 3: Whether to select “one phase” or “two phases” approach is based on SA3 conclusion on authentication. An LS to SA3 on authentication is proposed in S2-172180.
3.
Conclusions

In this contribution we analysed three of the solutions for Key Issue #1 (Authentication/Authorization) captured in TR 23.733. These three solutions have in common the part related to the authorization of a UE to act as an eRelay-UE. Because of that, we proposed 

Proposal 1: Solution 1 to be used as basis for further work on authorization of eRelay-UE.

When it comes to the authorization of a UE to act as an eRemote-UE, we identified some aspects that need a decision.

Generic vs. specific authorization
A UE can generically be authorized to act as an eRemote-UE. This is equivalent to a service authorization and for the commercial deployment of eRemote-UE addition an authorization to use a specific eRelay-UE is needed. Consequently we proposed:
Proposal 2: Both generic and specific authorization should be addressed, with the specific authorization being an additional step to the generic authorization. 
Two-step vs. one-step authorization
Some solutions are based on a two-step approach, while others on a one-step approach.
Proposal 3: Whether to select “one phase” or “two phases” approach is based on SA3 conclusion on authentication. An LS to SA3 on authentication is proposed in S2-172180.
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