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1. Introduction

RSVP has been suggested as one possible signalling protocol for end-to-end QoS negotiation involving terminals in UMTS networks. However, RSVP was specified by the IETF as a protocol for fixed networks without considering special requirements which arise in radio-based access networks and especially in UMTS networks. Hence, it is necessary to identify all possible problems which may be caused by using RSVP in UMTS networks so that solutions to these problems can be found, and models for using RSVP in UMTS networks can be based on these solutions.

2. Evaluation of RSVP in UMTS Networks

2.1. QoS Information in RSVP messages
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        31           24 23           16 15            8 7             0

       +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

   1   | 0 (a) |    reserved           |             7 (b)             |

       +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

   2   |    1  (c)     |0| reserved    |             6 (d)             |

       +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

   3   |   127 (e)     |    0 (f)      |             5 (g)             |

       +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

   4   |  Token Bucket Rate [r] (32-bit IEEE floating point number)    |

       +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

   5   |  Token Bucket Size [b] (32-bit IEEE floating point number)    |

       +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

   6   |  Peak Data Rate [p] (32-bit IEEE floating point number)       |

       +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

   7   |  Minimum Policed Unit [m] (32-bit integer)                    |

       +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

   8   |  Maximum Packet Size [M]  (32-bit integer)                    |

       +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

     (a) - Message format version number (0)

     (b) - Overall length (7 words not including header)

     (c) - Service header, service number 1 (default/global information)

     (d) - Length of service 1 data, 6 words not including header

     (e) - Parameter ID, parameter 127 (Token_Bucket_TSpec)

     (f) - Parameter 127 flags (none set)

     (g) - Parameter 127 length, 5 words not including header


Figure 1: The SENDER_TSPEC object in RSVP PATH messages

The QoS parameters carried in an RSVP PATH message are contained in a "SENDER_TSPEC" object [RFC2210] which is shown in Figure 1. The SENDER_TSPEC object contains the following QoS parameters: A Token Bucket Rate [r] and a Token Bucket Size [b] as well as a Peak Data Rate [p], a Minimum Policed Unit [m] and a Maximum Packet Size [M]. The parameters [r] and [b] are meant to indicate the traffic load a sender is going to generate, and [p] indicates the senders peak data rate or the physical line rate (or alternatively positive infinity if both values are not known). The parameters [m] and [M] indicate the size of the smallest and largest packets respectively which the application is going to generate (including all headers above IP level).

With an RSVP RESV message, QoS for either guaranteed service or controlled load can be requested in a FLOWSPEC object. For controlled load service, the FLOWSPEC object contains the same QoS parameters as the SENDER_TSPEC object. The FLOWSPEC object for Guaranteed Service is shown in Figure 2. In addition to the QoS parameters from the SENDER_TSPEC object, it contains the RSPEC which consists of a rate [R] and a slack term [S]. The RSPEC can be used to influence the end-to-end queueing delay experienced by the data flow.
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        31           24 23           16 15            8 7             0

       +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

   1   | 0 (a) |    Unused             |            10 (b)             |

       +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

   2   |    2  (c)     |0| reserved    |             9 (d)             |

       +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

   3   |   127 (e)     |    0 (f)      |             5 (g)             |

       +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

   4   |  Token Bucket Rate [r] (32-bit IEEE floating point number)    |

       +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

   5   |  Token Bucket Size [b] (32-bit IEEE floating point number)    |

       +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

   6   |  Peak Data Rate [p] (32-bit IEEE floating point number)       |

       +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

   7   |  Minimum Policed Unit [m] (32-bit integer)                    |

       +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

   8   |  Maximum Packet Size [M]  (32-bit integer)                    |

       +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

   9   |     130 (h)   |    0 (i)      |            2 (j)              |

       +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

   10  |  Rate [R]  (32-bit IEEE floating point number)                |

       +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

   11  |  Slack Term [S]  (32-bit integer)                             |

       +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

     (a) - Message format version number (0)

     (b) - Overall length (9 words not including header)

     (c) - Service header, service number 2 (Guaranteed)

     (d) - Length of per-service data, 9 words not including per-service

           header

     (e) - Parameter ID, parameter 127 (Token Bucket TSpec)

     (f) - Parameter 127 flags (none set)

     (g) - Parameter 127 length, 5 words not including parameter header

     (h) - Parameter ID, parameter 130 (Guaranteed Service RSpec)

     (i) - Parameter 130 flags (none set)

     (j) - Parameter 130 length, 2 words not including parameter header


Figure 2: The FLOWSPEC object for guaranteed service in RSVP RESV messages

Table 1 shows how the UMTS and RSVP QoS parameters could be mapped to each other. The only three cases where a mapping seems to be clear are the Maximum and Guaranteed Bitrate as well as the Maximum SDU Size. 

A mapping from the IntServ Service Class (Guaranteed Service or Controlled Load) to the UMTS Traffic Class is problematic, since the concepts do not correspond to each other. Also, many applications may not be able to request Guaranteed Service QoS, and requests for Guaranteed Service QoS are likely to be rejected for example if they pass through networks which support RSVP signalling over DiffServ, since DiffServ can not give the tight queueing delay guarantees as requested by Guaranteed Service. Furthermore, applications may very well ignore requests for Guaranteed Service if no ADSPEC information is available from the PATH messages (which is only the case if all routers on the path between the two endpoints are able to provide Guaranteed Service).

This shows that some of the most important parameters for UMTS networks (e.g. transfer delay, error ratios) can not be derived directly from RSVP messages, and only the usage of RSVP QoS parameters is not enough for full optimisation of radio usage.

UMTS Attributes
RSVP Parameters

Traffic Class
Service Class?

Maximum Bitrate
Peak Data Rate

Guaranteed Bitrate
Token Bucket Rate

Maximum SDU Size
Maximum Packet Size

Delivery Order
-

SDU Format Information
-

SDU Error Ratio
-

Residual Bit Error Ratio
-

Delivery of Erroneous SDUs
-

Transfer Delay
-

Traffic Handling Priority
-

Allocation/Retention Priority
-

-
Token Bucket Size

-
Rspec (Rate/Slack Term)

-
Minimum Policed Unit

Table 1: Comparision of UMTS and RSVP QoS parameters

Conclusion: Methods have to be found to determine the UMTS QoS parameters which can not be derived from RSVP messages. These methods should give as much control to the user as possible in a simple way.

2.2. Complexity

The main complexity for implementations of the RSVP signalling protocol is based on the fact that RSVP is a soft state protocol which relies on at least two different state types (path state and reservation state) which have to be refreshed in certain intervals. This has several consequences for an RSVP-enabled network node:

· Path and reservation state information has to be stored for every flow for which RSVP signalling is used.

· Refresh messages both for the path state and reservation state have to be generated (i.e. PATH and RESV messages have to be sent out) in certain intervals (~30s).

· PATH and RESV messages have to be processed. This includes the following points:

· All incoming IP packets have to be checked to determine if they are RSVP messages.

· The network node has to check if the PATH or RESV message belongs to an active session.

· If the PATH or RESV message belongs to an active session, the path/reservation state for this session has to be changed.

· If a RESV message does not belong to an active session, it has to be rejected, and an error message has to be generated.

· If the reservation state for the session has changed, it is necessary to perform admission control for the new reservation and to set it up. This includes that the node has to generate error messages if the admission control fails.

This shows that the processing of RSVP signalling in network nodes is fairly complex, and additional burden is brought to nodes in the UMTS network, which has to be minimized.

Conclusion: It is necessary to avoid the complexity which is caused by having to process RSVP messages as much as possible.

2.3. Tunnels

It is not unlikely that the IP communication between two endpoints goes through a "tunnel", which would make all RSVP messages going through this tunnel invisible. One example for tunnelling would be the usage of IPSec, which may be very important for many users. Tunnels are not a problem for UMTS at the moment, since the session management messages used to set up PDP contexts are not transmitted within these tunnels, which may be the case with RSVP messages. Furthermore, UMTS supports IPSec with the SPI (security parameter index) field in the TFT. 

Conclusion: It is necessary to consider solutions for RSVP signalling which are not affected by tunnelling of IP packets.

2.4. Address Translators

It may be necessary for operators to use private address spaces, both if there is a lack of available IP addresses and for security reasons. In this case, address translators have to be used at the network boundaries to translate the private addresses into public addresses and vice versa. If RSVP is to be used, this address translation is much more complicated, because for the RSVP messages, not only the IP header has to be translated, but also all objects within the RSVP messages which may contain IP addresses (FILTER_SPEC, SCOPE, ERROR_SPEC).

Conclusion: Problems with address translators have to be avoided if possible, when RSVP signalling is used.

2.5. Security

It is necessary to authenticate users who request QoS with RSVP, and to check if the RSVP message has been corrupted in some way on the path from the sender. For this purpose, RSVP uses encryption based on the INTEGRITY object and authentication based on the POLICY_DATA object. Both of these mechanisms assume a key distribution mechanism. This would be additional overhead, since there are already authentication mechanisms in the UMTS network.

Conclusion: Mechanisms have to be developed which avoid redundant user authentication with RSVP signalling.

One additional point is that users may leave RSVP applications running (in fact without knowing that they are RSVP applications) over longer periods. For example applications which keep generating PATH messages may take up memory resources in network nodes for which the user would not be directly charged (since no reservation is set up with a RESV message). This is an additional complexity problem, but it is also a security problem, since it is possible that malicious users find ways to abuse this possibility. For example, there is not necessarily a limitation which keep a user from setting up a few thousand PATH states. It is also possible that a user sets the TIME_VALUES object in a PATH message to a very high value so that the corresponding state does not time out for a long period and takes up memory resources in network nodes.

Conclusion: It is necessary to avoid both complexity and security problems caused by unnecessary RSVP states.

3. Proposal

It is proposed that 3GPP S2 considers the points presented in this document and the conclusions derived from the potential problems in further discussions regarding the usage of RSVP in UMTS networks.
















_1011696373.doc



DOCUMENTTYPE



1 (1)













TypeUnitOrDepartmentHere









TypeYourNameHere

TypeDateHere











        31           24 23           16 15            8 7             0



       +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+



   1   | 0 (a) |    reserved           |             7 (b)             |



       +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+



   2   |    1  (c)     |0| reserved    |             6 (d)             |



       +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+



   3   |   127 (e)     |    0 (f)      |             5 (g)             |



       +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+



   4   |  Token Bucket Rate [r] (32-bit IEEE floating point number)    |



       +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+



   5   |  Token Bucket Size [b] (32-bit IEEE floating point number)    |



       +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+



   6   |  Peak Data Rate [p] (32-bit IEEE floating point number)       |



       +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+



   7   |  Minimum Policed Unit [m] (32-bit integer)                    |



       +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+



   8   |  Maximum Packet Size [M]  (32-bit integer)                    |



       +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+











     (a) - Message format version number (0)



     (b) - Overall length (7 words not including header)



     (c) - Service header, service number 1 (default/global information)



     (d) - Length of service 1 data, 6 words not including header
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