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Abstract of the contribution: This paper proposes a solution for the key issue#1: Authentication and Authorization for indirect 3GPP communication. 
1.
Introduction
In the last SA2#118 meeting, the key issue on “Authentication and Authorisation for Indirect 3GPP Communication” was captured in the TR 23.733, aiming to address the following issues:

1.
How does the network authorise whether a UE can act as an eRelay-UE?

2.
How does the network authorise whether the eRemote-UE can access the network through an eRelay-UE?

3.
How does the network authenticate the eRemote-UE through an eRelay-UE (including the cases eRemote-UE attaches to network via eRelay-UE, as well as UE is already authenticated by the network via Uu using existing mechanism and then switches to eRelay-UE path)?

In this contribution, a solution to address this key issue is proposed.




















3.
Proposal
Given the analysis of clause 2, we propose the following

Proposal: instead of ProSe Function, the network entities like MME&HSS are more suitable to authenticate and authorize the eRemote-UE during the FS_REAR Indirect Communication. 
It is proposed to add the following solution on Key Issue#1 to the SA2 TR 23.733.
* * * * Start of 1st Change * * * *
6.x
Solutions to Key Issue 1
6.x.1
Solution X: Authorization for Indirect Communication via MME
This solution applies to key issue 1 on authorization for Indirect 3GPP Communication, specifically on how the network authorizes an eRemote-UE accessing the network via an eRelay-UE.

6.x.1.1
Description

As the authorization function resides in the core network, this solution proposes that the MME performs authorization functions when an eRemote-UE is accessing to the network via a specific eRelay-UE. The following figure depicts the detailed procedure.
Option A:
Two phase authorization alternative
In this two phase authorization approach, authorization is performed before the eRemote-UE can send NAS to the network.
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Figure 6.x.1.1-1: Authorization for the Indirect Communication
0. Configuration information is provided for eRemote-UE and eRelay-UE.
1. eRelay-UE attaches to the network. If a UE is authorized as an eRelay-UE by MME, the authorization information is sent to eNB by MME.
2. eRemote-UE and eRelay-UE perform PC5 discovery procedure.
3. eRemote-UE and eRelay-UE establish the one-to-one communication. eRemote-UE identifier is included in the PC5 Communication Request message.
4. eRelay-UE sends the NAS Request message to eRelay-UE MME. eRemote-UE identifier is included in the NAS message.
5. eRelay-UE MME performs authorization check based on eRemote-UE identifier and eRelay-UE identifier.
Editor’s Note: How does the eRelay-UE MME get the authorization information is FFS.
6. The eRelay-UE MME sends the NAS Response message to the eRelay-UE, the authorization information is included in this step.
7. The eRelay-UE sends the Communication Response message the eRemote-UE to inform the authorization result.

8. If the eRemote-UE is authorized to access the network via the eRelay-UE, the eRemote-UE may initiate Attach/TAU/Service Request procedure. The NAS message is included in the RRC message which is relayed by eRelay-UE to the eNB.
Editor’s Note: It is FFS how the eRelay-UE and eNB verify the authorization done in steps 3-7.
9. The eNB sends the Initial UE message to the eRemote-UE MME. The eRelay-UE identifier is included in this step.
10. The following steps of Attach/TAU/SR procedures are performed.

11. The eRemote-UE MME sends the S1-AP signalling message to the eNB.

12. The eNB sends the RRC signalling message to the eRemote-UE.
Option B:
One phase authorization alternative

In this one phase authorization approach, authorization is performed along with the eRemote-UE sends the NAS message to the network.
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Figure 6.x.1.1-2: Authorization for the Indirect Communication
0. Configuration information is provided for eRemote-UE and eRelay-UE.
1. eRelay-UE attaches to the network. If a UE is authorized as an eRelay-UE by MME, the authorization information is sent to eNB by MME.

2. eRemote-UE and eRelay-UE perform PC5 discovery procedure based on solutions for key issue#2.
3. eRemote-UE sends Communication Request message to eRelay-UE, NAS message from eRemote-UE is included in this step.
4. eRelay-UE encapsulates the NAS message received in step 3 in its RRC message.
5. eNB sends the Initial UE message to the eRemote-UE MME, the eRelay-UE identifier is included in the S1-AP message. 
Editor’s Note: It is FFS what the eRelay-UE identifier is.
6. eRemote-UE MME performs authorization check based on eRemote-UE identifier and eRelay-UE identifier.

Editor’s Note: How does the eRelay-UE MME get the authorization information is FFS.

7. eRemote-UE MME sends the S1-AP message to eNB, the NAS response message is included in this step.

8. The NAS response message is sent to eRelay-UE via RRC signalling.

9. The NAS response message is sent to eRemote-UE by eRelay-UE via PC5 Communication Response message.














6.x.1.2
Impact analysis

6.x.1.3
Evaluation

* * * * End of Changes * * * *
3GPP

SA WG2 TD


_1548837133.vsd
�

�

eRemote-UE


eRelay-UE


eNB


eRemote-UE MME


eRelay-UE MME


HSS


0. Configuration info for eRemote-UE


0. Configuration info for eRelay-UE


1. eRelay-UE attaches to the network


2. Discovery procedure


3. Communication Request


4. NAS Request


5. Authoriztion


6. NAS Response


7. Communication Response


8. RRC signaling (NAS Request)


9. Initial UE msg 
(NAS Request)


10. Following steps of Attach/TAU/SR


11. S1-AP msg


12. RRC signaling



_1548839360.vsd
�

eRemote-UE


eRelay-UE


eNB


eRemote-UE MME


eRelay-UE MME


HSS


0. Configuration info for eRemote-UE


0. Configuration info for eRelay-UE


1. eRelay-UE attaches to the network


2. Discovery procedure


3. Communication Request (NAS Request)


4. RRC signalling 
(NAS Request)


5. Initial UE msg 
(NAS Request)


6. Authorization


7. S1-AP msg (NAS Resp)


8. RRC signalling (NAS Resp)


9. Communication Response 
(NAS Resp)



_1547365435.vsd
eRemote-UE


eRelay-UE


eRemote-UE MME


eNB


HSS


3.PC5 Discovery



