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1. Traffic Routing in a Multi-homed UE
As shown in Fig. 1, a 5G UE may have multiple network interfaces, each one with a separate IP address (assuming PDU sessions of IP type). Every network interface is either realized on top of a PDU session or directly on top of a non-3GPP access interface (usually referred to as the "offload" interface). There are many scenarios in which the UE may have multiple network interfaces and in all these scenarios the UE needs to decide how to route outbound traffic across these interfaces. We believe that:

1. Routing decisions in the UE should not be left (only) up to implementation – the network operator should be able to configure the UE to enforce specific routing policy, e.g. "Route traffic of app-x over a PDU session supporting SSC Mode 2 and S-NSSAI-a".  
2. The routing decisions in the UE shall be able to take into account the particular characteristics of the established PDU sessions. For example, the routing decision may consider if a PDU session supports SSC Mode 1 or SSC Mode 3, and may consider the DNN and the network slice associated with the PDU session. 

3. Unfortunately, none of the routing policies defined in TS 23.402 are applicable to 5G because these policies were not designed to consider the particular characteristics (e.g. SSC mode, Slice info, non-IP, etc.) of PDU sessions.
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Fig. 1

For the above reasons, we propose that a new type of routing policy should be defined for 5G. This policy is called "UE Routing Policy" and substitutes two policies already agreed: The SSC Mode Selection Policy (see TS 23.501 clause 5.6.9.3) and the Network Slice Selection Policy. The details of this policy are specified in the next clause.
2. Policy-based Routing in UE

2.1 UE Routing Policies

The 5G core network shall be able to provide the UE with "UE Routing Policy" (URP). The URP includes a prioritized list of URP rules:

· URP rule 1, priority 1

· URP rule 2, priority 2

· …

· URP rule N, least priority (default rule)
The specific mechanism for provisioning the URP to UE is left FFS.

Each URP rule is composed of the following components:

-
Traffic filter: Information that can be compared against a data packet and determine if the rule is applicable to the data packet or not. This information may include application identifiers, protocol identifiers (TCP, UDP, etc), source and/or destination port numbers, source and/or destination addresses, DSCP values, etc. The traffic that matches the traffic filter of a URP rule is referred to as the "matching traffic" for this URP rule.
-
Direct offload: Indicates if the matching traffic is Prohibited, Preferred or Permitted (i.e. allowed but not preferred) for direct offload over non-3GPP access. It may also indicate a specific non-3GPP access type (e.g. WLAN, SSID-x) on which the matching traffic is Prohibited, Preferred or Permitted.
-
Slice Info: This includes the S-NSSAI required for the matching traffic. It may also include multiple S-NSSAIs in priority order if the matching traffic may be transferred over a PDU session supporting any of these S-NSSAIs. It is used to associate the matching traffic with one or more S-NSSAIs.
-
Continuity Types: This includes the SSC Mode required for the matching traffic. It may also include multiple SSC Modes in priority order if the matching traffic may be transferred over a PDU session supporting any of these SSC Modes. It is used to associate the matching traffic with one or more SSC modes.
-
DNNs: This includes the DNN required for the matching traffic. It may also include multiple DNNs in priority order if the matching traffic may be transferred over a PDU session to any of these DNNs. It is used to associate the matching traffic with one or more DNNs.
-
Access Type: If the UE needs to establish a PDU session for the matching traffic, this indicates the type of access (3GPP or non-3GPP) on which the PDU session should be established. It may also indicate a prioritized list of accesses on which the PDU session establishment should be attempted.
Each URP rule shall include a traffic filter and one or more of the other components, which specify how the matching traffic should be routed.

Note that each URP rule essentially determines how the matching traffic of this rule should be routed.
As an example, the URP provisioned in the UE may include the rules shown in the following table.
	Example URP rule
	Comments

	Traffic filter: App=DummyApp

Direct offload: Prohibited

Slice Info: S-NSSAI-a

Continuity Types: SSC Mode 3

DNNs: internet

Access Type: 3GPP access

	This URP rule associates the traffic of application "DummyApp" with S-NSSAI-a, SSC Mode 3 and the “internet” DNN. 

It enforces the following routing policy:

Traffic of application "DummyApp" should not be directly offloaded to non-3GPP. It should be transferred on a PDU session supporting S-NSSAI-a, SSC Mode 3 and DNN=internet. If this PDU session is not established, the UE shall attempt to establish the PDU session over Access Type=3GPP access. If the PDU session cannot be established, the traffic of this application cannot be transferred.


	Traffic filter: App=App1, App2
Direct offload: Permitted
Slice Info: S-NSSAI-a

Access Type: Non-3GPP access
	This URP rule associates the traffic of applications "App1" and "App2" with S-NSSAI-a. 

It enforces the following routing policy:

The traffic of application App1 and the traffic of application App2 should be transferred on a PDU session supporting S-NSSAI-a. If this PDU session is not established, the UE shall attempt to establish the PDU session over Access Type=non-3GPP access. If the PDU session cannot be established, the traffic of these applications can be directly offloaded to non-3GPP access.


	Traffic filter: App=DummyApp

Direct offload: Permitted (WLAN SSID-a)
Continuity Types: SSC Mode 3


	This URP rule associates the traffic of application "DummyApp" with SSC Mode 3. 

It enforces the following routing policy:

The traffic of application "DummyApp" should be transferred on a PDU session supporting SSC Mode 3. If this PDU session is not established, the UE shall attempt to establish the PDU session over any access type. If the PDU session cannot be established, the traffic can be directly offloaded if the UE is connected to WLAN with SSID-a.


	Traffic filter: *

Direct offload: Preferred

Slice Info: S-NSSAI-a, S-NSSAI-b

Continuity type: Type-3

DNN: internet
	This (default) URP rule associates all traffic not matching any prior rule with S-NSSAI-a (first priority), S-NSSAI-b (second priority), SSC Mode 3 and the “internet” DNN. 

It enforces the following routing policy:

All traffic not matching any prior rule should preferably be offloaded directly to any non-3GPP access. If it cannot be directly offloaded to non-3GPP access, it should be transferred on a PDU session supporting S-NSSAI-a, SSC Mode 3 and DNN=internet. Alternatively, it can be transferred on a PDU session supporting S-NSSAI-b, SSC Mode 3 and DNN=internet. The PDU sessions can be established over any access type.


2.2 UE Routing Procedure

The UE determines how to route a data packet (to one of its network interfaces) by using the provisioned URP and the routing procedure illustrated in Fig. 2.
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Fig. 2: Routing procedure in the UE
1.
After receiving a data packet from the upper layers, the UE finds the first URP rule that matches this packet. The UE shall evaluate the URP rules in priority order. It is assumed that the URP always contains a "default" rule (the least priority rule that matches all traffic), so a URP rule that matches the packet can always be found. The URP rule that matches the data packet is referred to as the matching URP rule.

2.
If the UE is connected to a non-3GPP access, the UE shall determine based on the matching URP rule if the packet should be offloaded to the connected non-3GPP access. If it should, the packet shall be directly offloaded to non-3GPP access (i.e. outside of any PDU session). Otherwise, the following step is executed.

3.
The UE shall determine if it has an active PDU session that matches the matching URP rule, i.e. a PDU session that supports the Slice Info, the Continuity Type and the DNN included in the matching URP rule. If the matching URP rule includes multiple (prioritized) S-NSSAIs, a PDU session that matches this URP rule is the PDU session that supports the highest priority S-NSSAI and the Continuity Type and the DNN in the URP rule. Similarly, if the matching URP rule includes multiple (prioritized) SSC Modes, a PDU session that matches this URP rule is the PDU session that supports the highest priority SSC Mode and the S-NSSAI and the DNN in the URP rule. The PDU session that matches the matching URP rule is referred to as the "matching PDU session".


If the UE can find a matching PDU session, the UE transmits the packet via this PDU session. Otherwise, the following step is executed.

4.
The UE requests the establishment of a new PDU session that supports the attributes in the matching URP rule, i.e. supports the Slice Info, Continuity Type and DNN in the matching URP rule. The UE determines to establish this PDU session over non-3GPP access or over 3GPP access according to the Access Type included in the matching URP rule.

Note 1:
In real implementations the above routing procedure will not be executed on a per-packet basis. This is because the routing decisions are usually cached in practice so, if a packet matches a cached route, the packet will be routed based on the cached route without a need to execute the above procedure.

3. Proposal
Based on the above discussion, the following changes to TS 23.501 are proposed. The corresponding changes to TS 23.502 (the UE routing procedure) are included in S2-170859.
* * * Changes removed from this clause * * * 

5.6.9.3
SSC mode selection

The SSC mode selection policy shall be used to determine the type of session and service continuity mode associated with an application or group of applications for the UE.

It shall be possible for the operator to provision the UE with SSC mode selection policy. This policy includes one or more SSC mode selection policy rules which can be used by the UE to determine the type of SSC mode associated with an application or group of applications. The policy may include a default SSC mode selection policy rule that matches all applications of the UE.

When an application requests data transmission (e.g. opens a network socket) and the application itself does not specify the required SSC mode, the UE determines the SSC mode associated with this application by using the SSC mode selection policy; and:

a)  If the UE has already an active PDU session that matches the SSC mode associated with the application, then the UE routes the data of the application within this PDU session unless other conditions in the UE do not permit the use of this PDU session. Otherwise, the UE requests the establishment of a new PDU session with an SSC mode that matches the SSC mode associated with the application.

b)  The SSC mode associated with the application is either the SSC mode included in a non-default SSCMSP rule that matches the application or the SSC mode included in the default SSC mode selection policy rule, if present. If the SSCMSP does not include a default SSCMP rule and no other rule matches the application, then the UE requests the PDU session without providing the SSC mode. In this case, the network determines the SSC mode of the PDU session.

The SSC mode selection policy rules provided to the UE can be updated by the operator.
The SMF receives from the UDM the list of supported SSC modes and the default SSC mode per DNN as part of the subscription information.
Editor's note: whether SSC mode related subscription is related with slicing is FFS.

If a UE provide an SSC mode when requesting a new PDU session, the SMF selects the SSC mode by either accepting the requested SSC mode or modifying the requested SSC mode based on subscription and/or local configuration.

If a UE does not provide an SSC mode when requesting a new PDU session, then the SMF selects the default SSC mode for the data network listed in the subscription or applies local configuration to select the SSC mode.

* * * Second Change * * * 

A.3.1.3
UE Policy
A.3.1.3.1
General

The 5G core network shall be able to provide policy information to UE. Such policy information includes:

1)
Access network discovery & selection policy: It is used by the UE for selecting non-3GPP accesses and for deciding how to route traffic between the selected 3GPP and non-3GPP accesses. The structure and the content of this policy are specified in clause A.3.1.3.2.

2)
Route Selection Policies: These policies are used by the UE to determine how to route outgoing traffic. Traffic can be routed to an established PDU session, can be offloaded to non-3GPP access outside a PDU session, or can trigger the establishment of a new PDU session. The following policies are used for route selection:
2a)
SSC Mode Selection Policy (SSCMSP): This policy is used by the UE to associate UE applications with SSC modes and to determine the PDU session which this traffic should be routed to. It is also used to determine when a new PDU session should be requested with a new SSC mode. 
2b) Network Slice Selection Policy (NSSP): This policy is used by the UE to associate UE applications with SM-NSSAIs and to determine the PDU session which this traffic should be routed to. It is also used to determine when a new PDU session should be requested with a new SM-NSSAI. 
2c)
DNN Selection Policy: This policy is used by the UE to associate UE traffic with one or more DNNs and to determine the PDU session which this traffic should be routed to. It is also used to determine when a PDU session should be requested to a new DNN. It may also indicate the access type (3GPP or non-3GPP) on which a PDU session to a certain DNN should be requested.
2d)
Non-seamless Offload Policy: This policy is used by the UE to determine which traffic should be non-seamlessly offloaded to non-3GPP access (i.e. outside of a PDU session).
Editor's note: It is FFS if the Route Selection Policies will be defined separately or if they could be grouped into a single policy. Clause A.3.1.3.3 shows an example of how these policies could be grouped. 
A.3.1.3.2
Access network discovery & selection policy
Editor's note: The details of the access network discovery & selection policy if FFS. It is also FFS if any of the access network discovery & selection policies specified in TS 23.402 clause 4.8 can be reused.
A.3.1.3.3
Grouping the Route Selection Policies
This clause shows an example of how the Route Selection Policies (defined in clause A.3.1.3.1) could be grouped into a single policy called UE Route Selection Policy (URSP). The URSP includes a prioritized list of URSP rules, each one composed of the following components:
-
Traffic filter: Information that can be compared against data traffic and determine if the rule is applicable to this data traffic or not. It may include application identifiers and other information, if needed. The traffic that matches the traffic filter of a URSP rule is referred to as the "matching traffic" for this URSP rule.
-
Non-seamless offload: Indicates if the matching traffic is Prohibited, Preferred or Permitted (i.e. allowed but not preferred) to be offloaded to non-3GPP access outside of a PDU session. It may also indicate a specific non-3GPP access type (e.g. WLAN, SSID-x) on which the matching traffic is Prohibited, Preferred or Permitted.
-
Slice Info: This includes the S-NSSAI (see clause 5.15) required for the matching traffic. It may also include multiple S-NSSAIs in priority order if the matching traffic may be transferred over a PDU session supporting any of these S-NSSAIs. It is used to associate the matching traffic with one or more S-NSSAIs.
-
Continuity Types: This includes the SSC Mode (see clause 5.6.9.2) required for the matching traffic. It may also include multiple SSC Modes in priority order if the matching traffic may be transferred over a PDU session supporting any of these SSC Modes. It is used to associate the matching traffic with one or more SSC modes.
-
DNNs: This includes the DNN required for the matching traffic. It may also include multiple DNNs in priority order if the matching traffic may be transferred over a PDU session to any of these DNNs. It is used to associate the matching traffic with one or more DNNs.
-
Access Type: If the UE needs to establish a PDU session for the matching traffic, this indicates the type of access (3GPP or non-3GPP) on which the PDU session should be established. It may also indicate a prioritized list of accesses on which the PDU session establishment should be attempted.
Each URSP rule shall include a traffic filter and one or more of the other components, which specify how the matching traffic should be routed.
As an example, the URSP provisioned in the UE may include the following rules:
Table A.3.1.3.3-1: Example of URSP rules
	Example URSP rule
	Comments

	Traffic filter: App=DummyApp

Direct offload: Prohibited

Slice Info: S-NSSAI-a

Continuity Types: SSC Mode 3

DNNs: internet

Access Type: 3GPP access

	This URSP rule associates the traffic of application "DummyApp" with S-NSSAI-a, SSC Mode 3 and the “internet” DNN. 

It enforces the following routing policy:

Traffic of application "DummyApp" should not be directly offloaded to non-3GPP. It should be transferred on a PDU session supporting S-NSSAI-a, SSC Mode 3 and DNN=internet. If this PDU session is not established, the UE shall attempt to establish the PDU session over Access Type=3GPP access. If the PDU session cannot be established, the traffic of this application cannot be transferred.


	Traffic filter: App=App1, App2
Direct offload: Permitted
Slice Info: S-NSSAI-a

Access Type: Non-3GPP access
	This URSP rule associates the traffic of applications "App1" and "App2" with S-NSSAI-a. 

It enforces the following routing policy:

The traffic of application App1 and the traffic of application App2 should be transferred on a PDU session supporting S-NSSAI-a. If this PDU session is not established, the UE shall attempt to establish the PDU session over Access Type=non-3GPP access. If the PDU session cannot be established, the traffic of these applications can be directly offloaded to non-3GPP access.


	Traffic filter: App=DummyApp

Direct offload: Permitted (WLAN SSID-a)
Continuity Types: SSC Mode 3


	This URSP rule associates the traffic of application "DummyApp" with SSC Mode 3. 

It enforces the following routing policy:

The traffic of application "DummyApp" should be transferred on a PDU session supporting SSC Mode 3. If this PDU session is not established, the UE shall attempt to establish the PDU session over any access type. If the PDU session cannot be established, the traffic can be directly offloaded if the UE is connected to WLAN with SSID-a.


	Traffic filter: *

Direct offload: Preferred

Slice Info: S-NSSAI-a, S-NSSAI-b

Continuity type: Type-3

DNN: internet
	This (default) URSP rule associates all traffic not matching any prior rule with S-NSSAI-a (first priority), S-NSSAI-b (second priority), SSC Mode 3 and the “internet” DNN. 

It enforces the following routing policy:
All traffic not matching any prior rule should preferably be offloaded directly to any non-3GPP access. If it cannot be directly offloaded to non-3GPP access, it should be transferred on a PDU session supporting S-NSSAI-a, SSC Mode 3 and DNN=internet. Alternatively, it can be transferred on a PDU session supporting S-NSSAI-b, SSC Mode 3 and DNN=internet. The PDU sessions can be established over any access type.


If a UE application requests a specific SSC Mode, S-NSSAI and/or DNN, the traffic of this application shall be routed to a PDU session that supports the requested SSC Mode, S-NSSAI and DNN. The SSC Mode, S-NSSAI and DNN requested by the UE application shall take precedence over the corresponding values in the URSP rules.
Editor’s Note: It is FFS if a VPLMN can provide its own URSP rules to a roaming UE. It is also FFS how the UE selects the URSP rules to apply if it is provisioned with VPLMN URSP and HPLMN URSP.
Editor’s Note: It is FFS if/how the URSP can be applied in case of multi-homed PDU sessions and in case of multiple PDU sessions to the same DNN. 
* * * End of Changes * * * 
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