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Abstract of the contribution: This contribution tries to clarify several aspects of Solution 2.
Discussion
1. Absence of reference point between L-AS and L-MME

The architecture for Solution 2 does not feature a reference point between L-MME and L-AS. Therefore, the MME cannot interact with the L-AS for authenticating UEs to access the IOPS Network. In consequence, the L-AS only stores service-level information, not network-level credentials, and the L-MME need to query the HSS via the limited backhaul to authenticate all users.
Based on this, the following text in 6.2.1 is incorrect:

This allows a preparation phase while the backhaul is still available and reduces the number of queries to the HSS at a later stage. If an unknown UE attaches to the L-MME, then the L-MME would need to query the HSS via the limited backhaul link.
2. Absence of Local HSS
The architecture for Solution 2 does not feature a Local HSS. Therefore the parts of the information flows that refer to a Local HSS are invalid and should be removed. This includes the whole procedure in 6.2.2.1. It is proposed to refer to the Rel-13 IOPS solution for the case "UE known in the IOPS network" instead of adding this procedure.
3. Interactions with HSS
Some aspects related to the interactions with the HSS in 6.2.2.2 are unclear. The following Editor's Notes are proposed to identify the aspects to be clarified:
Editor's Note: What the HSS is going to do with with the IOPS indicator needs to be described.

Editor's Note: What is meant by "default subscription profile for IOPS" needs to be described.

Editor's Note: Whether the authentication information provided to the L-MME is the same as that provided to MMEs of the macro network needs to be clarified.

Regarding the later, it should be noted that if the L-MME receives the same authentication information as that provided to MMEs of the macro network, there may be a security issue since the L-MME is not in a secured location (not part of the security domain of the macro CN). An EN is added in the evaluation clause for SA3 to investigate on this.

***************** Start of changes **********************

6.2
Solution 2: IOPS network using the backhaul only for authentication of unknown UEs
6.2.1
Introduction and high-level architecture

This is a solution to Key Issue 1.
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Figure 6.2.1-1: High-level control plane architecture for IOPS network using the backhaul only for authentication of unknown UEs
The IOPS network comprises an L-MME (Local MME), which locally assumes the functions of an MME (authentication, bearer management, etc.) and interacts with the HSS of the PLMN. The L-AS is preconfigured by the AS of the public safety organization with service-level information regarding the expected users, UE identities and groups. When a UE attaches to the L-MME, the L-MME needs to query the HSS via the limited backhaul link.

6.2.2
Information flows

6.2.2.1
Initial Attach procedure, UE known in the IOPS network
UEs known is the IOPS network, i.e. IOPS-enabled UEs equipped with USIM credentials of the PLMN which identity is broadcast by the IOPS network, are handled according to Rel-13 IOPS (see TS 23.401 [2] Annex K), using the Local HSS as defined in TS 33.401 [4] Annex F.














6.2.2.2
Initial Attach procedure, UE not known in the IOPS network

The following diagram describes the information flow for the Initial Attach procedure for UEs not known in the IOPS network.
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Figure 6.2.2.2-1: High-level control plane architecture for IOPS network using the backhaul only for authentication of unknown UEs
As a precondition, the macro AS preconfigures the L-AS with the relevant information for the IOPS network. It may contain a list of users, UE identities, and group associations. Further the local HSS of the IOPS network is configured with the related IOPS subscriptions.

1.
The UE attaches to the IOPS eNB and includes its Identity.

2.
The eNB forwards the Attach request to the L-MME.


4.
The L-MME queries the HSS in the macro network with an Authentication Request and the UE identity. The Authentication Request may contain an IOPS indicator to distinguish the request from normal MME queries.
Editor's Note: What the HSS is going to do with with the IOPS indicator needs to be described.
5.
The HSS provides an authentication vector for the UE to the L-MME. The HSS may provide a default subscription profile for IOPS to the L-MME.
Editor's Note: What is meant by "default subscription profile for IOPS" needs to be described.
Editor's Note: Whether the authentication information provided to the L-MME is the same as that provided to MMEs of the macro network needs to be clarified.
6.
The L-MME updates and stores the authentication information. The L-MME creates and Authentication Request towards the UE, including the RND and AUTN.
7.
The eNB forwards the Authentication Request to the UE.

8.
The UE may use a special IOPS USIM application and derives the AUTN, RES as well as CK, IK for further key derivation.

9.
The UE sends and Authentication Response with the RES value to the eNB.

10.
The eNB forwards the Authentication Response with the RES value to the L-MME

11.
The L-MME authenticates the UE by comparing the RES with the XRES and normal Attach procedure is performed in the following.

6.1.2
Impacts on existing nodes and functionality
6.1.3
Solution evaluation
Editor's Note: The security aspects of this solution need to be investigated by SA3.
***************** End of changes **********************
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