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------------------------- start of change -------------------------------
4.3.7.4.2.7
Control Plane data specific NAS level congestion control

Under overload conditions the MME may restrict requests from UEs for data transmission via Control Plane CIoT EPS Optimisation. A Control Plane data back-off timer may be returned by the MME (e.g.in Attach/TAU/RAU Accept messages, Service Reject message or Service Accept message). While the Control Plane data back-off timer is running, the UE shall not initiate any data transfer via Control Plane CIoT EPS Optimisation, i.e. the UE shall not send any Control Plane Service Request with ESM Data Transport message as defined in TS 24.301 [46]. The MME shall store the Control Plane data back-off timer per UE and shall reject any further request (other than exception reporting) for data transmission via Control Plane CIoT EPS Optimisation from that UE while the Control Plane data back-off timer is still running.
NOTE 1:
The Control Plane data back-off timer does not affect any other mobility management or session management procedure.

NOTE 2:
The Control Plane data back-off timer does not apply to user plane data communication.

If the UE is allowed to send exception reporting, the UE may initiate Control Plane Service Request for exception reporting even if Control Plane data back-off timer is running.

If the UE receives an ESM Data Transport message while in connected mode as defined in TS 24.301 [46] from the MME while the Control Plane data back-off timer is running, the UE shall stop the Control Plane data back-off timer. The Control Plane data back-off timer is stopped at PLMN change.

If the MME receives an Control Plane Service Request with ESM Data Trasnport message, and decides to send the UE a Control Plane data back-off timer, the MME may decide to process the Control Plane Service Request with ESM Data Transport message, i.e. decrypt and forward the data payload, or not based on the following:

-
If the UE has additionally indicated in a Release Assistance Information in the NAS PDU that no further Uplink or Downlink Data transmissions are expected, then the MME may process (integrity check/decipher/forward) the received Control Plane data packet, and send SERVICE ACCEPT to the UE with Control Plane data back-off timer. The UE interprets this as successful transmission of the Control Plane data packet, starts the Control Plane data back-off timer and proceeds as described in clause 6.8.1.4.

-
For all other cases, the MME may decide to not process the received control plane data packet and sends SERVICE REJECT to the UE with Control Plane data back-off timer. The UE interprets this indication as unsuccessful delivery of the control plane data packet, starts the Control Plane data back-off timer and proceeds as described in clause 6.8.1.4. Then MME may take into consideration whether the PDN Connection is set to Control Plane only to make the decision whether to reject the packet and send SERVICE REJECT or move the PDN connection to user plane and process the data packet.

-
Alternatively, if UE has not provided in the in Control Plane service request the release assistance information, and the EPS bearer belongs to a PDN connection not set to Control Plane only, and UE supports user plane EPS CIoT optimization (or legacy S1-U), then the MME may initiate establishment of S1-U bearer during Data Transport in Control Plane CIoT EPS optimisation (according to the procedure defined in clause 5.3.4B.4). In this case MME may also return a Control Plane data back-off timer within the NAS message.

The MME only includes the Control Plane data back-off timer if the UE has indicated support for Control Plane data back-off timer in the Attach/TAU/RAU request.

NOTE 3:
If the MME is overloaded or close to overload, but the UE has not indicated support for Control Plane data back-off timer, the MME can use other overload control mechanisms, e.g. mobility management back-off timer or use user plane data communication.

---------------------------- end of change --------------------------------
