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Abstract of the contribution: This solution proses a solution to speed up the PC5 connection set-up by utilizing end-to-end AS security.
1. Discussion
According to 23.303
[image: ]
Observation 1: Remote UE can initiate Direct Communication if the Remote UE has knowledge about the Layer-2 ID
Observation 2: In ProSe R13 it is required to set-up a secure link after the Direct Communication Request have been sent to the Relay UE.
For enhancing the connection setup, we would like to find ways to optimize this procedure. In ProSe R13 the Remote UE and Relay UE have a PDCP connection and this can be used for AS encryption of the PC5-u. For Layer-2 relay, we have the PDCP connection between the eRemote UE and the eNodeB that will provide AS security protection for all links between the eRemote UE and the eNodeB. 
Observation 3: There is an AS security relation between the eRemote UE and the eNodeB. This security relation can be used to protect the data sent over PC5.
Proposal 1: Utilize the AS security protection provided on PCDP level between eRemote UE and eNodeB to provide a secure PC5 link.
According to TR33.899 study in SA3, SA3 is looking into how to authenticate remote UE via relay UE, even though this study has not concluded it could be valuable to see if any solutions in TR33.899 can be valid for REAR.
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The procedure above focus on the mutual authentication UE-Network, however it would be interesting to use some of the concepts. We see that the Remote UE generates a Remote UE Indicator (RUE_indicator). We see that the Relay UE can identify and verify the message from the Remote UE by looking at the RUE_indicator. If the RUE_indicator is valid the Relay will forward the message to the network.
Observation 4: The RUE_Indicator can be used to validate that the message is coming from an authenticated and authorized Remote UE.
Proposal 2: Use the SA3 concept of RUE_indicator to verify any messages send by the eRemote UE to the eRelay is coming from an authenticated and authorized Remote UE. 
2. Conclusion
The following observation and proposals shall be considered.
Observation 1: Remote UE can initiate Direct Communication if the Remote UE has knowledge about the Layer-2 ID
Observation 2: In ProSe R13 it is required to setup a secure link after the Direct Communication Request have been sent to the Relay UE.
Observation 3: There is an AS security relation between the eRemote UE and the eNodeB. This security relation can be used to protect the data sent over PC5.
Proposal 1: Utilize the AS security protection provided on PCDP level between eRemote UE and eNodeB to provide a secure PC5 link.
Observation 4: The RUE_Indicator can be used to validate that the message is coming from an authenticated and authorized Remote UE.
Proposal 2: Use the SA3 concept of RUE_indicator to verify any messages send by the eRemote UE to the eRelay is coming from an authenticated and authorized Remote UE. 
 
3. Proposal
We propose to update TR 23.733 with a solution reflecting above observations and proposals.
* * * Start of changes * * * *

[bookmark: _Toc467658328][bookmark: _Toc472927918]6.y	Solutions to key issue 3
[bookmark: _Toc467658329][bookmark: _Toc472927919]6.y.x	Solution X: Fast Connectionn setup by optimizing eRemote UE security procedures
[bookmark: _Toc467658330]6.y.x.1	Description
This solution proposes a way to optimize the connection setup between the eRemote UE connection and the network in order to facilitate fast connection setup. In TS 23.303 clause 5.4.5 the procedure is described how to set up One-to-one ProSe Direct Communication. It involve two steps. First, UE-1 sends a Direct Communication Request message to UE-2. The message then triggers step two, the mutual authentication and security association between UE-1 and UE-2. 
This solution for Layer-2 relay proposes to utilize the fact that for traffic using indirect 3GPP communication between the eRemote UE and eNodeB, the traffic is security protected by legacy AS security procedures. This protection can be used to provide a secure PC5 link. The optimization proposed for setting up One-to-one communication between an eRemote UE and an eRelay UE, is to omit the step 2 in TS23.303 clause 5.4.5, since the PC5 is secured by the AS security between eRemote and eNodeB.


[bookmark: _GoBack]
Figure 6.y.x.1-1: eRemote UE initiated Connection Resume procedure
0. The eRemote UE and eRelay UE have performed initial attach to the network and performed Service Authorization for ProSe Discovery, ProSe Direct Communication and indirect 3GPP Communication. In case the eRemote UE and eRelay UE have prior association (e.g. are aware of each other’s Layer2-IDs), then the eRemote can directly communicate with the eRelay UE. If the eRelay’s Layer-2 ID is unknown to the eRemote UE, then the eRemote UE can acquire Layer-2 ID by e.g. execute a discovery procedure.
1. eRemote UE generates an eRemote UE RRC Resume Request message including an Remote UE indicator (RUE_Indicator) that indicates the message is from a eRemote UE. The eRemote UE RRC Resume Request message includes information needed in the eNodeB to access the stored AS context see TS 36.300. The eRemote send the message to the eRelay UE over PC5.

NOTE1: Similar to the RRC Resume message specified in 23.401 clause 5.3.5A, The eRemote RRC Resume Request message will be security protected using the stored AS context in the eRemote UE.
Editor’s note: It is FFS how the RUE_Indicator is generated. Alignment with SA3is needed.
2. The eRemote UE send the eRemote UE RRC Resume Request message to the eRelay UE
3. Upon receiving the message from the eRemote UE, the eRelay UE identifies and verifies the RUE indicator and forwards the eRemote UE RRC Resume Request message to the eNodeB.

Editor’s note: It is FFS how the RUE_Indicator is verified. Alignment with SA3is needed.
4. eNodeB and eRemote UE resumes the RRC Connection (e.g. using a RRC Connection Resume procedure according to 23.401 clause 5.3.5A. The PC5 will be security protected by the AS encryption (on PDCP layer) between eNB and eRemote.
5. The eNodeB notifies the MME that the UE's RRC connection is resumed in the S1-AP UE Context Resume Request message, which includes an RRC resume cause. The MME enters the ECM-CONNECTED state. The MME identifies that the UE returns at the eNodeB for which MME has stored data related to the S1AP association, UE Context and bearer context including the DL TEID(s), necessary to resume the connection.
6. MME acknowledges the connection resumption in S1-AP UE Context Resume Response message.
7. The uplink data from the UE can now be forwarded by eRelay to the eNodeB and further forwarded by the eNodeB to the PDN GW.
[bookmark: _Toc467658331][bookmark: _Toc467658332]6.1.1.2	Impact analysis
SA3 enhancements needed to enable the generation and verification of a Remote UE Indicator (RUE_Indicator)

6.1.1.3	Evaluation


* * * End of changes * * * *
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545  One-to-one ProSe Direct Communication

5451 General

Each UE has a Layer-2 ID fo unicast communication that s included in the Source Layer-2 ID field of every frame that
it sends on the layer-2 ink and in the Destination Layer-2 ID of every frame that it receives on the layer-2 link.

NOTE:  Conflcts btuveen Destination Layer-2 ID for unicast and one-to-many communication will be resolved
by RAN WG2.

‘The UE needs to ensur that the Layer-2 ID for unicast communication is 2t leastlocaly unique. To that efect the UE

should be prepared to handle Layer-2 ID conflicts ith adjacent UEs using unspecified mechanisms (o2, selfassigna

new Layer-2 ID for unicast communication when a conflictis detected).

‘The layer-2 lnk for one-to-one ProSe Direct Commumication i identified by the combination of the Layer-2 IDs of the
w0 UEs. This means that the UE can engage in multiple layer-2 links for one-to-one ProSe Direct Communication
using e same Layer-2 ID.

5452 Establishment of secure layer-2 link over PC5

Depicted in figure 5.4.5:2-1 i the procedure for establishment of secure layer-2 link over PCS.

'UES engaged in islated (non-relay) one to one conmunication negotiate IP address allocation mechanisms and
optionally exchange lnk-local TP addresses if needed during the lnk establishment procedure.

uEL vez

2 Autnenticetion and ssabishmet of ecurity ssacation

Figure 5.4.5.2-1: Establishment of secure layer-2 link over PC5

1. UE1 sends 2 Direct Communication Request message to UE-2 in order to rigger mutual authentication. This
‘message includes the User Info.

1¢the link i setup for isolated one-to-one communicafion (none of the UES is a relay), UE-1 shall indicate in the
‘message whether it can act as 2 DHCPv server, IPY6 router,or both. If UE-1 does ot support any of the IP
address allocation mechanisms, it shal nclude 2 link-local IPv6 address in the message.

NOTE 1 as
an example,the Link inifator can leam the Layer-2 ID of the peer by executing a discovery procedure st
or by having participated in one-to-many ProSe Direct Communication including the peer.

‘The successfhl completion of the authentication
procedure completes the establishment of the secure layer-2 link over PCS. As part of this step, UE-2 includes
the User Info in a response to UE-1
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524162 Solution details

In the proposed solution, we assuine tat both the remote UE and the network are pre-provisioned with IBS credenial.
Allthe entitis,incloding remote UE, relay UE and autheaticator, belong to the same Key Managemeat Server (KMS).

Editor's note: The relationship between remote UE and felay UE need o be clrifed
The solution deail are as follows:

1. Remote UE generates 2 random gumbes... ad uses the random number to generate its Diffie Hellman (DE)
Public Key by A=¢%2% I mod p

2. Remote UE generates a remote UE authentication request message including its ID (ID_UE), its DH public key
(&), an indicator (RUE_Indicator) that indicates the message is remote UE authentication request, and signs
the message using its IBS private key, and sends the message (RUE_Indicator , ID_UE, 4, Sig!_UE, ...) to

the relay UE.
Editor's aote: the terms “RUE" should be defined.

3. Upon receiving the message om the remote UE, th relay UE fist ideatifies it s a remote UE authentication
request message by identifying the indicator (RUE._Indicator).

4. Afer verifying the indicator, the relay UE forwards the remote UE authentication request message to the
autheticator
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0. The eRemote UE and eRelay UE have performed initial attach to the network and performed Service Authorization for ProSe Discovery, ProSe Direct Communication and indirect 3GPP Communication.
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