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1
Discussion

S2-170745 adds details to the DN authorization/authentication of a PDU session establishment by a DN. This document proposes modifications to the PDU session establishment procedures to add such mechanisms.
The PDU session establishment procedures are modified to introduce the steps for the DN authorization/authentication of the PDU session establishment. The authorization/authentication takes place based on information that may be provided by the UE to the SMF, to be defined by SA3, and whose semantic is transparent to the SMF (here called an SM PDU DN Request Container). The authentication is based on the SMF triggering the procedure via the UPF anchoring the PDU session with the DN. 

The specific messages and mechanisms on N6 are outside the scope of 3GPP. The authentication mechanism to be supported between the UE and the DN is in the scope of SA3. The procedures need to define the transport of such authentication messages during the PDU session establishment over N4, N11, and N1. 
2
Proposal

It is proposed to adopt the following in TS 23.501. 

* * * * First Change * * * *
4.3.2.2
UE requested PDU Session Establishment

Editor's note:
Additional details to support Ethernet and Unstructured PDU types in the procedure is FFS.

Editor's note:
Additional details to support UL Classifier or IPv6 multi-homing are FFS. This version of the procedure assumes a single UPF serves the PDU session.

Editor's note:
Additional details to support PDU sessions for emergency services are FFS.


Editor's note:
Further detailing of the messages over N2 is FFS and is to be coordinated with RAN WG3.

Editor's note:
Message naming over N11 may need further discussion as well as the need for message from AMF to SMF in step15 in X.Y.1. If step 15 is removed the AMF action described in step 15 would be carried out in step 9.

Editor's note:
It is FFS how the procedure will be updated once the relevant NF service procedures have been developed.

Editor's note:
Impact to the procedure due to mobility between 3GPP and non-3GPP access is FFS.

Editor's note:
The terminology for the PCF interactions below may need to be revisited and aligned with policy description in e.g. TS 23.501.

4.3.2.2.1
Non-roaming and Roaming with Local Breakout

In case of roaming, the AMF determines if a PDU session is to be established in LBO or Home Routing. In the case of LBO, the procedure is as in the case of non-roaming with the difference that the SMF, the UPF and the PCF are located in the visited network.
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Figure 4.3.2.2.1-1: UE-requested PDU Session Establishment for non-roaming and roaming with local breakout

The procedure assumes that the UE has already registered on the AMF thus the AMF has already retrieved the user subscription data from the UDM.

1.
From UE to AMF: NAS Message (S-NSSAI, DNN, PDU Session ID, SM information).


In order to establish a new PDU session, the UE generates a new PDU Session ID.


The UE initiates the UE Requested PDU Session establishment procedure by the transmission of a NAS message containing a PDU Session Establishment Request within a SM information. The PDU Session Establishment Request may include a PDU Type, SSC mode, Protocol Configuration Options.


The NAS message sent by the UE is encapsulated by the AN in a N2 message that should include User location information and AT Type Information.
The SM information may contain SM PDU DN Request Container containing information for the PDU session authorization by the external DN.
2.
The AMF determines that the message corresponds to a request for a new PDU Session based on the PDU Session ID that is not used for any existing PDU Session(s) of the UE. The AMF selects an SMF as described in TS 23.501 [2], clause 6.3.2.

3.
From AMF to SMF:  SM Request (Subscriber Permanent ID, DNN, S-NSSAI, PDU Session ID, AMF ID, SM NAS information, User location information, AT Type).

The AMF ID uniquely identifies the AMF serving the UE. The SM NAS information contains the PDU Session Establishment Request received from the UE.

4a.
SMF to UDM: Subscription Data Request (Subscriber Permanent ID, DNN).


If the SMF has not yet retrieved the SM-related subscription data for the UE related with the DNN, the SMF requests this subscription data.

4b.
UDM to SMF: Subscription Data Response.


Subscription data includes the authorized PDU type(s), authorized SSC mode(s), Default QoS profile.

Editor's note:
Further detailing of SM-related subscription data is FFS.


The SMF checks whether the UE request is compliant with the user subscription and with local policies. If that is not the case the SMF rejects the UE request via NAS SM signalling (including a relevant SM rejection cause) relayed by the AMF, the SMF indicates to the AMF that the PDU session ID is to be considered as released and the rest of the procedure is skipped.

5a. SMF to DN via UPF 

If the SMF needs to authorize/authenticate the establishment of the PDU session by the external DN based on subscription information from the UDM and the SM PDU DN Request Container provided by the UE, the SMF selects an UPF as described in TS 23.501 [2] clause 6.3.3 and triggers the PDU session establishment authentication/authorization as described in section 4.3.2.X.
If the PDU session establishment authentication/authorization fails, the SMF terminates the PDU session establishment procedure and indicates a rejection to the UE.
6a.
If dynamic PCC is deployed, the SMF performs PCF selection.

6b.
The SMF may initiate PDU-CAN Session Establishment towards the PCF to get the default PCC Rules for the PDU Session.

Editor's note:
The purpose of step 5 is to receive PCC rules before selecting UPF. If PCC rules are not needed as input for UPF selection, step 5 can be skipped.

7.
The SMF selects an SSC mode for the PDU Session. If step 5 is not performed, The the SMF also selects an UPF as described in TS 23.501 [2] clause 6.3.3. In case of PDU Type IPv4 or IPv6, the SMF allocates an IP address/prefix for the PDU Session as described in TS 23.501 [2] clause 5.8.1.

8.
If dynamic PCC is deployed and the PDU-CAN Session Establishment was not done in step 5, the SMF initiate PDU-CAN Session Establishment towards the PCF to get the default PCC Rules for the PDU Session. Otherwise, if dynamic PCC is deployed and PDU Type is IPv4 or IPv6, SMF initiates PDU-CAN Session Modification and provides the allocated UE IP address/prefix to the PCF.

9.
If step 5 was not performed, the SMF initiates an N4 Session Establishment procedure with the selected UPF, otherwise it initiates an N4 Session Modification procedure with the selected UPF:

9a.
The SMF sends an N4 Session Establishment/Modification Request to the UPF and provides Packet detection, enforcement and reporting rules to be installed on the UPF for this PDU Session. If CN Tunnel Info is allocated by the SMF, the CN Tunnel info is provided to UPF in this step.

9b.
The UPF acknowledges by sending an N4 Session Establishment/Modification Response. If CN Tunnel Info is allocated by the UPF, the CN Tunnel info is provided to SMF in this step.

10.
SMF to AMF:  SM Request Ack (N2 SM information (PDU Session ID, QoS Profile, CN Tunnel Info), N1 SM Container (PDU Session Establishment Accept (Authorized QoS Rule, SSC mode))) to the AMF.


The N2 SM information carries information that the AMF shall provide to the (R)AN.


The CN Tunnel Info corresponds to the Core Network address of the N3 tunnel corresponding to the PDU session.


The QoS Profile provides the AN with the mapping between QoS parameters and QoS Flow Identifiers. This is further described in TS 23.501 [2] clause 5.7.


The PDU Session ID may be used by AN signalling with the UE to indicate to the UE the association between AN resources and a PDU session for the UE.


The N1 SM information contains the PDU Session Establishment Accept that the AMF shall provide to the UE.


Multiple Authorized QoS Rules may be included in the N1 PDU Session Establishment Accept and in the N2 SM information.


The SM Request Ack further contains information allowing the AMF to know which UE is the target of the SMF request as well to determine which access towards the UE to use.

NOTE:
The access information is to deal with the case where a UE is simultaneously connected over 3GPP and Non 3GPP access.

Editor's note:
Further studies are needed to determine the nature of the information allowing the AMF to know which UE is the target of the SMF request as well to determine which access towards the UE to use.

11.
AMF to (R)AN: N2 PDU Session Request (N2 information received from SMF in DL N2 Transfer Information Request, NAS message).


The AMF sends the NAS message containing the PDU Session Establishment Accept received from SMF and includes it with the N2 PDU Session Request to the (R)AN. The AMF also includes the N2 information received from SMF.

12.
(R)AN to UE: The (R)AN may issue AN specific signalling exchange with the UE that is related with the information received from SMF. For example, in case of a 3GPP RAN, an RRC Connection Reconfiguration may take place with the UE establishing the necessary RAN resources related to the Authorized QoS Rules for the PDU Session request received in step 10.


(R)AN also allocates (R)AN tunnel information for the PDU Session. (R)AN forwards the NAS message (PDU Session Establishment Accept) provided in step 10 to the UE. (R)AN shall only provide the NAS message to the UE if the necessary RAN resources are established and the allocation of (R)AN tunnel information are successful.

13.
(R)AN to AMF: N2 PDU Session Request Ack ((R)AN tunnel info).


The (R)AN Tunnel Info corresponds to the Access Network address of the N3 tunnel corresponding to the PDU session.

14.
AMF to SMF: SM Request (N2 SM information).


The AMF forwards the N2 SM information received from (R)AN to the SMF.

Editor's note:
It is FFS if steps are needed to indicate from the UE to the core network that the UE has successfully established the PDU Session, or whether it is sufficient with a successful establishment in (R)AN indicated in step 12. For example, it is FFS if the UE shall send a NAS PDU Session Establishment Complete message to indicate that the UE has successfully established the PDU Session.

15a. If the N4 session for this PDU Session was not established already, the SMF initiates an N4 Session Establishment procedure with the UPF. Otherwise, the SMF initiates an N4 Session Modification procedure with the UPF. The SMF provides AN Tunnel Info and CN Tunnel Info. The CN Tunnel Info only needs to be provided if the SMF selected CN Tunnel Info in step 8.

15b. The UPF provides a N4 Session Establishment/Modification Response to the SMF.

16. The AMF stores an association of the PDU Session and SMF ID for this PDU Session for this UE. After this step, the AMF forwards relevant events to the SMF, e.g. at handover where the (R)AN tunnel info changes or the AMF is relocated.

Editor's note:
It is FFS if the SMF has to explicitly subscribe to these events or whether the subscription is implicit.

17.
SMF to UE, via UPF: In case of PDU Type IPv6, the SMF generates an IPv6 Router Advertisement and sends it to the UE via N4 and the UPF.

4.3.2.2.2
Home-routed Roaming

This procedure is used in case of home-routed roaming scenarios.
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Figure 4.3.2.2.2-1: UE-requested PDU Session Establishment for non-roaming and roaming with local breakout

1.
This step is the same as step 1 in clause 4.3.2.2.1.

2.
As in step 2 of clause 4.3.2.2.1 with the addition that the AMF also selects a SMF in HPLMN.

3.
As in step 3 of clause 4.3.2.2.1 with the addition that the AMF also provides the identity of the SMF in HPLMN it has selected in step 2 The AMF ID uniquely identifies the AMF serving the UE. The H-SMF is provided when the PDU Session is home-routed. The SM NAS information contains the PDU Session Establishment Request received from the UE.

Editor's note:
The parameter S-NSSAI may need to be updated to reflect agreements regarding slice selection parameters. This is FFS.

4.
The V-SMF selects a UPF in VPLMN as described in TS 23.501 [2], clause 6.3.3.

5.
The V-SMF initiates an N4 Session Establishment procedure with the selected UPF:

5a.
The V-SMF sends an N4 Session Establishment Request to the UPF. If CN Tunnel Info is allocated by the SMF, the CN Tunnel info is provided to UPF in this step.

5b.
The UPF acknowledges by sending an N4 Session Establishment Response. If CN Tunnel Info is allocated by the UPF, the CN Tunnel info is provided to SMF in this step.

6.
V-SMF to H-SMF: Create PDU Session Request (Subscriber Permanent Identity, DNN, S-NSSAI, PDU Session ID, V-SMF ID, V-CN-Tunnel-Info, PDU type, Protocol Configuration Options, User location information, SM PDU DN Request Container).

7-12.
These steps are the same as steps 4-9 in clause 4.3.2.2.1 with the following differences:

-
The SMF is a H-SMF.
13.
H-SMF to V-SMF: Create PDU Session Response (Authorized QoS Rule, SSC mode), H-CN Tunnel Info)


The H-CN Tunnel Info contains the tunnel information for up-link traffic towards H-UPF.


Multiple Authorized QoS Rules may be included in the Create PDU Session Response.

14-18.
These steps are the same as steps 10-14 in clause 4.3.2.2.1 with the following differences:

-
The SMF is a V-SMF;
-
The V-SMF stores an association of the PDU Session and H-SMF ID for this PDU Session for this UE;

-
The H-SMF stores an association of the PDU Session and V-SMF ID for this PDU Session for this UE.

19a.
The V-SMF initiates an N4 Session Modification procedure with the UPF. The V-SMF provides Packet detection, enforcement and reporting rules to be installed on the UPF for this PDU Session, including AN Tunnel Info, H-CN Tunnel Info and V-CN Tunnel Info.

19b.
The UPF provides a N4 Session Establishment/Modification Response to the V-SMF.


After this step, the UPF in VPLMN delivers any down-link packets to the UE that may have been buffered for this PDU Session.

20.
This step is the same as step 18 in clause 4.3.2.2.1. with the following differences:

-
The SMF is a V-SMF
21.
H-SMF to UE, via UPF in HPLMN and UPF in VPLMN: In case of PDU Type IPv6, the H-SMF generates an IPv6 Router Advertisement and sends it to the UE via N4 and the UPFs in HPLMN and VPLMN.

NOTE:
The SMF in HPLMN may initiate step 21 already after step 32.

* * * * Next Change * * * *
4.3.2.X PDU session establishment authentication/authorization

The PDU session establishment authentication/authorization is optionally triggered by the SMF during a PDU session establishment and performed transparently via the UPF.

[image: image5.emf] 

          

   

   

   

   

3 b .  N4 Transport   (Authentication Message)  

AMF   (R)AN   UE   UPF  

SMF  

DN  

2 . Authentication/Authorization Request  

3 g .  N4 Transport   (Authentication Message)  

3 c .  NAS SM Transport   (Authentication Message)  

3 d .  NAS SM Transport   (Authentication Message)  

3 e .  NAS SM Transport   (Authentication Message)  

3 f .  NAS SM Transport   (Authentication Mess age)  

4 . Authentication/Authori zation Re sponse  

3a . Authentication/Authorization Request  

3 h . Authentication/Authorization  R esponse  

1.  N4 Session Establishment  Request  

5 .  N4 Session Establishment  Response  



Figure 4.3.2.X-1: PDU Session Establishment authentication/authorization.
NOTE 1: Steps 2, 3a, 3h and 5 are not defined by 3GPP. The transport of the authentication via 5GS interfaces in step 4 is defined by 3GPP. Steps 3 may be repeated depending on the authentication mechanism used. 
1.
The SMF triggers the PDU session establishment authentication/authorization and provides the SM PDU DN Request Container in an N4 Session Establishment Request to the selected UPF.
2.
The UPF relays to the DN the SM PDU DN Request Container received from the SMF.
3.
An authentication procedure takes place between the UE and the DN with messages transported via N4 and NAS.

NOTE 2: This specification defines the support of the authentication messages over N4 and over NAS.

4.
The DN confirms the successful authentication/authorization of the PDU session. The DN may provide a SM PDU DN Response Container to the UPF to indicate successful authentication.
5.
The UPF returns an N4 Session Establishment Response to the SMF containing the SM PDU DN Response Container.
* * * * End of Changes * * * *
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