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1. Overall Description:

SA WG3 thanks SA2 for their LS on standardization of Northbound SCEF API.
When considering the services and capabilities provided by 3GPP network interfaces which could be exposed to the northbound interface, consideration should be given to security features developed for cellular IoT. One such features that is currently under discussion in SA3 is BEST (Battery Efficient Security service for Cellular IoT).
This aims to extend the user plane protection, i.e. protection of user data from the UE to the HSE (HPLMN Security Endpoint) in the HE or beyond the HSE to an Enterprise Application Server (EAS).

For BEST, the following commands are examples of what might be available 

	Uplink Request from MTC UE
	Down link response from MTC application 

	Request BEST-session 


	Start of BEST-session



	Request Termination of BEST-Session


	Terminate Best Session   



	Manage EMSDP keys request
	Manage EMSDP Keys


Such commands will of course, need to be secured in their own right on the northbound interface and BEST provides this protection so may be used on an untrusted communication path.   
An encryption key derived from the MTC subscription can also be provided that could be used by MTC applications using the north bound interface. However note there may be Lawful Interception requirements governing how such a key may be used even for MTC devices. 
The motivation for this new specification is to reduce latency for small and infrequent data transmission and minimise battery drain for constrained devices that are difficult to or cannot be recharged. Clearly the invocation of other security functions on the MTC device from the service layer need to be coordinated on the new north bound interface if this requirement is to be met.            

2. Actions:

To SA2 
ACTION: 
SA3 kindly ask SA2 to take note of the information provided above and advise SA3 of any additions that may be needed to SA3’s specifications to provide requests/responses on the Northbound interface related to security. 
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