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1	Overall description
Overall description

SA2 is currently studying the item “Architecture Enhancements to ProSe UE-to-Network Relay” in TR 23.733. One of the assumptions that SA2 would like make but first need to be confirmed by SA3 is the security protection on the PC5 interface between the eRemote-UE and eRelay-UE.

SA2 thinks that the PC5 communication between eRemote-UE and eNB is already secured without performing additional dedicated security procedure on the PC5 interface because the PDCP layer is between eRemote-UE and eNb as depicted in TR 36.746 v0.3.1 in below: 
[bookmark: _GoBack] In the latest TR 23.733-020 of Rel-15 study item FS_REAR, SA2 identified a key issue (Key Issue #3: Enhancements to Connection Setup between an eRemote-UE and an eRelay-UE) as following: 

Fast connection setup between an eRelay-UE and an eRemote-UE is part of the service requirements, and pairing has been suggested as a mean to achieve fast connection setup. When developing solutions for fast connection setup the following should be considered:
-	Whether and how to enhance the connection setup, with or without prior association.
-	Whether the association between the eRemote-UE and eRelay-UE is provided with the aid of EPC.
-	Whether prior association is only used for private Relay Networks i.e. a network that consists of devices that has a specific trust relation with each other (e.g. same owner's Smartphone and Smartwatch, or a group of UEs belonging to same company). 
NOTE:	The term "association" replaces the SA1 term "pairing" in the service requirements, since this is SA2 understanding of the meaning of "pairing"

During the discussion, SA2 thinks this key issue is mainly related to whether the secure communication is still needed as secure communication between eRemote-UE and eNB can be achieved with PDCP according to RAN2’s protocol stack depicted in TR 36.746 v0.3.1 in below:


Figure 5.1.1-1: User plane radio protocol stack for layer 2 evolved UE-to-Network relay (PC5)


Figure 5.1.1-2: Control plane radio protocol stack for layer 2 evolved UE-to-Network relay (PC5)

Before making conclusion on the solutions of this key issue, SA2 would like to ask following question to SA3:

Question 1:
As secure communication between eRemote-UE and eNB can be achieved with PDCP, is the secure communication between eRemote-UE and eRelay-UE over PC5 (signaling, data or both) still needed?

2	Actions
To 3GPP SA WG3:
ACTION: SA2 kindly ask SA3 to answer the above question.
3	Dates of next TSG SA WG2 meetings
TSG SA WG2 Meeting 120	27-31 March, 2017 	Busan, Republic of Korea
TSG-SA WG2 Meeting 121		                 15-19 May, 2017	    Hangzhou, CN

oleObject2.bin

image1.emf
Remote UE 1 

L2 Relay UE eNB

IP

PDCP(Uu) 

Adaptation

RLC(PC5) 

MAC(PC5) 

RLC(PC5)  RLC(Uu) 

AdaptationAdaptation

PHY(PC5) 

PC5

PDCP(Uu) 

GTP-U

UDP/IP

CN

Downlink and Uplink S1-U/S5/S8 (for remote UE 1)

L1/L2

GTP-U

UDP/IP

L1/L2

IP 

MAC(PC5) 

PHY(PC5) 

MAC(Uu) 

PHY(Uu) 

RLC(Uu) 

MAC(Uu) 

PHY(Uu) 

Adaptation


oleObject1.bin

image2.emf
Remote UE 1 

L2 Relay UE eNB

PDCP(Uu) 

Adaptation

RLC(PC5) 

MAC(PC5) 

RLC(PC5)  RLC(Uu) 

AdaptationAdaptation

PHY(PC5) 

PC5

CN

Downlink and Uplink S1-MME

L1/L2

L1/L2

MAC(PC5) 

PHY(PC5) 

MAC(Uu) 

PHY(Uu) 

RLC(Uu) 

MAC(Uu) 

PHY(Uu) 

NAS

RRC(Uu)

PDCP(Uu) 

Adaptation

NAS

SCTP

IP

SCTP

IP

RRC(Uu)

S1-AP

S1-AP


