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Abstract of the contribution: This contribution proposes a solution to Key issue#3. The solution describes the connection establishment between eRelay UE and eRemote UE with EPC based authorization from the HSS.
Discussion
Key issue#3 in the TR23.733[1] describes the enhancements to the connection setup procedure between the eRemote-UE and the eRalay-UE. One of the points that needs to be addressed as part of this key issue is “whether the association between the eRemote UE and eRelay UE is provided with the aid of EPC.” This aspect is thus the subject of the discussion in this paper.
One of the widely discussed use cases for connecting the remote UE to the network through indirect 3GPP communication is the use of low-powered personal devices connected via the smartphone relay UE. In such a case, more often than the personal device (e.g. smartwatch) and the smartphone would have the same owner. Therefore, it may be possible that some subscription parameters for these devices can be linked at the HSS.
The subscription parameters at the HSS can be used by the EPC to establish the trust relationship between the eRemote-UE and the eRalay-UE. The network can glean from such subscription parameters that the eRemote-UE is authorized to connect to a particular eRelay UE. 

It is hence proposed that the eRemote may perform an authorization procedure with the EPC (e.g. MME) to obtain the list of eRalay UE(s) it is authorized to connect to. The MME can perform a query with the HSS to obtain this list. After successful querying with the HSS, the MME can provide the eRemote-UE a list of eRelay-UE(s) that it is authorized to connect to. Additional information e.g. security parameter for the PC5 link may also be sent by the MME in the authorization response to the eRemote UE.
After the eRemote UE completes the authorization procedure with the network and receives the list of authorized eRelay-UE(s), based on the received list of authorized eRelay-UE(s) it may proceed with the PC5 discovery (Model A or Model B) and possibly followed by the PC5 connection establishment procedure.
Proposal

It is proposed the following solution to TR 23.733
* * * First change* * * *
6.X
Solution to Key Issue# 3 Enhancements to Connection Setup between an eRemote-UE and an eRelay-UE
6.X.1
Solution X.1: Connection establishment based on authorization from the HSS

6.X.1.1
Description
6.x.1.1.1
General

The subscription parameters at the HSS can be used by the EPC to establish the trust relationship between the eRemote-UE and the eRalay-UE. Such subscription parameters can be used by the EPC to determine that the eRemote-UE is authorized to connect to a particular eRelay-UE. 

It is proposed that the eRemote-UE may perform an authorization procedure with the EPC (e.g. MME) to obtain the list of eRalay UE(s) it is authorized to connect to. The MME can perform a query with the HSS to obtain this list. After successful querying with the HSS, the MME can provide the eRemote UE a list of authorized eRelay-UE(s). Additional information e.g. security parameter for the PC5 link may also be sent by the MME in the authorization response to the eRemote UE.

After the eRemote UE completes the authorization procedure with the network and receives the list of authorized eRelay-UE(s), based on the received list of authorized eRelay UE(s) it may proceed with the PC5 discovery (Model A or Model B) and PC5 connection establishment procedure.
6.X.1.1.2
Procedures

6.X.1.1.2.1
eRemote-UE authorization Procedure 
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1. The eRemote-UE sends an authorization request message to the MME. The authorization request may include eRemote-UE ID. Note that this communication via direct 3GPP communication occurs before the eRemote-UE connects to the network via the eRelay-UE.
Editor’s Note: It is FFS whether the eRelay-UE performs a similar procedure with the MME.

2. The MME queries the HSS with eRemote-UE IMSI and eRemote-UE ID to retrieve the list of authorized eRelay UE authorized for this eRemote-UE.

3. Based on the subscription data, the HSS sends a list of authorized eRelay-UE ID(s) to the MME.

4. Authorization response message is sent by the MME to eRemote-UE. This message may include the list of authorized eRelay-UE ID(s) and security parameters which may be used to establish the PC5 connection between the eRelay-UE and the eRemote-UE.
5. The eRemote-UE performs the PC5 discovery procedure (either Model A or Model B) based on the received eRelay-UE IDs.

6. PC5 connection establishment procedure is followed by the discovery procedure in step 5. The security parameters received in step 4 may be used to establish the secure connection.
6.X.1.3
Impacts
6.X.1.3
Evaluation
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