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[bookmark: _Toc471750286]1	Discussion
The intention of the PDN connection restriction flag is subscription based prevention of unnecessary PDN connection establishment by a subscriber who has got this PDN connection restriction flag set. The cover page of C4-164056 gives the use case as a metering device that can be attached without PDN connectivity as only SMS service is needed. Backwards compatibility via not impacting UEs that do not support attach without PDN connection was also required. 

Considering the lack of backwards compatibility of some CIoT procedures, such as attach without PDN connection, this requirement introduces a trade-off between strict policing of no PDN connections allowed for the user in any circumstances vs. provisioning of service at all times, but dropping the unnecessary PDN connections, when it is technically feasible without having to force the UE to change to another PLMN or to camp on a cell in limited service state. This trade-off was solved in favour of providing the level of service that is compatible with the subscription and the capabilities of the UE and the serving PLMN. 
TSG CT #73 approved in December 2016 meeting CT4 and CT1 CRs that specify the UE and network handling of PDN connection restriction flag. The approved CRs are C4-164056, C4-164058 and C1-165436. These changes specify the stage 2 behaviour for the subscriber data, and the stage 3 procedures that use the PDN connection restriction flag. 
The originators of the already approved CRs consider that the already approved solution serves its purpose. However, since CT1 hinted that SA2 alignment might be useful, they brought the alignment CR S2-170143 to SA2 #118bis. This CR is a pure alignment CR: its approval would imply no change in the CT specifications as it simply documents in TS 23.401 what has already been captured in other stage 2 (TS 23.008) and stage 3 (TS 29.272, TS 24.301) specifications. The SA2 CR was postponed in SA2 #118bis, with the intention of SA2 to understand better the requirements and the already approved solution. LS S2-170700 was sent to the CT groups, informing them of this, but not requesting any action. 
By addressing the potential drawbacks listed in S2-170700, this discussion paper provides insight to the requirements, and the reasons for the design choices in the approved CRs. 
[bookmark: _Toc471750287]2	Technical considerations
2.1	Potential drawback #1: ESM Dummy does not prevent standalone PDN connection request
The UE may request standalone PDN connection establishment after the MME has responded to attach with PDN connectivity request with ESM Dummy procedure. Even though standalone request is not forbidden, what would be the logic for a UE to request PDN connectivity after having been told by the serving PLMN that it cannot have PDN connection? 
The means to prevent such re-try would exist, but considering legacy UEs, both CIoT and non-CIoT, the use of cause values that lead to permanent prevention of PDN connectivity would have serious consequences. For PDN connection restriction feature, the cost of avoiding such compatibility problem is minimal. Even if the UE re-tried standalone PDN connectivity procedure after the MME refused the PDN connection request combined with attach, the MME can reject the standalone procedure with an existing cause value that blocks further attempts.
Conclusion 1: Even if the UE fails to take notice of PDN restriction during attach procedure and re-tries standalone procedure, the network has got efficient means to block further attempts as necessary. Consequently, the first potential drawback mentioned in S2-170700 is a non-issue.
2.2	Potential drawback #2: UE can bypass PDN connection restriction flag by not indicating support for connectionless attach
UE support of attach without PDN connection is intentionally part of the condition to trigger the ESM Dummy response from the MME. Technically the change could have been written for hard enforcement of the PDN connection restriction flag in the subscriber data without considering the UE capability at all, but that would block any service for any non-CIoT EPS UE. The same denial of service via having to reject the attach would result from a supporting UE roaming to PLMN where the MME does not support attach without PDN connection. To avoid compatibility problems with non-supporting UEs, allowing the attach to proceed was considered more important than preventing the PDN connection establishment in all configurations. 
If consistent blocking of PDN connections for the subscriber in any environment is needed, that can be achieved by not associating any subscribed APNs to the user’s subscriber data. This approach does not meet the backwards compatibility requirement, as the attach will fail if the UE does not support attach without PDN connection. 
For backwards compatibility reasons, legacy UEs must not be impacted as they do not support attach without PDN connection. According to 3GPP TS 24.301 clause 5.5.1.2.2, a UE that supports CIoT EPS Optimisations shall indicate whether it supports attach without PDN connection or not. Note that even the handling of non-compliant UE that fails to indicate the support of attach without PDN connection even when it actually does support it is predictable, as this case is treated by the network the same way as any legacy UE that does not support the feature. 
Conclusion 2: The intention of the PDN connection restriction flag is not to force the UE to select another PLMN or to camp on cell in limited service, but to avoid unnecessary PDN connection establishments for those subscribers who by subscription do not need it, except for compatibility with EPS legacy. A 3GPP compliant UE shall indicate its CIoT attach capabilities accurately. Therefore, the second potential drawback of S2-170700 is not applicable.
2.3	Claimed UE compatibility issue with spontaneous ESM Dummy procedure
The ESM Dummy procedure shall be used by the MME if the UE supporting attach without PDN connection requests it by initiating ESM Dummy procedure as part of the attach procedure. In this situation, the MME has no choice, but to follow the procedure that the UE started. The stage 3 details are specified in TS 24.301 clause 5.5.1.2.4. 
Some companies were concerned in SA2 #118bis that the UE behaviour upon receiving ESM Dummy without initiating ESM Dummy procedure was not specified, and that therefore the UE behaviour would be unpredictable. 
Based on current stage 3, also the UE handling of the ESM Dummy response from the network without requesting one was specified already before the addition of PDN connection restriction flag. The same TS 24.301 clause 5.5.1.2.4 that specifies the MME mandate to respond with ESM Dummy if it is requested by the UE does also specify for various error handling cases the processing of ATTACH ACCEPT with ESM Dummy without having included ESM Dummy in the ATTACH REQUEST. This scenario did exist for ESM layer error handling even before the introduction of PDN connection restriction flag, and the UE processing rules for any UE supporting attach without PDN connection are included in the reference specification before the above mentioned CRs were approved. Quote from TS 24.301 clause 5.5.1.2.4:
“If EMM-REGISTERED without PDN connection is supported by the UE and the MME, and the UE receives the ATTACH ACCEPT message combined with an ESM DUMMY MESSAGE, the UE shall send an ATTACH COMPLETE message together with an ESM DUMMY MESSAGE contained in the ESM message container information element to the network.”
So the UE processing of ESM Dummy response from the network in the case when the UE did not request ESM Dummy is to complete the attach procedure, to echo back the ESM Dummy to acknowledge attach without PDN connection, and to consider the attach procedure as successful, but the ESM procedure as failed.
Both UE initiated and MME initiated ESM Dummy procedures were introduced at the same time, in the same TS version of 24.301, so a compliant UE that indicates support for CIoT EPS Optimisation attach without PDN connection has to support both ESM Dummy procedures. 
Conclusion 3: The UE processing of the ESM Dummy is specified, and it is what we need for the PDN connection restriction use case, i.e., to remain attached without PDN connectivity in those cases where this capability is supported by the UE and the network. 
2.4	Compatibility with non-CIoT UEs
As can be seen in the revision history of the approved CRs, the design choices indicated in clause 2.1 and 2.2 above were considered in the CT groups. Even the proponents of this feature initially suggested a stricter approach to the network enforcement of PDN connection restriction flag. 
However, after discussions in the CT WGs, the CRs were intentionally softened to primarily seek compatibility between the supported UE and network capabilities, and only secondarily drop those PDN connections that can be safely removed or prevented without breaking the compatibility and thus forcing also the attach procedure to fail. 
The main argument to this direction is that if a USIM related with PDN connection restriction flag set in the subscriber data is inserted in either non-CIoT EPS UE or in a CIoT UE that does not support attach without PDN connection, then strict enforcement of PDN connection restriction flag without consideration of the UE capabilities would lead to attach failure and total denial of any service. The same outcome would result from a supporting UE roaming to a PLMN (area) where the MME cannot support attach without PDN connection.
Conclusion 4: The compatibility with any kind of UE or network implementation is more important that tearing down all PDN connections even at the cost of losing all services and forcing the UE to attach to competitor PLMN, if available. Since the already specified network initiated ESM Dummy procedure is used, not ticking the UE impact on the CT1 CR is correct. 
2.5	Selection of cause values to reject the UE
The principle of handling abnormal and error situations is that the network informs the UE of the reason for the failure in a cause value, and the UE processing of each cause value is strictly specified. In this way, the network can choose the most appropriate cause value related to each failure, with confidence that the UE will behave accordingly. 
When adding a new error case or abnormal case, it is commonplace to consider whether an existing cause value with its already specified processing in the UE can be reused, or is it justified to add new cause value. Also in this case, a new cause value was considered. However, eventually the decision was taken in favour of soft blocking unnecessary PDN connections via ESM Dummy procedure, and having a variety of ESM cause values available for the network if the UE still followed up with the standalone ESM procedure after having been blocked in the ESM level during attach procedure. 
For the sake of backward compatibility, even the introduction of a new cause value must consider the already specified handling of unknown cause values. This was also studied as one option, but was eventually abandoned. Also this case is specified, but according to TS 24.301 clause 6.5.1.4.3, the UE behaviour depends on the following aspects: the indicated cause value, back-off timer, the integrity protection of the message, the UE access class, whether the PDN connectivity was rejected by the network in standalone procedure or in combination with attach procedure, and whether the UE is registered in HPLMN or EHPLMN or not. This makes the combination of conditions rather complicated. 
Conclusion 5: Re-use of ESM Dummy procedure already gives a good hint to avoid PDN connectivity to those UEs that are willing to take it, and any possibly following standalone attempts from the UE can be dealt with using the existing procedures. 
3	Conclusions and Proposal
By addressing the potential drawbacks listed in S2-170700 as well as other aspects, this paper provided insight to the requirements and the reasons for the design choices previously discussed in CT1 and CT4 which led to the approved CRs C4-164056, C4-164058 and C1-165436. 
As concluded in clause 2 above, the issues raised in the LS S2-170700 and in the SA2 discussion are covered by TSG CT specifications, and there is no sufficient justification to change the already approved solution that meets the need. 
Considering the above already evaluated design constraints, the already frozen releases, and the needs of the supporting operators who requested the feature, it is proposed SA2 to conclude that the existing already approved procedure is satisfactory, and that it serves its purpose. 
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