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6.3.1
Description
This solution is related to key issue #3 (UE Determination of the QoS to apply to an uplink IP packet for untrusted WLAN). In this solution it is assumed that separate IPsec SAs are used for the different QoS flows as proposed in solution 6.1. In this solution there is a 1 to 1 mapping between an EPS bearer and a SA. The default EPS bearer maps to the initial SA. Every dedicated bearer maps to separate child SA. The ePDG maintains the binding between SAs and EPS bearers

Furthermore, in this solution, TFTs are conveyed to the UE at EPS bearer creation and modification.  In EPC the UE is using TFTs to determine on what radio bearer each uplink IP packet should be sent on. There are support for different filter types, precedence of filters that and the TFTs can be updated. TFTs are sent on S2b between PGW and ePDG when bearers are created and updated. The UE shall also use TFTs in this case as well.

The IKEv2 traffic selectors TSi and TSr shall not be used if the UE uses TFTs for a given SA.

There are no impacts on existing SA implementations other than the routing of packets to the SA.


6.3.1.1 
EPS Bearer Creation

When ePDG receives a request to setup a new dedicated bearer over S2b, it shall use the IKEv2 CREATE_CHILD_SA exchange to setup a new IPsec SA between ePDG and UE over SWu.

Further, when ePDG receives a create bearer request from PGW over S2b, it shall copy the TFT information to a new IKEv2 notify payload “TFT”. ePDG will not have to process the TFT but can send this transparently between S2b and SWu. 
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Figure 6.X.1-1 Dedicated S2b bearer activation

In the procedure Dedicated S2b bearer activation, the ePDG shall trigger a CREATE_CHILD_SA as depicted in figure 6.X.1-1. Note that one CREATE_CHILD SA exchange results in IPsec SAs for both directions. The CREATE_CHILD_SA message shall contain a new IKEv2 notify payload “TFT” that is a copy of the TFTs received over S2b in step 1. IKEv2 notify payload is used since it has already been used by 3GPP to send other information elements over SWu like device identity, back off timer and NBIFOM containers (as specified in 24.302).
The default bearer maps to the initial IPsec SA.

Editor’s note: FFS if there is a need for capability indication for UE support of multiple IPsec SAs per PDN connection. This could be signalled as part of the setup of the PDN connection.

Editor’s note: FFS if ePDG should extract the TFTs applicable for uplink direction and only send those to UE.

6.3.1.2 
EPS Bearer Modification

In the case of PGW initiated bearer modification and if the TFTs are updated, the ePDG shall trigger an INFORMATIONAL exchange as depicted in figure 6.X.1-2. The INFORMATIONAL request message shall contain the IKEv2 notify payload “TFT”. 
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Figure 6.X.1-2. PGW initiated bearer modification

6.3.1.3 
EPS Bearer Deactivation
When ePDG receives a request to deactivate an existing dedicated bearer over S2b, it shall use the IKEv2 INFORMATIONAL exchange with Delete payloads to remove the IPsec SAs between ePDG and UE over SWu for the deactivated bearer. Note that ePDG orders the delete of the IPsec SA from UE to ePDG and UE respond with deleteing the IPsec SA from ePDG to the UE.
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Figure 6.X.1-3 Dedicated S2b bearer Deactivation
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4. PDN GW initiated bearer modification procedure as in TS 23.402 Figure 7.11.1-1, steps 3-4







1. PDN GW initiated bearer modification procedure as in TS 23.402 Figure 7.11.1-1, steps 1-2
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3. IKEv2 INFORMATIONAL Response(Delete payload)











2. IKEv2 INFORMATIONAL Request(Delete payload)







4. Dedicated S2b bearer de-activation procedure as in TS 23.402 Figure 7.9-2, steps 4-6







1. Dedicated S2b bearer de-activation procedure as in TS 23.402 Figure 7.9-2, steps 1-2
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2. CREATE_CHILD_SA Request







3. CREATE_CHILD_SA Response







4. Dedicated S2b bearer activation procedure as in TS 23.402 Figure 7.10-1, steps 3-4







1. Dedicated S2b bearer activation procedure as in TS 23.402 Figure 7.10-1, steps 1-2







WLAN AP







ePDG







PDN GW







HSS/



AAA







vPCRF







AAA Proxy







Roaming Scenarios







hPCRF







UE












